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Chapter 1: Welcome to Sentinel Visualizer

Sentinel Visualizer sets a new standard for data visualization and analysis. Sentinel Visualizer
provides a comprehensive set of tools to help you leverage your data and to turn that data into
valuable information. The power of link analysis, exploited through visualization and analysis
software, can yield incredible insights into data that you cannot reach with traditional analysis
methods. This User Guide provides both introductory concepts and detailed information about
the features and functionality of Sentinel Visualizer.

Sentinel Visualizer System

Sentinel Visualizer is a cost-effective, commercial-off-the-shelf platform that offers cutting-edge
technologies based on a standard, non-proprietary database management system. The appeal
of Sentinel Visualizer can best be described in these key areas:

Feature Benefit
Full Featured Link Link analysis allows you to visually and intuitively find patterns,
Analysis meanings, and trends in data that aren’t possible with traditional rows

and columns.

Advanced View complex data relationships in formats that allow rapid
Visualizations information discovery. With 2D and 3D network diagrams, timelines,
and Geospatial tools, Sentinel Visualizer provides the latest generation
in visual display of complex data.

Flexible, Purpose- You can import, store, and manage large amounts of data that

Designed Database | describe objects and their connections in a Microsoft SQL Server
database.

Multi-user Design By storing data in a consistent format in a scalable multi-user

database, organizations can break down data silos and share data.

Advanced Analytics | Our proprietary Network Metrics tools distill complex networks into
manageable, ranked information with Social Network Analysis,
Temporal Views, and user-tunable algorithms.

Collaboration and Sentinel Visualizer enables group and mission collaboration among
Sharing team members, regardless of whether all team members are using the
Sentinel Visualizer software.
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Sentinel Visualizer Editions

Sentinel Visualizer is available in several editions offering different features. The About screen
under Help from the main menu shows which version is installed.

Standard and Professional Editions

The Standard and Professional editions support single-user databases that are installed and run
from your computer. You cannot connect to multi-user databases with these editions. The
Professional version adds geospatial features with Google Earth integration.

Premium Edition

The Premium edition includes all of the features of the Professional edition, plus the capability
to connect to networked multi-user databases stored on Microsoft SQL Server.

Enterprise Edition

Introduced in version 6, the Enterprise edition includes all of the features of the Premium
edition, while also allowing Administrative users to define granular read/write rights for each
user (login). It also tracks the functions that each user performs in the software, with optional
reporting.

e With Enterprise, an administrator can define individual and groups of User IDs that are
authorized to retrieve one or more saved diagrams, on a diagram-by-diagram basis.

e Without Enterprise, a saved diagram is “public” and available to everyone, or “private” and
only available to the User ID who created and saved the diagram.

Reader Edition

The Reader edition is a free version that lets you view (not edit) the work created by the
multiuser editions Sentinel Visualizer (Premium and Enterprise editions). With the Reader,
everyone with proper login rights can view your visualizer network, look at the details of entities
and relationships, and export and print the information.

New Features in Version 6

Many new features are added to version 6 from the previous version 5 released in 2012.

Output to XML

You can export the network in Visualizer to XML. This allows you to easily exchange data with
other software programs.

Gradient Size

In addition to gradient coloring of Entities and Relationships based on networks, Sentinel
Visualizer now supports sizing Entities and Relationships based on network metrics.
Squelch by range

Squelch now supports filtering items by both upper and lower bounds.

Less than enhancements

The less than filter has been renamed to Value, and allows you to specify both a lower and
upper range.
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Entity Collapse

Sentinel Visualizer now allows you to collapse expanded entities.

Selection highlight
Selecting an Entity or Relationship now highlights connected items.

Filter by network size

When the visualizer is showing disconnected networks you can now filter them based on the
number of Entities in the network.

Color by Metadata

Entities can be colored by Lookup Metadata types. For example, you can color by Gender, where
Male is blue and Female is Red.

Improved error handling

Sentinel Visualizer now allows you to continue after encountering an exception.

Dataset Builder

The Dataset Builder now allows you to filter by an upper and lower range for both Weight and
Value

SQL Server 2012 support
Sentinel Visualizer now supports database creation against SQL Server 2012.

Windows 8 support

Sentinel Visualizer added support for Windows 8 and touch gestures.

New Features in Version 5

Many new features are added to version 5 from the previous version 4.6 released in 2011.

New Editions

e Enterprise edition supports user level access to portions of the data in your database. Assign
projects to your data and specify which users can see which projects.

e Reader edition is included for free with Premium and Enterprise editions. The Reader
edition lets people without a Sentinel Visualizer license to view (not edit) the link charts
you’ve created along with the related data.

Shared Licenses

Instead of each installed user requiring a Sentinel Visualizer license, shared (concurrent) licenses
are available to share licenses across machines. Purchase the maximum number of simultaneous
users you need, and share them across an unlimited number of machines. No dongle is required,
just a connection to the Internet. Our license server tracks the number of concurrent users and
allows additional users until you reach the number of licenses you’ve purchased.

Stereoscopic Three Dimensional (3-D) Visualization of Your Networks

Stereoscopic 3D visualization offers three dimensional viewing of networks using Anaglyph or
Shutter glasses. No special equipment other than standard 3D glasses is required to view your
link chart networks with depth perception.
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Improved Performance

e 64-bit support is included with multi-threading.

e Querying and visualizing networks are significantly sped up, with improvements of over 10X
in some cases.

e The number of entities that can be shown on a visualizer pane has increased to tens of
thousands of Entities, and is limited only by your hardware

Enhanced Reporting

e Two new reports are added: Entity list and Relationship list. These reports provide the basic
information on the diagram without the Network Metrics. The lists are exportable to Excel
for easy sorting.

e High resolution printing on large printers and plotters is supported when graphics are
exported to PDF reports. Using vector graphs, printing occurs without loss of image-
resolution.

Additional Functionality

e Import now creates entity and relationships types on-the-fly when you use a lookup column
to set the type. This means that you no longer need to manually create all your entity and
relationship types before importing data.

e Dataset Builder filtering: You can now filter Entities by Weight, Value, and Degree.
Relationships can be filtered by Weight, Value and Relationship Count.

e Supports Windows 8 and touch features for manipulating the visualizer link chart.

Working with Previous Versions of Sentinel Visualizer

If you have saved graphs from a previous version of Sentinel Visualizer, you must first convert
them to the new Sentinel Visualizer Version 6 format. To do this:

1. Open the saved graph in Sentinel Visualizer version 4.6.
2. Save the graph. Sentinel Visualizer 4.6 will make the necessary conversions.

3. You can now open that saved graph in Sentinel Visualizer version 6.

Features Added in Previous Versions

Below is a list of enhancements that were incorporated in prior versions. All of these features
are included in version 6.

Features Added in Version 6

New Editions

e Enterprise edition supports user level access to portions of the data in your database.
Assign projects to your data and specify which users can see which projects.

e Reader edition is included for free with Premium and Enterprise editions. The Reader
edition lets people without a Sentinel Visualizer license to view (not edit) the link charts
you’ve created along with the related data.
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Shared Licenses

Instead of each installed user requiring a Sentinel Visualizer license, shared (concurrent)
licenses are available to share licenses across machines. Purchase the maximum number of
simultaneous users you need, and share them across an unlimited number of machines. No
dongle is required, just a connection to the Internet. Our license server tracks the number of
concurrent users and allows additional users until you reach the number of licenses you’ve
purchased.

Stereoscopic Three Dimensional (3-D) Visualization of Your Networks

Stereoscopic 3D visualization offers three dimensional viewing of networks using Anaglyph
or Shutter glasses. No special equipment other than standard 3D glasses is required to view
your link chart networks with depth perception.

Improved Performance

e 64-bit support is included with multi-threading.

e Querying and visualizing networks are significantly sped up, with improvements of over
10X in some cases.

e The number of entities that can be shown on a visualizer pane has increased to tens of
thousands of Entities, and is limited only by your hardware

Enhanced Reporting

e Two new reports are added: Entity list and Relationship list. These reports provide the
basic information on the diagram without the Network Metrics. The lists are exportable
to Excel for easy sorting.

e High resolution printing on large printers and plotters is supported when graphics are
exported to PDF reports. Using vector graphs, printing occurs without loss of image-
resolution.

Additional Functionality

e Import now creates entity and relationships types on-the-fly when you use a lookup
column to set the type. This means that you no longer need to manually create all your
entity and relationship types before importing data.

e Dataset Builder filtering: You can now filter Entities by Weight, Value, and Degree.
Relationships can be filtered by Weight, Value and Relationship Count.

e Supports Windows 8 and touch features for manipulating the visualizer link chart.

Features Added in Version 4.6

Enhanced Declutter tool simplifies the process of gaining insight from large data sets:

o Filter by value of Degree, Entity Weight, Entity Value, Relationship Weight, and
Relationship Value

o Filter by Metadata values

o Filter by amount (for example currency amount)

Google Earth integration automatically maps entities without requiring Latitude and
Longitude values.

Create a new visualizer window from an existing one by selecting all or a filtered portion of
it to avoid having to manually recreate the link chart.

Sentinel Visualizer
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Improved Data import

e Data import specifications can be saved for reuse.

e Data import detects and prevents duplicate data.

e Data import allows you to import data into an entity’s "Value" field for more effective data
visualization and filtering.

Features Added in Version 4.5

Integration with Google Earth

e Entity locations are displayed in Google Earth maps.
e Temporal movements of entities and relationships can be visualized on maps.

Upgraded Metadata filter
e Filters are available for Metadata value and Entity type.

Upgraded Query Builder
e Data can be filtered based on Metadata value using advanced and/or logic.

About this User Guide

This User Guide is designed to provide information you need to successfully use Sentinel
Visualizer in your organization. This chapter provides an initial overview. These are the following
chapters:

e Chapter 2: Getting Started — A quick introduction to the main form of Sentinel Visualizer,
the menus, and Start Page.

e Chapter 3: Entities — Learn how to search for entity records and view search results and
entity details.

e Chapter 4: Managing Entities — See how to create new entity records and edit existing ones.

e Chapter 5: Compare, Merge and Clone Entities — Learn how to compare entity data, merge
entities, and clone entities.

e Chapter 6: Relationships — See how relationships connect entity data for powerful
visualization and analysis capabilities.

e Chapter 7: Notes and Documents — Learn how to create, store, and edit notes and
documents for entity and relationship records.

e Chapter 8: Query Builder — Use the Query Builder to easily ask complex questions using a
visual query metaphor.

e Chapter 9: Visualizer — See how the Visualizer provides powerful visualization and analysis
capabilities, visualization options, and how to print, export, and save your work.

e Chapter 10: Network Metrics — Understand how Sentinel Visualizer applies Social Network
Analysis and other techniques to provide automated real-time analysis.

e Chapter 11: Advanced Analysis and Visualization — Learn how to use advanced Visualizer
features such as gradient metrics, paths, cliques, and timeline analysis.

o Chapter 12: Geospatial Tools — Learn how to the use the Geospatial Tools to show entity
information on a map.

e Chapter 13: Timeline View — See how to view temporal data using a Timeline View.

e Chapter 14: Three Dimensional Viewer — See how to use the 3D viewer to visually navigate
through complex networks in three dimensions.

e Chapter 15: Dataset Builder — Learn how to perform rich queries, and send the output to a
variety of formats.
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e Chapter 16: Reports — See how to select, preview, print, and export reports.

e Chapter 17: Creating and Opening Databases — See how to create a new database and open
existing databases.

e Chapter 18: Importing Data — Learn how to import external data into a Sentinel Visualizer
database.

e Chapter 19: Configuring and Maintaining Your Database — Learn how to add your own data
types and lookups, and configure and maintain your database.

e Chapter 20: Multi-User Shared Databases — Learn how to set up Microsoft SQL Server to
work with Sentinel Visualizer and create shared databases.
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Chapter 2: Getting Started

Sentinel Visualizer is a Windows based program. Launch it, open a database, and analyze your
data. The main form provides access to all the features of the application. The application uses
the multiple document interface (MDI) model, which means you can have multiple windows open
within the application at the same time. You can even support multiple monitors.

Starting the Program

Sentinel Visualizer provides all user functionality in one program. To launch it, go to the
Windows Start Menu and select it under Programs:

. Sentinel Visualizer 5
Getting Started
@ Help
a Readme
@ Sentinel Visualizer 5
User Guide

First Time Welcome Screen

The first time you run Sentinel Visualizer on your computer, you are presented with the
Welcome screen.

r

Welcome

Welcome to Sentinel Visualizer
Thank you for using Sentinel Visualizer 5. Since this is the first time the program

has beeninitialized onthis computer, please specify the action you would like to
take.

Iwould like to:
Open an existing Sentinel Visualizer 5 database

Browse and open an existing Sentinel Visualizer 5 database

Create a new local Sentinel Visualizer 5 database

Create a new Sentinel Visualizer 5 database on this computer

Create a new shared Sentinel Visualizer 5 database

Create a new Sentinel Visualizer 5 database on a networked 5QL
Server computer

Copyright @ FMS Inc. 2003-2012. All Rights Reserved.

Close
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Use this form to open an existing database or to create a new database. Since this is the first
time you are running the program, you can create a new database or open the sample database
that is installed with Sentinel Visualizer.

Open the Sample Database

Sentinel Visualizer installs a sample database for you to use as you become familiar with the
program. Choose the “Open an Existing Database” option and choose the FraudSample
database.

The user name for the sample database is admin and the password is password.

What to Do Next

Use the Sentinel Visualizer menus to explore the sample database, look at the data, run the
Visualizer, and see how the various features work.

When you are ready to create your own database, import data, customize the lookups and
metadata, and run your own queries, read Chapter 18: Importing Data and Chapter 19:
Configuring and Maintaining Your Database.

Main Form
The main form has four general areas:
8 Sentinel Visualizer 5.0 | User: Admin (Admin User) E]
| File View Window Help MENU AREA |
J StartPage STARTPAGE | _ [ @] =
focs S
| SeStE—
Eavlsuahzer Search Phrase Search Date
B Dataset Builder bri 4/30/2012 9:47 AM
- Relationship Search 4/25/2012 3:07 PM
% Query Builder
W web search
@ Reports
rgDatabase to 3D Layout
Entities
,JEntxty Search Type Name Access Date &
2 Entity Thomas 4/30/2012 12:40 PM
8] Entity Add Entity Brian 4/30/2012 12:14 PM
82| Entity Compare Entity 6646 4/30/2012 12:14 PM
8, entity Merge Entity 4463 4/30/2012 12:14 PM A
Entity 3159 4/30/2012 9:53 AM 1
Relationships Entity Store - 1240 4/30/2012 9:53 AM
Entity Store - 715 4/30/2012 9:52 AM
2 helstionsnip seadi Entity 3631 4/30/2012 9:52 AM
& Relationship Add Entity Mark 11/29/2010 4:01 PM
Entity Jimmy 11/29/2010 4:00 PM
Other Tasks Entity Scott 11/29/2010 3:59 PM
€3 Manage Database Entity 848 11/24/2010 11:16 AM
Entity Store - 1157 11/17/2010 2:57 PM
| Open Database -
Entity Store - 1197 11/2/2010 4:21 PM
P NewLocal Database Entity 7277 11/2/2010 3:38 PM
g_sNev. Shared Database Relationship Jimmy - Store - 1197 10/28/2010 6:31 PM
B3 Refresh Recent Lists Entity Store - 236 10/28/2010 6:25 PM
B, importData Entity 7611 10/28/2010 6:25 PM
Relationship 7611 - Store - 236 10/28/2010 6:25 PM
QHebp Entity 6574 10/26/2010 3:56 PM
Entity 9264 10/26/2010 3:03 PM =
Server: SENT4EXPRESS | Database: Fraud
J StartPage | WINDOW TABS 4b
Ready STATUS BAR User: Admin Edition: Premium 'Server: SENT4EXPRESS Database: Fraud
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Menu Bar

The Menu Bar area has standard menu items to allow access to various parts of the program.

This is the Sentinel Visualizer menu structure:

File| View Window Help|
| Open Database 4~ Entity Search & Arange All @) HelpFile
@ Mew Local Database S Add Mew Entity L Minimize All About
E_E MNew Shared Database 82 Entity Merge El Closean
h"a Import Data %= Entity Compare Start Page
Database Maintenance » || 42 Relationship Search
B it &  Add New Relaticnship
I_E Visualizer
U Dataset Builder
&) Query Builder
'@ Web Search
iz Reports
4 Start Page
Start Page

The Start Page contains launch points for the program's most commonly used functions, as well
as lists of your recently accessed data and entity search phrases. The Start Page always remains
open, although you can open other windows on top of it.

Window Tabs

The Window Tabs at the bottom display a tab for each open window. This is similar to the
Windows Taskbar—you can quickly see a list of all open windows and click on the window you
want to select.

Status Bar

The Status Bar shows information about pending tasks, and your current user login and
database information.

Start Page

The Start Page organizes common tasks and recent data access operations. On the left side,
there are buttons for all of the common operations in Sentinel Visualizer.
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-

\J Start Page

;ools |
E Visualizer

I3 Dataset Builder

,;J Query Builder

W Web Search

i@ Reports

1‘; Databaseto 3D Layout

Entities

,.J Entity Search
] Entity Add

|&=] Entity Compare
[83) Entity Merge

Relationships
,J Relationship Search

& Relationship Add

Other Tasks

o Manage Database

L] Open Database

a New Local Database
g_@hlew Shared Database
ﬁi Refresh Recent Lists
B, import Data

@)Heb

Search Phrase
bri
Relationship Search

Type Name
Entity Thomas
Entity Brian

Entity 6646

Entity 4463

Entity 3159

Entity Store - 1240
Entity Store - 715
Entity 3631

Entity Mark

Entity Jimmy
Entity Scott

Entity 848

Entity Store - 1157
Entity Store - 1187
Entity 7277
Relationship Jimmy - Store - 1197
Entity Store - 236
Entity 7611
Relationship 7611 - Store - 236
Entity 6574

Entity 9264

Search Date
4f30/2012 9:47 AM
4/25/2012 3:07 PM

Access Date
4f30/2012 12:40 PM
4f30/2012 12:14 PM
430/2012 12:14 PM
4/30/2012 12:14 PM
4f30/2012 9:53 AM
4/30/2012 9:53 AM
4/30/2012 9:52 AM
4f30/2012 9:52 AM
11/29/2010 4:01 PM
11/29/2010 4:00 PM
11292010 3:59 PM
11242010 11:16 AM
11/17/2010 2:57 PM
11/2/2010 4:21 PM
112/2010 3:38 PM
10/28/2010 6:31 PM
10/28/2010 6:25 PM
10/28/2010 6:25 PM
10/28/2010 6:25 PM
10/26/2010 3:56 PM
10/26/2010 3:03 PM

Server: SENT4EXPRESS | Database: Fraud

Recent Search and Selections

In the Recent Search Phrases section, a list is maintained of all your recent searches, making it
easy to return to previous data. Similarly, the Recent Data Access section keeps a list of the most
recent entity and relationship records.

You cannot close the Start Page unless you close the currently open database. However, you can
minimize the Start Page.
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Chapter 3: Entities

The core of Sentinel Visualizer’s knowledgebase is the entity. Entities are things: people, places,
events, organizations, or anything else you want to represent within the network. Entities can
also participate in relationships, and contain a wealth of information including characteristic
data, linked documents, and aliases.

Introduction to Entities

Here are some important concepts about entities:

Entity Types
Each entity has a type such as person, place, or organization. Sentinel Visualizer supports a rich
array of entity types and can be configured to support user-defined types.

Topics

Topics allow you to categorize entities. You can create any number of topics and assign any
number of topics to an entity or relationships.

Metadata

Entities support metadata, or fields that can be used to further define the entity. For example, a
person entity might have metadata fields for first and last name, social security number, hair
color, etc.

Notes and Documents

You can add any number of text-based notes to an entity. Additionally, you can link or embed an
unlimited number of documents to an entity. These documents can be text files, Word
documents, web pages, videos, or any other file type recognized by the Windows operating
system. This allows you to add rich documentation about each entity.

Weights

Entities and relationships can be further defined with weight values from 1 to 100. This allows
users or processes to rank entity and relationship strengths according to mission-specific
criteria.

Start and End Dates

Start and end dates are available for entities and relationships, allowing you to visualize and
analyze the temporal nature of your data.
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Entity Field Values

Sentinel Visualizer supports a wide array of information fields at the entity level. These fields are
shown in entity editor/viewer, entity level reports, and in the advanced entity search mode. \

Viewing Entity Information

The most common entity-related task is using the View Entity form to see a complete list of
information available for the entity. You can get to the View Entity form several ways:

e  From the Entity Search form, double-click on any entity in the Search Results.
e From the Visualizer, double-click on any entity in the display.
e Onvarious other forms in the system, click the [View Entity] button.

When you open the View Entity form, you can see that it is organized into several key areas that
help categorize the information.

P> View Entity: David Hicks (ID: 2236 ) =N ]
e e ® ® a8 s & @ ¥
Edit Mode Save Close Print Google Earth Web Search  Visualizer Compare Merge Clone Add Relationship
Name: Type: Primary Image
|Dav|d Hicks | ‘Person |
Start date: End date:

[r771975 12:00:00 4 [ |

Status: Weight (1-100) Value: Latitude: Longitude:
|Incar:eraled | |50 | ‘ | |U ‘ |D |
1D: UUID: ClassificationLevel: Dissemination:

|2236 ‘ ‘943&&2161‘37—1@de§8?ﬂ:a&| ‘Top Secret | |PROPIN |
Created by: Created on: Modified by: Modified on:

|Admin ‘ ‘10;31;‘2005 10:44 AM | ‘Adm\n | |6,f'6{2007 1:29 PM |

Open

|~ Brief TE Metadata IJ Topis Tﬁ Notes [J Documents Tr. Relationships 1
A-BJ US==i= % B@ ¥

David Matthew Hicks (born 7 August 1975), also known as Abu Muslim al-Austraili and Mehammed Dawood, is an Australian being held prisoner by
the United States Government at Guantanamo Bay, Cuba. He has been detained for more than three years as an "unlawful combatant,” after having
allegedly fought with al-Qaeda and the Taliban in Afghanistan. He is due to go on trial before a U.S. military commission in November 2005.

David Hicks was born in Adelaide, South Australia. Described by his father Terry Hicks as "adventurous”, he spent time working on rural properties
in the Northern Territory, Queensland and Seuth Australia. In 1998, Hicks travelled to Albania (leaving behind a failed relationship and two children
[1]), where he joined the Kosovo Liberation Army (KLA), a paramilitary organisation of ethnic Albanian Muslims fighting against Serbian forces in
the Kosovo War, and served with them for two months. After his return to Australia, Hicks converted to Islam and began to study Arabic.

http://en.wikipedia.org/wiki/David Hicks

e General Entity Fields: General information about the entity, including name, status, and
picture.

e Brief tab: A text area where general textual information can be stored. Brief is generally
used to incorporate text information that is “official” or “approved” for the entity.

o Metadata tab: A list of metadata items that further describe the entity. Metadata are fields
that your System Administrator has created that allow you to view and store information
about entities that is specific to your mission and to the entity type.

e Topics tab: A list of categories to which the entities belong. Topics make it easy to build
structure around disparate entities. For example, you might have a Topic called “Financial
Institutions” and another called “Terrorist Organizations.” Note that entities can belong to
multiple topics, and each entity must belong to at least one topic. Topics are used in the
Enterprise version to restrict who has access to this information.

e Notes tab: A list of all text notes attached to the entity. This is different from the Brief area,
because it allows any number of notes to be stored independently.
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e Documents tab: A list of documents that have been embedded or linked to the entity. From

this tab,

you can open any of the documents using the program associated with that

document type.
o Relationships tab: A list of relationships to other entities.

Using the

Toolbar

The View Entity form toolbar has the following buttons:

Edit Mode: Switch from view (read-only) mode to edit mode. This button is disabled
if the form is already in edit mode. Note that you must have edit permissions for the
record to edit the entity. Contact your System Administrator for more information
about permissions.

Save: Save the changes and return to view mode.

Close: Return to the previous form or if in edit mode, discard all changes and return
to view mode.

Print: Print a report containing the current entity’s data.

Google Earth: Launch Google Earth with the current entity’s geospatial location.
Web Search: Launch the Web Search form using the entity name as the search
string. Web Search allows you to search for information using a variety of web-
based search engines.

Visualizer: Launch the Visualizer form with the current entity as the initial point.
Compare: Launch the Entity Compare Tool to find similarities and differences
between entities.

Merge: Launch the Entity Merge tool to merge two or more entity records into one.
Clone: Launch the Entity Clone tool to create a copy of an entity.

Add Relationship: Launch the Add Relationship wizard to create a new relationship
for the entity.

Viewing Metadata Information

The metadata area of the View Entity form contains additional information about the entity.

Metadata is

typically used to add types of information that are specific to your data and analysis

needs. Sentinel Visualizer is installed with a default set of Metadata types such as Address, City,
State, Phone Number, etc. You can create additional metadata fields as needed.

The Metadata grid shows a scrollable list of all metadata records added for the entity. Use the
scrollbars or the [Up] and [Down] arrows to scroll through the list, or click on any column header
to sort by that field.

Type
Mame_Alias
Mame_Alias

= Brij/ﬁ Metadata IJ Topics Ia MNotes I\y Documents Ir. Relationships ]
Value Notes ]Created h Modified Created By Medified By Category
Abu Muslim al-A.  hitp:lenwikipedi_. | 10/21/2005 B/6/2007 Admin Admin ent md
Mohammed Daw..  http:lenwikipedi... | 10/31/2005 B/6/2007 Admin Admin ent md
Edit Delete View

Select a metadata record and click the [View] button to open the Metadata form to see full

information
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..r Metadata Form @

Save Close

Metadata type:

MName_Alias

Metadata value:
abu Muslim al-Austrail

MNotes:
http:ffen. wikipedia.orafwiki/David_Hicks -

Viewing Topic Information

The Topics area of the View Entity form contains a list of categories that the entity belongs to.
Topics make it easy to organize information into areas that are specific to your data and analysis
needs. Entities can belong to multiple topics, but each entity must belong to at least one topic.
The Topics grid shows a scrollable list of all topics added for the entity. Use the scrollbars or the

[Up] and [Down] arrows to scroll through the list, or click on the column header to sort by Topic
name.

[~ Brief Iﬁ Metada?/_,]é\ Topics |'a Notes I@ Documents I'r.,- Relationships ]

Topics:

ITUDiE MName h
Default

Viewing Notes Information

The Notes tab provides a list of all text-based notes available for the entity. The Notes grid
shows a scrollable list of all notes records. Use the scrollbars or the [Up] and [Down] arrows to
scroll through the list, or click on any column header to sort by that field.

= Brief IEI Metadata I__,] Topic,o/vﬁ Notes [Q Documents ]" Relationships]

Title Created Date Created By ModifiedDate ModifiedBy
Marketing Presentation Notes 5/312007 1... Admin

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Vestibulum condimentum sapien et orci. Aliquam sit amet purus.
Integer fringilla quam sit amet ligula. Donec sit amet sem at velit varius pulv

List of Key Contacts 5/31/2007 1.. Admin

General inquiries
1-800-IBM-4Y0U...

I Export l[ Print ]

You can also select any notes record and click the [View] button to open the Note form to see
full information:
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D Mote Form @
¥ W

Save Close
CTitle:

Presentation Motes

Notes:

e -8 -g-nfggégzgeg":f

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Integer venenatis lacinia massa, in sodales eros rhoncus -

sed. Pellentesque pharetra dui blandit ipsum iaculis viverra sed vitae ligula. Etiam vel ligula nec ante suscipit
vestibulum, Aliguam nunc diam, interdum eu venenatis eu, porttitor a nulla, Pellentesque iaculis eros id libero
aliguam non vestibulum lacus vulputate, Praesent vitae est non urna pharetra vulputate. Morbi sollicitudin viverra
convallis, In congue luctus lacus non maollis, Aliguam erat volutpat, Phasellus sit amet rutrum odio, Sed leo odio,
dictum quis commodo a, fringilla sed risus. In hac habitasse platea dictumst. Praesent lobortis lectus ac odio molestie
vitae aliquam elit ultrices. In consectetur nisl erat, vel eleifend sem. Vestibulum ante ipsum primis in faucibus orc
luctus et ultrices posuere cubilia Curae;

m

Sed nec nibh diam, vel euismod elit, Vivamus interdum pharetra velit, sit amet vulputate lectus pretium eget,
Vestibulum tempus cursus tempus, Vivamus porttitor commodo eros, et ultrices sem vestibulum ac. Curabitur
convallis quam eu neque porta ut ultricies sapien posuere. Fusce condimentum dolor ac nisl tristique auctor, MNam
dignissim purus in tellus suscipit posuere. Etiam non lobortis turpis. Curabitur varius dolar id neque rutrum congue.
Munc sagittis luctus sem ut luctus, Vestibulum ante ipsum primis in faucibus ord luctus et ultrices posuere cubilia
Curae; Aliguam erat volutpat, Pellentesque vel nunc non dolor luctus ultricies,

Aenean erat quam, egestas et mattis vel, auctor eget erat. Fusce vel dui nisi, id vestibulum erat. Quisque pulvinar
faucibus nulla, sed adipiscing dui luctus ut. Nunc ultricies elementum justo viverra auctor. Mullam aliquet consectetur
ligula id varius, Donec auctor tristique pharetra, Vivamus ac ultrices ante, Sed lorem sapien, rhoncus et malesuada
eu, eleifend ut ipsum.

-

Marbi consectetur dictum maana. in tristioue maana aliquet ut. Mam id volutpat massa. Aliquam tincdunt. nibh ut

The [Export] button allows you to save the notes record to a file you specify, and the [Print]
button prints a report containing the record’s information.

Complete information about working with notes is included in Chapter 7: Notes and
Documents.

Viewing Document Information

Sentinel Visualizer provides the ability to store documents with each entity record. Documents
can be any type of file that your computer recognizes. For example, a typical list of documents
for an entity may include word processing documents, images, videos, and other binary or text
files.

The Documents tab provides a list of all documents available for the entity. The grid area shows
a scrollable list of all document records. Use the scrollbars or the [Up] and [Down] arrows to
scroll through the list, or click on any column header to sort by that field.

= Brief Iid Metadata I_] Topis Iﬂ Not?/.;y Documents I f., Relationships I

Ic.. |Embedd... | Description Path Size  Created Date Created By ModifiedDate Modified By -

@-_1 alternate picture... | C:\Documents a... 3,640 bytes: 7/7/2004 2:58:1... lindsey
http:fjwww.rewardsforjustice.net/englishjwanted_captured/al_Zargawi.htm -

@-_1 alternate picture... : C:\Documents a... 9,564 bytes 7/7/2004 2:58:1... lindsey lindsey 1
http:fjwww.rewardsforustice.net/englishjwanted_captured/al_Zargawi.htm

@-_1 alternate picture... ' C:\Documents a... 3,778 bytes 7/7/2004 2:58:1... lindsey
http:/jwww.rewardsforjustice.net/english/wanted_captured/al_Zargawi.htm

@-_1 alternate picture... | C:\Documents a... 5,584 bytes 7/7/2004 2:58:1... lindsey
http:/jwww.rewardsforjustice.net/englishfwanted_captured/al_Zargawi.htm

@'1 alternate picture... | C:\Documents a... 21,497 bytes 7/7/2004 2:58:1... lindsey -

Add Edit Delete

Select any document record and click the [Open] button to open the document using the
program associated with its type. For example, a Microsoft Word document will open in
Microsoft Word. If you do not have a program installed on your computer that is compatible
with the document’s file type, you cannot use the [Open] feature for the document.
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Click the [Export] button to export the document to a file that you specify. Complete
information about working with documents is included in Chapter 7: Notes and Documents.

Viewing Relationship Information

The View Entity form allows you to quickly see all relationships that the entity participates in.
The Relationships grid shows a scrollable list of relationship records added for the entity. Use
the scrollbars or the [Up] and [Down] arrows to scroll through the list, or click on any column
header to sort by that field.

| Brig [ Metadata | 1| Topis [# Notss | & Dowmerts” ¢, Relationships |

CardView @ TableView Group area Expand groups Collapse groups
Entity 1 Name Relationship Type | Entity 2 Name ‘wieight Value Start Date End Date Reliability of Sou. =
Abu Mohammad al..  Linked to Abu Mussab al-Zargawi 1 A (Completely rel =
Abu Mussab al-Zar..  Linked to “Yasser Fathi lbrahim 1 A (Completely rel
Abu Mussab al-Zar.. - Leading member... | Al Qaeda 1 42772004 12:00:... | 4/27/2004 12:00:... | B (Usually reliabl.
Abu Mussab al-Zar.. : Linked to Salem Saad Salem bin..: 1 A (Completely rel
Abu Mussab al-Zar.. : Deposited funds...  Salem Saad Salem bin..: 1 A (Completely rel
Abu Mussab al-Zar.. | Leader of Al Tawhid 1 A (Completely rel
Abu Mussab al-Zar.  Linked to Lshraf 1 A (Completely rel
Saif al-Adel Linked to Abu Mussab al-Zargawi 1 A (Completely rel
Shadi Abdallah Linked to Abu Mussab al-Zargawi 1 A (Completely rel ™
Fl 10 3

View

The default view for the grid is TableView. To see more details about relationships, select the
CardView option to switch from TableView to CardView.

You can also group by any of the relationship fields by checking the [Group area] check box, and
dragging one or more column headers to the group bar. To un-group, simply drag the column
headers back to the row of column headers.

To view more detailed information about a relationship, double-click on the relationship record
in the grid, or select it and click the [View] button.

Complete information about Relationships is included in Chapter 6: Relationships on page 47.

Searching for Entities

Since your database most likely contains a large amount of entity data, being able to find
entities quickly and accurately is important. Sentinel Visualizer includes powerful search tools
that allow you to find entities.

Name Ambiguities and Aliases

One of the central problems of uniquely identifying entities is that of name ambiguity. Names
can be ambiguous when entities have alternate name spellings or use aliases. This problem
manifests itself in software and manual systems where two or more entities are actually the
same person or place. When you add in the problem of transliteration when translating names
from one language to another, you’ll quickly find that uniquely identifying entities can be
problematic.

Sentinel Visualizer solves this problem by supporting name disambiguation and alias matching
through the Search Assist feature. Search Assist considers all spelling and phonetic variations of
names and aliases when finding records.

Two Search Modes

Sentinel Visualizer has a variety of search features that allow both quick searching and in-depth
searching. This is supported through two modes:

24 « Chapter 3: Entities Sentinel Visualizer



e Search Assist: Use Search Assist to quickly find an entity based on a name, taking

different name spellings and aliases into account.

e Advanced Search: Use Advanced Search to search in fields other than name.

The Entity Search Form

To find a specific entity, or entities that match a certain set of criteria, use the Entity Search

form. To start this form, you can:
e Select View, Entity Search from the menu, or:

e Select Entity Search from the Start Page.

The Entity Search form has a number of controls and areas that make searching simple, yet full-

featured.

,J Entity Search
2 g e x s @

MNew Entity View Entity Edit Entity Delete Entity Search Print Results

[=|[® sl

Search Assist | - Search w || Advanced Search {5

T\ Cardview @) TableView [|Grouparea [|Images Expand aroups Collapse aroups
Entity Name Entity Type | Entity Status | ‘wleight Walue

Accur... Found In

4 L}

Status: ready for search.

Toolbar Area

Although the Entity Search form is designed for searching, it includes buttons to accomplish

other entity tasks:

e New Entity: Add a new entity to the database.

e View Entity: Open the read-only View Entity form for the entity that is currently

selected in the Search Results area.

e Edit Entity: Open the Edit Entity form for the entity that is currently selected in the

Search Results area.

o Delete Entity: Delete the entity that is currently selected in the Search Results area.

e Search: Execute the currently defined search.

e  Print Results: Print the current results grid.

Search Bar Area

The Search Bar area comprises both the Search Assist and Advanced Search features. By default,
the Entity Search form opens with the Search Assist feature active. You can switch to Advanced

Search by clicking the [Advanced Search] button.

Search Results Area

The Search Results area is a grid that displays the results of your search. This grid supports
grouping, sorting, and a variety of other options. When you double-click on an entity in the
Search Results area, Sentinel Visualizer automatically displays that entity in View mode.

Sentinel Visualizer
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Search Status Bar

When you perform a search, the status bar at the bottom of the Search form indicates the
number of matches found, and the time taken to complete the search. It also shows the Search
Mode that was used for the search operation.

Finding Entities with Search Assist

To use the Search Assist feature, type a value in the Search Assist field and click the [Search]
button:

- Entity Search EI@
o o e x » 2

New Entity View Entity Edit Entity Delete Entity Search Print Results

Search Assist brian A search v l| Advanced Search {3

(@) Cardview @) Tableview [T|Grouparea [|images Expand groups Collapsearoups
A

Accur_.. Found In Entity MName Entity Type | Entity Status | \wieight Value
100% | Name Erian Subject Active 50

] m b
Status: 1 match found | Mode: Normal Search | Elapsed time: 179 milliseconds

After clicking the [Search] button, the system executes a set of query operations against the
database. The time it takes to find matches depends on the size of the entity data and the speed
of the Sentinel Visualizer database server. When the search results are returned, they appear in
the Search Results area. Information in this area includes entity name, type, status, and other
useful fields. The status bar of the Entity Search form also updates to show the number of
matching records found, the search mode, and the search time.

Canceling Long Operations

There are various places within Sentinel Visualizer where lengthy operations could occur. For
example, when you perform an entity search on a large database, the search could take more
than a few seconds. Sentinel Visualizer offers a Processing/Cancel dialog for all of these
potentially lengthy operations.

For example, when you perform an entity search, the Processing/Cancel dialog appears. You can
stop the search operation by clicking the [Cancel] button.

o a]

Processing

Flease wait...

Cancel

Fields Searched by Search Assist
Search Assist considers the following fields:

e Entity Name

e Any Metadata field that is marked for Search Assist indexing. (For more information
about Metadata Search Assist indexing, see the Sentinel Visualizer Administrators
Guide.)
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If you want to search on other fields, use the Advanced Search function (see page 27 for details).

Search Assist Modes

Search Assist has three modes that allow you to fine-tune the accuracy of your search. Quick is
the fastest mode, Normal is a balance between speed and accuracy, and Extended is the
slowest, but considers more potential data:

Quick Mode

Use Quick mode to quickly find entities where you have an exact name or the beginning of an
exact name. This option is the fastest, but may not return all possible entities based on name
variations or metadata values. Quick Mode:

e Finds all records where the Entity Name field exactly matches your search criteria.
e Finds all records where the Entity Name starts with your search criteria.
e Does not search for similarly spelled names.

Normal

Use Normal mode when you want to return a more complete set of possible matches. This
mode takes longer than Quick mode, but considers phonetic variations and metadata fields.
Normal mode:

e Finds all records found in Quick mode.

e Finds all phonetic variations of the search phrase in the Entity Name field.

e Finds all exact and partial matches of your search phrase in Metadata fields.

e Finds all phonetic variations of your search phrase in Metadata fields that are
configured for Search Assist indexing. (Contact your Sentinel Visualizer System
Administrator for details about Metadata Indexing.)

Extended

Extended mode is the most thorough, but may take significantly more time, depending on the
number of entities in your database and the number and length of Note records. Extended
mode:

e Finds all records found in Quick mode.

e Finds all records found in Normal mode.

e Finds all exact and partial matches in the Brief field.

e Finds all exact and partial matches in Entity Note records.

Executing a Search

Type a value in the Search Assist area and click the [Search] button. After a moment, the system
returns a list of matches. See page 29 for information about working with search results.

Finding Entities with Advanced Search

To search by fields other than those considered by Search Assist, use the Advanced Search
feature. Click the [Advanced Search] button, and the Entity Search form shows additional fields:
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,I-) Entity Search EI@
2 B8 B X » &

Mew Entity View Entity Edit Entity Delete Entity Search Print Results

RN
Entity name:
Type: [{not specified) - ] Status: [{not specified) - ]
Start date: |(n0t specified) | Choose | Entity ID:
End date: |(n0t specified) | Choose | UUID:
Classification: [{not specified) - ] D issemination:[{not specified) bd ]
General fields l Metadata/ Topic l System fields ]

() CardView (@) TableView [“|Grouparea [|Images Expand aroups Collapse groups
A

Accur.. Found In Entity Name Entity Type | Entity Status | Weight Value Sta
100% : Name Erian Subject Active 50

4 [ | +
Status: 1 match found | Mode: Normal Search | Elapsed time: 179 milliseconds

All entity fields are available, and are organized into three tabs: General fields, Metadata/Topic,
and System fields. Type or select the values to search for, and click the [Search] button to return
results.

Note that the Entity Name search behavior in Advanced Search mode is similar to Quick mode in
Search Assist. Entity Name matches are found where the Entity Name is exactly matched, or
starts with the search phrase.

Selecting multiple fields in the Advanced Search form creates an “and” condition. For example, if
you type “Bob” into the Entity Name field and select “Person” as the Entity Type, the system
finds all records where the Entity Name is "Bob" and the Entity Type is "Person."

After typing the appropriate values, click the [Search] button and the system retrieves all entity
records that match your criteria.
Organization of Search Fields in Advanced Search

Advanced Search organizes all entity fields into the following three tabs.

General Fields

Advanced search

Entity name:

Type: [{notspedﬁed) V] Status: [(not specified) V]
Start date: | (otspedified) | choose | Entity Io:

Tk |(notspeciﬁed) | Choose | UUID:

Classification: [{notspedﬁed) V] Dissemination:[(not specified) v]

General fields l Metadata,/ Topic l System fields J

Metadata/Topic Fields

Advanced search
Metadata type:

[(not specified) - ]

Topic:

[(not specified) - ]

Generalfidcﬁ\ Metadata /Topic l System fields ]
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System Fields

JP——

Date created: |(not spedified) | Choose
Date modified:|(not specified) | Choose
Created by: [(not specified) '] Modified by: [(not specified) ']

General figlds l MetadatafTopE\ System fields ]

Working with Search Results

When you execute a search, Sentinel Visualizer queries the database server and returns all
records that match your criteria. The results grid has a field called Accuracy, which helps you
find the results you are looking for. Accuracy is expressed as a percentage, and indicates how
close of a match a record is. A higher Accuracy value indicates higher match accuracy. The
following table explains the percentage values:

Accuracy Description

100% Exact match of search phrase found in entity name field

90% Exact match of search phrase found in one or more metadata fields

70% Partial match of search phrase found in entity name field

60% Partial match of search phrase found in one or more metadata fields

50% Phonetic match of search phrase found in entity name field

30% Phonetic match of search phrase found in one or more Metadata fields that are

indexed for Search Assist

10% Exact or partial match of search phrase found in one or more Entity Note records
or the Entity Brief field

The Found In field in the search results makes it easy to see where in the Entity record the
match was found. For example, it the match was found in the Entity Name field, it is more likely
that the record matches what you are looking for as opposed to the match being found in one of
the Entity Notes records.

Showing Images: Each entity can have a primary image (picture) associated with it. To see these
pictures in the Search Results grid, check the [Images] check box, and the Search Results grid
displays the entity’s primary picture:
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Mew Entity View Entity Edit Entity Delete Entity Search Print Results
Search Assist  [QEicute - Search + || Advanced Search €3
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0% Metadata Abu Mussab al-Zargawi Person Deceased o
30 - Metadata Ramzi bin al-Shibh Person Incarcersted L]
0% - Metadata Saif al-Adel Person Unknown L]
El
30% - Metadata Abderraouf Jdey Person Alive L]
4| i 3
Status: 115 matches found | Mode: Normal Search | Elapsed time: 372 milliseconds

Sorting: You can sort the results by any field by clicking on the column’s header area. For
example, to sort by Entity Name, click on the Entity Name header. The first click sorts the data in
ascending order. Click the same column header again to sort the data in descending order.

Grouping: You can group the results by any field by checking the [Group area] check box to
show the group area bar, and dragging a column header onto the group bar. To un-group,
simply drag the column header back to the row of column headers. Each group appears with a
[+]/ [-] button next to it. Click the button, or use the [Expand groups] and [Collapse groups]
options to expand or collapse groups.

Note that you can also sort fields while grouping, and that you can group by multiple fields by
dragging additional column headers onto the Group Area.

CardView

The default view for the search results grid is TableView. To see more details about entities, you
can switch from TableView to CardView by selecting the [CardView] option.
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Chapter 4: Managing Entities

As described in the previous chapter, the entity is the core of how data is organized in Sentinel
Visualizer. Your database typically contains a large amount of entity knowledge, and grows and
becomes more refined over time. This chapter covers the key tasks involved in working with
entity records including adding, editing, and deleting them.

Adding New Entities

Sentinel Visualizer provides a powerful and flexible database to manage entity information.
There are two methods for adding new entities to the database.

Using the New Entity Wizard

Since the Sentinel Visualizer database acts as your central repository of entity information, you
want to be sure that the data it contains is accurate and does not contain duplicates. To help
this process, Sentinel Visualizer provides a feature that makes it easy to check if an entity
already exists before you add it.

This functionality is contained in the New Entity wizard. To launch the New Entity wizard, select
[Entity Add] from the Start Page, select [Add New Entity] from the View menu, or click [New
Entity] from the Entity Search toolbar.

o1 Add Mew Entity =R R 5

Search for existing entities

Specify the type for the new entity:

| Person b

Entity name:

Robert Jones

Before adding a new entity, youshould see if it already exists inthe database. This page
allows you to first search for the entity you wish to add.

V| Check for similar entities

revious Mext ] | Cancel
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When the New Entity wizard appears, select an Entity Type, type the name of the entity, and
then click the [Next] button.

Check for Similar Entities Option

There may be cases where you want to skip the step of having Sentinel Visualizer look for similar
entities, for instance:

e When you are adding an entity and the Entity Name you specify may yield an unmanageably
high list of similar records. For example, if you enter "John" as the entity name, and your
database contains thousands of "John" entities, the resulting list of similar entities will be
huge.

e Your entity database is very large and you have to manually enter many entities. If this is the
case, searching for similar entities may be unnecessary and time consuming.

In cases like these, skip the search by un-checking the [Check for similar entities] option. Note,
however, that skipping this step may result in duplicate entity records, which may yield
inaccurate results and analysis.

After selecting the entity type and entity name, click the [Next] button to search for existing
similar entities. The next page displays the list of similar entities found.

g1 Add New Entity == ol =

Check existing similar entities
Your value of "Robert Jones" matches the following similar entities:

CardView @) TableView Group area Images  Expand groups Collapsegrou
Accur._. Found In Entity Name Entity Type |E
30%  Metadata Joko Pitene Persan A

4 1 2
Select an action:

Edit existing Edit the entity selected in the above list.
@ Add new The entity you want to add is not in the list above.
| Previous | | Mext | | Cancel |

If the entity already exists, select the row and choose the "Edit existing" option. If the entity is
not in the list, select the "Add new" option. Click the [Next] button to open the Edit Entity form.

Editing an Existing Entity
To change an existing entity, first locate the entity using the Entity Search form. Select the entity

in the Search Results area, and click the [Edit Entity] button. You can also edit an entity that is
currently open in the View Entity form by clicking the [Edit Mode] toolbar button.

The Edit Entity form is similar to the View Entity form, but it is used to enter information for new
entities, or to change information for existing entities.

The Edit Entity form differs from the View Entity form in the following ways:
e All buttons for editing and deleting information are enabled.

e The Primary Image field has two new hyperlinks: [Choose] and [Clear].
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e Some fields have additional features that allow you to select or change values.
e The [Save] button on the toolbar is enabled.
e The [Edit Mode] button on the toolbar is disabled.

Editing General Entity Fields

General entity fields remain the same regardless of entity type. Some fields are required,
meaning that you must supply values for them before you can save the record. The following list
outlines each of the fields.

Name: Type the name of the entity. Since entities can represent any number of things, including
people, places, organizations, etc., you should type the name that most accurately and
succinctly identifies the entity. For example, if you are entering a person entity, type in the
person’s full name. This field is required.

Type: Select the type of the entity from the drop-down list. The list of types has been
preconfigured by your Sentinel Visualizer System Administrator. This field is required.

ID: The ID is a number that uniquely identifies the entity within the database. You cannot modify
this value—it is automatically generated and maintained by the system.

UUID: The UUID is a unique identifier for the entity, typically used for entities imported from
other systems. You cannot modify this value—it is automatically maintained by the system.

Weight: The weight field allows you to assign a weighting factor between 1 and 100 to an entity.
The default value for this field is 50. In general, weight is used by Sentinel Visualizer when it
performs network analysis using the Visualizer feature. Contact your Sentinel Visualizer System
Administrator for information about how weight is handled for your installation of Sentinel
Visualizer. This field is required.

Start date: Enter the start date for the entity if it is known and applicable. Start date can mean
different things based on the entity type. For example, a person’s start date would most likely

be their date of birth, whereas the start date for a telephone number would be its service start
date.

End date: Enter the end date for the entity if it is known and applicable, using the same
guidelines as for the Start Date field.

Value: If the entity represents a thing that has a numerical value, enter it in the Value field. For
example, if an entity is a Bank Account, the Value could be the current balance.

Status: Select the status for the entity from the drop-down list. This list is preconfigured by your
Sentinel Visualizer System Administrator. Note that the status field contains a list of all values
that are applicable to specific entity types—be sure to choose a status that applies to the
specific type of entity you are entering. This field is required.

Latitude and Longitude: If the entity has location data associated with it, you can enter that by
pressing the [...] button next to the fields. This displays the Latitude/Longitude form.
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W Latitude/Longitude @

This application stores latitude and longitudeinthe form of decimal degrees.

Latitudes north of the equator
are expressed as positive 4
nurbers between 0 and 90, 4 £
1) 1
= A A
: |
Latitudes south of the equator o
are expressed as negative o —4
numbers bebween 0 and -30, “ 1
Longitudes west of the Longitudes east of the
Greenwich Meridian are Greenwich Meridian are
expressed as negative expressed as positive
numbers bebween 0 and -130. numbers between 0 and 150,

Enter latitude and longitude

Latitude: q Longitude: 0@

DMS Conversion

If you have coordinate data in degree, minutes, seconds format, use this panel to
convert it to the decimal degrees format for this application.

Degrees Minutes Seconds
Latitude: West

Longitude: North

Convert to decimal degrees

[ Ok l| Cancel |

Use this form to enter the location information in decimal degrees. This form also has a DMS
conversion utility if your location information is in degrees-minutes-seconds format. If you want
to enter East/South numbers in the DMS conversion section, use negative numbers.

Created by: This field contains the name of the user who initially created the entity. You cannot
modify this value—it is automatically generated and maintained by the system.

Created date: This field contains the date and time the entity was initially created. You cannot
modify this value—it is automatically generated and maintained by the system.

Modified by: This field contains the name of the user who last changed the entity. You cannot
modify this value—it is automatically generated and maintained by the system.

Modified date: This field contains the date and time the entity was last modified. You cannot
modify this value—it is automatically generated and maintained by the system.

Primary image: The primary image lets you store a single image for the entity. This should be an
image that makes it easy to visually identify the entity in a list of many. For example, if you are
working with a person, choose an image that clearly shows the person’s face. For some entity
types (e.g., phone number) there may not be a related image.

Use the [Choose] hyperlink to specify the location of a picture file to use, or the [Clear] hyperlink
to remove the primary image data from the record.

The Entity fields that are dropdowns contain lookup values that you can edit.
§ For more information on adding new Entity Types, Statuses, etc., see
Managing Lookups on page 189.
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Editing Dates and Times

The Start date and End date fields do not accept direct text input. Instead, Sentinel Visualizer
provides a specialized form that allows you to input accurate date and time information with
resolution down to the millisecond level. To change a date/time value, click the [...] button next
to the appropriate field and the Choose Date and Time form appears.

Exact Dates vs. Custom Dates

When you enter information about date and time, you often have exact values. For example, for
a person’s birth date you usually have the month, day, and year. Other date values may be
“fuzzy” —for example, you may have a value like “Summer of 1998.” Sentinel Visualizer supports
both models. For exact date/time values where you know the day, month and year, choose the
Exact date/time option:

@ Choose Date and Time @

) Naone

@ Ewact date/time

Date Time

April - | 2012 i L
s M T WTF 5 <

1 2 3 4 5 § 7
B 9 10 11 12 13 14
15 16 17 18 19 20 21 . o
22 23 24 35 26 27 28 ' :

29 Edl SCLIERES

[ 25 gresapm | 2

I Clear Date J I Today [ Clear Time I [ Maw I

") Custom Date

Range Year

»

2012 .

[ OK ll Cancel I

When using the Exact date/time option, the follow controls are available:

e Month: Select a month from the drop-down list.

e Year: Type in a year value, or scroll up and down through the year values using the
up and down arrows next to the year control.

e (Calendar: Select an exact date by clicking on it in the Calendar area.

e Blank Date: If you want to clear an existing date, click the [Blank Date] button. This
stores a blank date value in the field you are editing.

e Today: Click this button to use today’s date.

e Clock: The clock shows an analog representation of the selected time.

e Time Chooser: The time chooser allows you to select time values. For fields other
than milliseconds, you can either type the value, or use the up and down arrows to
increment or decrement the value. For milliseconds, you must use the up and down
arrows—you cannot type a value in the milliseconds field. Milliseconds are
incremented and decremented by 10s.

e Blank Time: Click this button to reset the time to 12:00:00 AM.

o Now: Click this button to use the current time.
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Custom Dates allow you to enter date values that are imprecise, such as “2nd Quarter 2012” or
“Summer 2006”. To specify a Custom Date, click on the Custom Date option and choose the
desired range value from the list.

< y If the Custom Date value you want to specify is not in the list, you can add new
ones using the Manage Database function. See Managing Lookups on page 189
for more information.

@ Choose Date and Time @
) None
(7) Bxact dateftime

Date Time

April 2012

2' 59 24 900PM | °

@ Custom Date
Range Year

[ +] 012 il

Summer (June 21 to September 20)
Winter (December 21 to March 21] [ ok l [ Cancel ]

After selecting the appropriate date/time value, click the [OK] button to return to the edit form.
To discard your changes, click the [Cancel] button.

Editing Topic Information

Entity records support Topics, which are a convenient way of organizing information. Each entity
can have an unlimited number of topics associated with it. To edit topic information, use the
[Select] or [Unselect] button in the Topics area of the Edit Entity form.

(% Brief IEI Metadat/__] Topics [ﬂ Notes TJ Documents I' Relationships]

Topics:
Topic Name
Default
Marketing Prospects

Select | [Unselect

anc‘ass‘ﬁed ] I:‘ROPIH ]

The [Select] button opens a form that shows available topics. Double click on the topic that you
want, or select it and click the [OK] button. The [Unselect] button removes the selected topic
from the entity record.

Note that each entity record must have at least one topic selected—you cannot save an entity
with no topics.
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Editing Metadata Information

Because each database has mission-specific data to store, Sentinel Visualizer has the ability to
extend its database beyond the built-in list of fields. These data extensions are handled by the
Metadata feature. Sentinel Visualizer includes a basic list of Metadata types, and this can be
extended using the Manage Database function.

The Edit Entity form allows you to view and edit Metadata information for the entity.

Brisj/f;l Metadata I_J Topics lﬂ Notes YJ Documents I' Relationships }
Type Value Category Notes Created Modified Created By Add
Location_StreetAddress1 123 Maple Lane | -
Location_StreetAddress2  Apariment 7
Location_City Los Angeles
Location_StateProvince  CA
Location_PostalCode 20105
< >

The following features are available:

e Add: Select a new Metadata type, specify a value, and add it to the list.

e Edit: Edit an existing Metadata value.

e Delete: Delete an existing Metadata value.

e View: Open the View Metadata form for the selected record to see full information.

Editing the Brief Field

The Brief field allows you to enter text information. The Brief field is generally used to store
“approved” information about the entity. If you are working with ad-hoc or non-official text
data, consider storing it as a Notes record.

Type the desired information and use the toolbar buttons to change fonts, colors, and other

formatting options. Complete information about using the Text Editor is provided in Chapter 7:
Notes and Documents.

Working with Notes

Entities can store any number of individual Notes records. Notes contain formatted text and are
stored with a description, and information about author and creation and modification dates.

The following features are available:

e View: Open the View Note form to see complete information for the note.
e Add: Add a new note to the list.

e Edit: Edit an existing note.

e Delete: Delete an existing note.

e Export: Save the note to an external file.

e Print: Print a report containing note information.

For complete information about working with notes, see Chapter 7: Notes and Documents.

Working with Documents

Sentinel Visualizer allows you to link or embed any number of documents with an entity record.
Documents can be any type of data file, including word processing documents, images, videos,
and more. Select the Documents tab to see the list of documents for the entity.
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Brief IB Metadata ]__] Topics I@ Note,s/'" LDocumentsw;[ 4 Relationships]

Icon Embedded Description Path Size Created Date Created By rModified Date
Iﬂ Picture of Headq... C:\Documents a... 3,690 bytes Admin
AQ Sample Docume... C:\Documents a... 19,968 bytes Admin
il Nobel Prizein C... C:\Documents a... 230,360 bytes Admin
for year 2005
Consumer Sum... C:\Documents a... 661,532 bytes Admin

Added 5/31/2006

< >

[ Open ] [ Add ][ Edit ][ Delete ][ Export ]

[}

The following features are available:

e Open: Open the document using the application associated with the document
type.

e Add: Add a new document.

e Edit: Edit an existing document.

e Delete: Delete the document from the Sentinel Visualizer database, but not from its
original location.

e Export: Export an embedded document to a file you specify.

For complete information about working with documents, see Chapter 7: Notes and
Documents.

Saving or Discarding Changes

When you finish making changes to the entity record, you have two choices:

e Save: Save your changes back to the database. To do this, click the [Save] button on
the toolbar.

e Discard: Discard all changes made since you opened the record, and close the Edit
Entity form. Use this option only if you want to lose all of your data changes. To do
this, click the [Close] button from the toolbar. A prompt appears asking if you want
to save your changes. Answer [Yes] to save your changes, [No] to discard your
changes, or [Cancel] to return to the Edit Entity form with your changes intact, but
not yet saved to the database.

Deleting Entity Records

To delete an entity record, first locate the record using the Entity Search form. Use either Search
Assist or Advanced Search mode to find the entity you want to delete.

Select the entity in the Search Results grid, and then click the [Delete] button on the toolbar.
You are prompted to confirm the deletion.

Note that if you attempt to delete an entity that participates in one or more relationships, you
receive a message notifying you that you cannot delete the entity. If you still want to delete the
entity, you must first delete any relationships that the entity participates in.

It is important to know that when you delete an entity record, all data for that entity, including
its notes and documents, is permanently removed from the database. There is no way to
recover a deleted entity record, except to revert to a backup made by your Sentinel Visualizer
System Administrator.
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Web Search

Sentinel Visualizer provides the ability to search the web for information related to an entity. To
use Web Search, open the entity record you are interested in and click the [Web Search] toolbar
button. The Web Search form appears with the name of the entity pre-populated in the Search
For Field.

3 Web Search o -O- /]

Search for: Bob Wood

MName URL Search Token - New

[¥] Google hittp:ffwww. google, com/search? fg=
|| Google News http: finews, google. com fmews q= A

5"' Google Maps hittp: fjmaps. google. comfmaps 7qm 3 [ P ]
|¥| Google Groups http: fjgroups.google.com fgroups fq=

(] Google Images http: ffimages.google.comfimages q= @
[¥] Google Blogs http: fjblogsearch.google. com blogsearch Q=

[¥] ¥ahoo http:f/search, yahoo,com search p= =

[ Cearresuts | [ Close |

Click the [Search] button and Sentinel Visualizer searches for the entity name in all of the search
engines listed in the bottom half of the screen. For each search engine, a separate tab is
created:

@ Web Search EI@

Search for:  Bob Wood Search

Google |Google News | Google Maps | Google Groups | Google Images I Google Blogs | ‘fahoo I ‘fahoo Images | ‘fahoo News|

|hth:u:,‘fu\"1\"1\'.google.comfsearch?&q=80b Woad

Search Images Videos Maps News Shopping Gmail More ~

GO\ )81(’: Bob Wood .

Search About 43,100,000 results (0.56 seconds
I Everything Bob Wood - Wikipedia. the free encyclopedia
en.wikipedia.org/wikiBob_Wood
Images Bob Wood may refer to: Bob Wood (author) (born 1957), author of Dodger Dogs to
Fenway Franks and Big Ten Country; Bob Wood (baseball) (1865-1943), ...
Maps
Db WAL A0 Ciimanna Drime Alrvrmm Aria Lfirainin Nanl Cetadn kT4
1| i F
Mame URL Search Token i MNew
Google http:/fwww.google. com/search? &=
Google News hittp:/fmews.google.com/news q= |
Google Maps http://maps.google.com/maps g= 3
Clear Al
Google Groups http:/fgroups.google.com/groups g=
Google Images http:/fimages.google. com/fimages g= | 5 Select Al
Google Blogs http://blogsearch.google.comblogsearch q=
‘Yahoo http:/fsearch. yahoo.com/search p= =
Clear Results ] ’ Close ]
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Click on each tab to see the results found. You can use the checkboxes next to each site name to
include or exclude specific sites. [Clear All] removes all checks, and [Select All] checks all items.

Adding and Editing Search Sites

You can add new sites to search using the [Add] button. Click the [Add] button and the Add Site
form appears.

Add a Mew Site

Site name:

Microsoft Bing

UJRL:
wvew. bing. com

search token:

search?g=bob+jones

I oK I I Cancel I

Enter a descriptive name for the website in the Site Name field. Enter the URL of the search site
in the URL field. The search token field should contain the special characters used by that search
site. For example, Google uses &Q= as the search string token. The easiest way to determine the
search token for a site is to use your web browser to navigate to the site and enter a search
string. After the site returns its results, look for the characters preceding your search string in
the browser’s address URL.

You can also delete search sites using the [Delete] button.
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Chapter 5: Compare, Merge and Clone Entities

As you work with entities, you may find similar or duplicate data. This chapter describes how to
compare, merge, and clone entities.

Entity Compare

The Entity Compare tool allows you to see the metadata records for two or more entities side by
side. This is useful when you are looking for similarity between entities or trying to find potential
duplicate entities. By looking at metadata side by side, you can see patterns such as two
different entities having the same driver’s license number or phone number.

Choose the Entities to Compare
To run Entity Compare, click [Entity Compare] from the Start Page.

S| Entity Cemparizon [ =2
[Add Entity... l | Clear Entity | | Clear All Entities |
Selected Entities:
Entity Mame
i m LS
| oK | | Close |

Use the [Add Entity] button to add two or more entities for comparison.

This opens the standard Entity Picker form that uses the search features described in Viewing
Entity Information on page 20. Each entity you add appears in the Selected Entities area of the
form. You can use the [Clear Entity] button to remove the selected entity from the list, or the
[Clear All] button to remove all entities from the list and start the selection process over.

Comparison Results

After selecting the entities to compare, click the [OK] button. Sentinel Visualizer compares the
metadata values for the entities and displays the results in a grid.
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%-| Entity Comparison [ E | 3]

Filters:

(Shaw Al v
Metadata Type Abu Mussab al-. | Entity Metadata |d | Mohamed Atta
Behavior Neutral 4256
Classification Level Top Secret Top Secret
Dissemination Type PROPIN PROPIN
End Date
Entity Type Person Person
Latitude 0
Longitude 0
Mame_Alias Abu Ahmad 1902
Mame_Alias Abu Muhammad 1903
Mame_Alias Abu Mussa al-7a. 1510
Name_Alias Ahmad Fadil Al-. 1597
Mame_Alias Fadel Nazzal al-.. 1509
Mame_Alias Habib 1927
Mame_Alias Sakr Abu Suwayd 1904
Mame_First Abu 1024 Mohamed
Mame_Last Mussab 1025 Atta
P | - “m = F

m

You can scroll through the list to find similarities and differences. The Filters allow you to easily

change the view of the data.

e Show All: Shows all metadata values for each entity.
e All Values Identical: Shows only the metadata values that are identical.
e Values Not Identical: Shows only the metadata values that don’t match.

Entity Merge

Entity Merge allows you to select two entities and merge them into one record. This is useful
when you find duplicate entities that contain different data or relationships, and you want them

merged into a single record.

To use Entity Merge, click [Entity Merge] from the Start Page.

%..' Entity Merge

(add Entity... ] [ ciear Entity | [ clear All Entities

Selected Entities:
Entity Name

Select two or more entities to
merge.

- Back Mext> | |

Cancel
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Select Entities to Merge
Click the [Add Entity] button search for the

first entity you want to merge. This opens the

standard Entity Picker form that uses the search features described in Viewing Entity
Information on page 20. After locating the first entity to merge, click [OK] and then use the [Add
Entity] button again to add the second entity. You can add an unlimited number of entities to

merge into one.

5] Entity Merge

Selected Entities:
Entity Name
Mohamed Atta
Tawfiq bin Attash

._Clear Entity Clear All Entities

o) o s

Select two or more entities to
merge.

Next >

I

Cancel

After selecting two or more entities to merge, click the [Next] button. The Select Entity Data

page appears.

Select Field Values to Merge

Select the individual fields from each entity record that you want to store in the final merged
entity. This allows you to choose pieces of information from the original entities to include in

the new entity.

%.,l Entity Merge

Entities to Merge

= > Name > Type

Mohamed Atta Person

Tawfig bin Attash Parson

Record: @ 4

tof 2] ¢

fo] @ ==

> Status ClassificationLe.. | >

| Deceased | Top Secret

Incarcerated | Top Secrat

[ Mext >

) |

Cancel |

The first checkbox allows you to select or de-

select all fields in that row. Each field also has a

checkbox that allows you to select that specific field for that row. Once you have selected the

fields for each entity, click the [Next] button.
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Select Note and Topic Data
The Select Note and Topic Data page appears:

5 Entity Merge =) = ]
Notes
= Title Notes
|:| FublicMotes Mohamed Atta Date of birth used: Sept. 1, 1968 Pos...
[] PublicNotes Pakistan nabs al-Qaida planner : By James Risen, T...
[] Encyclopedia: Tawfig bin Atta... Tawfig bin Attash, aka Khallad, is an Al Qaeda mem...

Record: 4 1 of 3@

Topics
= Topic
[ ImportedFromv2
[ ImportedFromv2

Record: 4 1 of 2@

I < Back H Mext > H Cancel J

Select all the Note records you want to store in the final merged entity by checking the checkbox
for the row. Similarly, check the Topic records to include in the final merged entity. When you
have finished your Notes and Topics selections, click the [Next] button.

Select Document and Metadata Data

The Select Document and Metadata Data page appears:

8 Entity Merge o o
Documents
» | Icon Document Name | Notes Path Embedded
Record: | |4 | 4 oof ol k [k
Metadata
= Type Value Notes
Record: | [4 | 4 oof of b |k
[ < Back H MNext > ]I Cancel ]
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As with the previous form, use the checkboxes to select the individual rows to store in the final
merged record. When you have made the appropriate selections, click the [Next] button.

Entity Merge Confirmation
The final Entity Merge page appears:

9.} Entity Merge o & (=3

Merge Entity
Information

Delete Original Entities After Merge?

| <Back | - [ cancel |

To perform the final merge, click the [Merge Entity Information] button. You can also check
[Delete Original Entities After Merge] to delete the selected entities from the database. All
relationships for the merged entities are moved to the new entity.

After merging the entities, the new entity has the data you selected, along with a new Note
record titled “Merge Information.”

Entity Merged From:

ID: 2311 Bob Jones
ID: 2313 Robert Jones

on <merge date>

Entity Clone

Entity Clone allows you to make a copy of an Entity. This is useful when you determine that a
single entity is actually two entities. For example, you have a person type entity named Bob
Jones and by comparing metadata, you see that there are actually two different people named
Bob Jones. In this case you would use Entity Clone to make two records.

To use Entity Clone, open the Entity Viewer on the entity you want to copy. Once the entity is

open, click the [Clone] button on the Entity Viewer toolbar. Sentinel Visualizer displays the new
Entity.

When you click the [OK] button, the new copy is opened using the Entity Viewer. Note that the
Entity Clone operation copies all information for the entity record, but it does not copy
relationships.
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Chapter 6: Relationships

While entities are the foundation of Sentinel Visualizer, they are not truly useful without
relationships. Sentinel Visualizer supports a rich variety of relationship types that allow you to
define how entities are connected to each other. Once you have entities and relationships, you
have a network. And once you have a network, you can use Sentinel Visualizer to perform

sophisticated analysis and tracking.

Relationship Concepts

If entities are the core of the Sentinel Visualizer, then relationships are the glue that binds them
together. Relationships are links between entities: Bob placed a phone call to Ralph; Joe is a

member of Organization X, etc.

[ Entiies ) O

o
00

o

[+ Relationships)

A called B
Acalled C
C called D

= a Network |

Relationships can also contain a wealth of information, including information credibility and
start and end dates. The following list shows some of the important characteristics of
relationships:
e Relationship Types: Each relationship has a type that defines it. Sentinel Visualizer
supports a rich array of relationship types, and is configurable to add new types.
Some of the built-in types are: sibling of, senior member of, placed a phone call to,
etc.
e Start and End Date/Time: A relationship can have a start and an end date and time.
This allows both the user and the system to analyze the temporal (time-based)

nature of a network.
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e Metadata: Relationships support metadata, which further define the relationship.
For example, you may have a metadata field for relationship information source.

o Information Integrity: The integrity of the information that establishes a
relationship is important. Sentinel Visualizer supports two factors: credibility of
information and reliability of source. When combined, they provide a sound basis on
which to judge the integrity of the information.

e Topics: You can create a list of Topics for your database. Topics are general
categories that allow you to organize information into areas that map to your data.

e Notes and Documents: You can add any number of text-based notes to a
relationship. Additionally, you can attach or embed an unlimited number of
documents to a relationship. These documents can be word-processing files, web
pages, videos, or any other file type recognized by the Windows operating system.
This allows you to add rich documentation about each relationship.

Relationships and Directionality

It is important to note that all relationships in Sentinel Visualizer have a direction. In other
words, one entity points to another entity. This is apparent when you look at the standard
relationship types supplied with Sentinel Visualizer, such as:

e Father of
e Provided funds to
e Placedacallto

In order for Sentinel Visualizer to provide accurate analysis, the concept of directionality is
important. When you enter relationships, be sure to identify the "to" and the "from" correctly.

Relationship Inverse

It is also important to know that you do not need to enter the inverse of a relationship. If you
add the relationship record “Fred is the father of Mary,” you do not need to enter the inverse of
that relationship (Mary is the child of Fred).

Relationship Field Values

Sentinel Visualizer supports a wide array of information fields at the relationship level. These
fields are shown in the View/Edit Relationship form, on various relationship reports, and in the
relationship search.

Searching for Relationships

One of the most common relationship operations is searching. Since your database most likely
contains a large amount of relationship data, being able to find relationships accurately and
efficiently is important.

Relationship searching is not as complex as entity searching, since relationships are between

entities that have already been identified in the system. As with entities, you can search for
relationships by a variety of criteria.

Relationship Search Form

From the View menu or the Start Page, select the Relationship Search feature.
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- Relationship Search EI@
2 e o X s 2

Mew Relatienship View Relationship Edit Relatienship Delete Relationship  Search  Print Results

Entities

First entity: 1Dz | | Name: | H Choose ]
Second entity: ID: | | Name: | |[ Choose ]
Start date: Relationship type: {not specified)
|(n0t spedfied) | Choose B~ Familial
(- Historical/Locational
End date: -- Organizational
{not specified) | Choose [ Other
- Sodial
Credibility of infarmation Reliability of source Relationship ID: - Transactional
[ (not specified) - ] [ (not specified) - ]
Classification: Dissemination: UuID:
[ {(not specified) - ] [ (not specified) - ]

General fields l Metadata/Topic l System fields I

") Cardview @ TableView [T Group area Expand groups Collapse groups
Entity 1 Name Relationship Type | Entity 2 Name weight Walue Start Date End Date
' 1 2

Status: ready for search.

Toolbar Area

Although the Relationship Search form is designed for searching, it includes buttons to accomplish other
Relationship tasks:

e New Relationship: Add a new Relationship to the database.

e View Relationship: Open the read-only View Relationship form for the selected
Relationship.

e Edit Relationship: Open the Edit Relationship form for the selected Relationship.

e Delete Relationship: Delete the selected Relationship.

e Search: Execute the currently defined search.

e  Print Results: Print the current search results grid.

Performing a Relationship Search
To search for relationships by entity, use the [Choose] buttons:

e Tofind all relationships for person A, where A is on either side of the relationship,
choose A for the First Entity.
e To find relationships between person A and person B, choose A for First Entity and B
for Second Entity.
You can also enter a variety of criteria using the General Fields, Metadata, and System Fields
tabs. After entering your criteria, click the [Search] button on the toolbar.

Working with Search Results

When you execute a search, Sentinel Visualizer queries the database and returns all records that
match your criteria.
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Viewing or Editing a Relationship

Click on a relationship in the Search Results area to select it. Once the relationship is selected,
you can view or edit the relationship either by double-clicking on it, or by clicking the
appropriate button on the toolbar.

Deleting a Relationship

You can delete a relationship by selecting it in the Search Results grid, and clicking the [Delete]
button on the toolbar.

It is important to know that when you delete a relationship record, all data for that relationship,
including its notes and documents, is permanently removed from the database. There is no way
to recover a deleted relationship record, except to revert to a backup made by your Sentinel
Visualizer System Administrator.

Grid Options

A variety of options are available for the search results grid.

Sorting

Sort on any field by clicking on the column’s header. For example, to sort by Classification Level,
simply click on the Classification Level header. The first click sorts the data in ascending order.
Click the same column header again to sort the data in descending order.

Grouping
You can group the results by any of the fields. First, check the [Group Area] check box to show
the group area bar. Then click on a column header and drag it to the group area. To un-group,

drag the column header back to the row of column headers. You can group on multiple fields by
dragging additional column headers onto the Group Area.

Each group appears with a [+] / [-] button next to it. Click the button, or use the [Expand groups]
and [Collapse groups] links to expand or collapse groups. You can also sort fields with grouping.

Table versus Card View

The default view for the grid is Table View. To see more details about a particular relationship,
you can switch from Table View to Card View by selecting the [CardView] option. Then use the
[Expand groups] and [Collapse groups] options to see an expanded or condensed view of the
data.

Viewing Relationship Information

The View Relationship form shows a complete list of information available for the relationship.
You can open the View Relationship form through a variety of program functions:

e From the Relationship Search form, double-click on any relationship in the Search
Results.

e From the Visualizer, double-click on any relationship in the display.

e Onvarious other forms in the system, click the [View Relationship] button.

When you open the View Relationship form, you can see that it is organized into several key
areas that help categorize information about the relationship.

50 « Chapter 6: Relationships Sentinel Visualizer



[E= Hom =)

%5 View Relationship: 1003

o @ =

EditMode Save Close Print

Start date: End date:

| (i) | I |

Entity 1:

UUID: Type: Weight (1-100): Value:
| ‘ |L|nked to | |1 | | |

|Muhamed Atta

Credibility ofinformation:

| |5 (Truth cannot be judged) |
Modified by: Modified on:

| |Admin | ‘1-3_.-5_."2-3094:-35 PM |

Reliability of source:

| View |A (Completely reliable)
Created by:
| |Admin

Entity 2:
[z516

‘ |Osama bin Laden

Created on:
‘ |9_."22.-2-an 4:47 PM

Dissemination:
| proPm

Classification level:

|Tnp Secret

Notes

—

;} Documents I

= ¥ By B

|~ Brief I’P’j Metadata TJ Topic Tfj
i

- B u

General Relationship Fields: General information about the relationship, including the
entities involved in the relationship and the relationship type.

Brief tab: A text area where general textual information can be stored. Brief is generally
used to incorporate text information that is “official” or “approved” for the relationship.
Metadata tab: A list of metadata items that further describe the relationship. Metadata are
fields that your System Administrator has created that allow you to view and store
information about relationships that is specific to your mission and to the relationship type.
Topics tab: A list of categories to which the relationship belong. Topics make it easy to build
structure around disparate relationships. For example, you might have a Topic called
“Financial Institutions” and another called “Terrorist Organizations.” Note that relationships
can belong to multiple topics, and each relationship must belong to at least one topic.
Topics are used in the Enterprise version to restrict who has access to this information.
Notes tab: A list of all text notes attached to the relationship. This is different from the Brief
area, because it allows any number of notes to be stored independently.

Documents tab: A list of documents that have been embedded or linked to the relationship.
From this tab, you can open any of the documents using the program associated with that
document type.

Using the Toolbar

The View Relationship form toolbar has the following buttons:

e Edit Mode: Switch from View (read-only) mode to Edit mode. This button is disabled
if the form is already in Edit mode. Note that you must have Edit permissions for the
record to edit the relationship. See your System Administrator for more information
about permissions.

e Save: Save your changes to the data and return to the previous form. This button is
disabled in View (read-only) mode.

e Close: Close the View Relationship form and return to the previous form.

e Print: Print a hardcopy of the current form's data.

Adding a New Relationship

To add a new relationship using the database screens, click [Relationship Add] from the Start
Page.
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%y Add Relationship Wizard = Wl =<

Select entities and relationship type

Entity 1:

Mame: Type:

|| || |[ Select ]
Entity 2:

Name: Type:

| || |[ Select ]

Relationship type:

| | Select

Before adding a new relationship, youshould seeif it already exists in the database. This
page allows youto first search for the relationships similarto the one youwish to add.

Check far similar relationships

< Previous [ Mext = J[ Cancel

Selecting the Entities for a Relationship

When the Add Relationship Wizard appears, select the two entities that form the relationship.
Use the [Select] buttons to launch the Entity Picker:

f |
& Entity Picker [&J
Search Assist | - Search w Wl Advanced Search G

@) Cardview @ Tableview [T|Grouparea [[|Images  Expand groups Collapse groups
Accur.. Found In Entity Name Entity Type | Entity Status | Primary Picture weigh
[
4| 1 +
Status: ready for search. H
’ oK ] ’ Cancel ]

This form is similar to the Entity Search form, except that instead of toolbar buttons on the top,
it has only [OK] and [Cancel] buttons. Use the Search Assist or Advanced Search options to find
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the entity you are looking for. When the Search Results appear, either double-click on the
desired entity, or select it and click [OK]. To cancel without selecting an entity, click the [Cancel]
button.

Selecting the Relationship Type

After selecting the two entities that form the relationship, use the [Select] button next to the
Relationship Type field to specify the type.

After making your choices, click the [Next] button to continue.

Overriding the Check for Similar Relationships: There may be cases where you want to skip the
step of having Sentinel Visualizer look for similar Relationships, for example:

e You are adding a relationship to a database that has thousands or millions of
existing relationships which may yield an unmanageably high list of similar records.

e Your relationship database is very large and you have to manually enter many
relationships. If this is the case, the search for existing similar relationships may be
unnecessary and time consuming.

In cases like these, you can skip the search by un-checking the [Check for similar relationships]
option. However, you should realize that skipping this step may result in duplicate relationship
records, which may yield inaccurate results and analysis.

The next page displays any existing similar relationships, and gives you the option to either edit
one of the existing relationships, or add a new one.

%y Add Relationship Wizard = R ="

View existing relationships
Thefollowing list show relationships that are similar to the relationship youwant to add.

Entity 1: Entity 2:
Mohamed Atta | |Osarna bin Laden

Existingrelationships:

") CardView (@ TableView [ Group area Expand groups Collapse group:
Entity 1 Name Relationzhip Type Entity 2 Name ‘weight Walue
Mohamed Atta Linked to Osama bin Laden 1
Mohamed Atta Met with Osama bin Laden 1
Fl 1 I

Select an action:

") Edit existing  Make changes to the existing relationship selected above.

@ Add new Add a new relationship.

I<Previnus] [ Mext > l [ Cancel I

Select the appropriate option, and click the [Next] button to open the Relationship form.
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Entity 1z Start date: End date:
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You are now in Edit Relationship Mode.

Editing an Existing Relationship
To make a change or addition to an existing relationship, first locate the relationship using the
Relationship Search form. Select the relationship in the Search Results area, and click the [Edit
Relationship] button. You can also edit a relationship that is currently open in the View

Relationship form by clicking the [Edit Mode] toolbar button.

Using the Edit Relationship Form

The Edit Relationship form is similar to the View Relationship form, but it is used to enter
information for new relationships, or to change information for existing relationships.

The Edit Relationship form differs from the View Relationship form in the following ways:

e All buttons for editing and deleting information are enabled.

e You can select or type values in various fields.
e Several fields have additional features that allow you to select or change values.

e The [Save] button on the toolbar is enabled.

[7on seqret ~] [ProPmy

5 Edit Relationship: 1116 =2 EcH ===
€ @ &
ode Sawve Close Print
Entity 1: Start date: End date:
[1052_| Mohamed Atia | [ e | [l
uuID: Type: Weight (1-100): Value:
| ‘ |Reports to | 100 = ‘ ‘
Entity 2: Reliability of source: Credibility ofinformation:
[1076 ] [khalid shaikh Mohammed | [A (Completely reiiable) | & Truth cannat be judged) -
Classification Level: Dissemination: Created by: Created on: Modified by: Modified on:
v] |Adm|n ‘ |9,r'22,r2nn3 8:54 PM | ‘Adrmn | |3;1;2n12 11:23 AM ‘

|2 Brief [E Metadata T;] Topis Iﬂ Notes I.\!‘ Documents I

Tahoma ~ |8

-A-B 7 U[E==
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Editing General Relationship Fields

The upper portion of the Edit Relationship form includes General Relationship Fields. The
following list outlines each of the fields.

Entity 1: This area shows the unique ID and name for the first entity. You can use the [View]
button to open the View Entity form for that entity.

Entity 2: This area shows the unique ID and name for the second entity. You can use the [View]
button to open the View Entity form for that entity.

Note that you cannot change the entities for an existing relationship. If you have a relationship
that has incorrect entities, use the Add Relationship Wizard to add a new one with correct
entities, and then delete the old one.

Type: Select the type of the relationship by clicking the [Select] button. This opens the Select

Relationship Type form.
r% Select Relationship Type ﬁ-‘

+)-- Farnilial

+- Historical Locational

- Organizational

- Accomplice of

- Buginess colleague of
- Co-worker of

- Employee of

- Follower of

- Leader of

- Leading member of
- Linked to

- Member of

- Reports to

- Superior of

+- Other 1
+ Sodial

+- Transactional

[ Ok ]| Cancel |

(%

Select the appropriate relationship type and click the [OK] button.

ID: This number uniquely identifies the relationship within the database. You cannot modify this
value—it is automatically generated and maintained by the system.

UUID: The UUID is a unique identifier for the relationship, typically used for relationships
imported from other systems. You cannot modify this value—it is automatically maintained by
the system.

Reliability of Source: Select the reliability of the source of the information from the list, which
has been preconfigured by your Sentinel Visualizer System Administrator. By default, the lowest
reliability of source is selected. Contact your System Administrator for information regarding
reliability of source requirements in your organization. This field is required.

Credibility of Information: Select the credibility of the information that the relationship is based
on from the list, which has been preconfigured by your Sentinel Visualizer System Administrator.
By default, the lowest credibility of information is selected. Contact your System Administrator
for information regarding credibility of information requirements in your organization. This field
is required.

Classification Level: Select a classification level from the drop-down list, which has been
preconfigured by your Sentinel Visualizer System Administrator. By default, the highest
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classification level is selected. Contact your System Administrator for information regarding
classification requirements in your organization. This field is required.

Dissemination: Select a dissemination type from the drop-down list, which has been
preconfigured by your Sentinel Visualizer System Administrator. Contact your System
Administrator for information regarding dissemination requirements in your organization. This
field is required.

Weight: The weight field allows you to assign a weighting factor to a relationship. The default
value for this field is 50. In general, weight is used by Sentinel Visualizer when it performs
network analysis using the Visualizer. Contact your Sentinel Visualizer System Administrator for
information about how weight is handled for your installation of Sentinel Visualizer. This field is
required.

Start date: Enter the start date for the relationship if it is known and applicable.
End date: Enter the end date for the relationship if it is known and applicable.

Created by: This field contains the name of the user who initially created the relationship. You
cannot modify this value—it is automatically generated and maintained by the system.

Created date: This field contains the date and time the relationship was initially created. You
cannot modify this value—it is automatically generated and maintained by the system.

Modified by: This field contains the name of the user who last changed the relationship. You
cannot modify this value—it is automatically generated and maintained by the system.

Modified date: This field contains the date and time the relationship was last modified. You
cannot modify this value—it is automatically generated and maintained by the system.

Editing Dates and Times

The Start date and End date fields do not accept direct text input. Instead, Sentinel Visualizer
provides a specialized form that allows you to input accurate date and time information with
resolution down to the millisecond level. To change a date/time value, click the [...] button next
to the appropriate field and the Choose Date and Time form appears.

Exact Dates vs. Custom Dates

When you enter information about date and time, you often have exact values. For example, for
a person’s birth date you usually have the month, day, and year. Other date values may be
“fuzzy” — for example, you may have a value like “Summer of 2012.” Sentinel Visualizer
supports both models. For exact date/time values where you know at minimum the day, month
and year, choose the Exact date/time option:
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% Choose Date and Time @

) None

@ Exact dateftime

Date Time
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L Clear Date ] [ Today ] [ Clear Time ] [ Mow ]

(©) Custom Date
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[ Ok ][ Cancel ]

%

When using the Exact date/time option, the follow controls are available:

e Month: Select a month from the drop-down list.

e Year: Type in a year value, or scroll up and down through the year values using the
up and down arrows next to the year control.

e (Calendar: Select an exact date by click on it in the Calendar area.

e Blank Date: If you want to clear an existing date, click the [Blank Date] button. This
stores a blank date value in the field you are editing.

e Today: Click this button to use today’s date.

e Clock: The clock shows an analog representation of the selected time.

e Time Chooser: The time chooser allows you to select time values. For fields other
than milliseconds, you can either type the value, or use the up and down arrows to
increment or decrement the value. For milliseconds, you must use the up and down
arrows—you cannot type a value in the milliseconds field. Milliseconds are
incremented and decremented by 10s.

e Blank Time: Click this button to reset the time to 12:00:00 AM.

e Now: Click this button to use the current time.

Custom Dates allow you to enter date values that are imprecise, such as “2nd Quarter 2005” or
“Summer 1996”. To specify a Custom Date, click on the Custom Date option and choose the
desired range value from the list.
<« . If the Custom Date value you want to specify is not in the list, you can add new
ones using the Manage Database function. See Managing Lookups on page 189
for more information.
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% Choose Date and Time @

() None

() Exact dateftime
Date Time

@ Custom Date

Range Year

[Summer {June 21 to September 20) v] 2012

[ OK ] [ Cancel ]
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After selecting the appropriate date/time value, click the [OK] button to return to the edit form.
To discard your changes, click the [Cancel] button.

Editing Topic Information

Relationship records support Topics, which are a convenient way of organizing information. Each
Relationship can have an unlimited number of topics associated with it. To edit topic
information, use the [Select] and [Unselect] buttons in the Topics area of the Edit Relationship
form.

/= Brief || Metadaty” 1| Topics [ Notes [# Documents |7, Relationships |

Topics:

Topic Name
Default
Marketing Prospects

Select | |Unselect

I;Jnc’ass;f‘-ed l IDROPIF‘J ]

The [Select] button opens a form that shows available topics. Double click on the topic that you
want, or select it and click the [OK] button. The [Unselect] button removes the selected topic
from the entity record.

Note that each entity record must have at least one topic selected—you cannot save a
Relationship with no topics.

Editing Metadata Information

Because each database has mission-specific data to store, Sentinel Visualizer has the ability to
extend its database beyond the built-in list of fields. These data extensions are handled by the
Metadata feature. Sentinel Visualizer includes a basic list of Metadata types, and this can be
extended using the Manage Database function.

The Edit Relationship form allows you to view and edit Metadata information for the
relationship.
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- Brisf/E‘J Metadata I_J Topics lﬂ Notas L} Documents Ir Relationships

Type Value Category Notes Created Modified Created By
Location_StreetAddress1 123 Maple Lane |
Location_Streetiddress2  Apartment 7 -
Location_City Los Angeles
Location_StateProvince CA

Location_PostalCode 20105

< >

The following features are available:

e Add: Select a new Metadata type, specify a value, and add it to the list.

e Edit: Edit an existing Metadata value.

o Delete: Delete an existing Metadata value.

e View: Open the View Metadata form for the selected record to see full information.

Editing the Brief Field

The Brief field allows you to enter text information with full formatting. The Brief field is
generally used to store “approved” information about the Relationship. If you are working with
ad-hoc or non-official text data, you should consider storing it as a Notes record.

Type in the information and use the toolbar buttons to change fonts, colors, and other

formatting options. Complete information about using the Text Editor is provided in Chapter 7:
Notes and Documents.

Working with Notes

Relationship can store any number of individual Notes records. Notes contain formatted text
and are stored with a description, and information about author and creation and modification
dates.

The following features are available:

e View: Open the View Note form to see complete information for the note.
e Add: Add a new note to the list.

e Edit: Edit an existing note.

e Delete: Delete an existing note.

e Export: Save the note to an external file.

e Print: Print a report containing note information.

For complete information about working with notes, see Chapter 7: Notes and Documents.

Working with Documents

Sentinel Visualizer allows you to link or embed any number of documents with a Relationship
record. Documents can be any type of data file, including word processing documents, images,
videos, and more. Select the Documents tab to see the list of documents for the Relationship.
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L Brief IB Metadata I__] Topics Ifj Notes” %! Documents || / Re!ationships]

Icon Embedded Description Path Size « | Created Date Created By VModified Date
l_t_] Picture of Headq... C:\Documents a... 3,690 bytes Admin
) Sample Docume... C:\Documents a... 19,968 bytes Admin
B Nobel Prizein C... C:\Documents a... 230,360 bytes Admin
for year 2005
il Consumer Sum... C:\Documents a... 661,532 bytes Admin

Added 5/31/2006

[ Open J [ Add ][ Edit ][ Delete ][ Export J

The following features are available:

e Open: Open the document using the application associated with the document
type.

e Add: Add a new document.

e Edit: Edit an existing document.

e Delete: Delete the document from the Sentinel Visualizer database, but not from its
original location.

e Export: Export an embedded document to a file you specify.

For complete information about working with documents, see Chapter 7: Notes and
Documents.

Saving or Discarding Changes
When you finish making changes to the Relationship record, you have two choices:

e Save: Save your changes back to the database. To do this, click the [Save] button on
the toolbar.

e Discard: Discard all changes made since you opened the record, and close the Edit
Relationship form. Use this option only if you want to lose all of your data changes.
To do this, click the [Close] button from toolbar. A prompt appears asking if you
want to save your changes. Answer [Yes] to save your changes, [No] to discard your
changes, or [Cancel] to return to the Edit Relationship form with your changes
intact, but not yet saved to the database.

Deleting Relationship Records
To delete a Relationship record, first locate the record using the Relationship Search form.

Then select the Relationship in the Search Results grid, and click the [Delete] button on the
toolbar. You are prompted to confirm the deletion.

It is important to know that when you delete a relationship record, all data for that relationship,
including its notes and documents, is permanently removed from the database. There is no way
to recover a deleted relationship record, except to revert to a backup made by your Sentinel
Visualizer System Administrator.
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Chapter 7: Notes and Documents

Sentinel Visualizer provides the ability to store various types of data with both entity and
relationship records. This includes Briefs, Notes, and Documents. This chapter explains how you
can use these features to enrich your knowledge of entities and the relationships that connect
them.

Working with the Text Editor

Several areas in Sentinel Visualizer support rich text. Rich text gives you the ability to format text
right in the main program. Rich text is supported in entity and relationship records in:

e The Brief field
e Each Notes record

As an example, assume you are editing an entity record. Click on the Brief tab and the Brief field
appears. This field includes the text data, along with toolbar buttons to control various options.
Georgia =t = A-B S u@_’fil;.[um
Salameh, one of the ficst foar men convicted in the WL attack 2nd sencenced 1o li3e in prison. ~

» Arcarding to the presiding judge in his 1698 trial, the bambing of Kew Vark's Warld Trade Center on
Felbruary =6, 1943 was meant to tapple the city's tallest tower onta its twin_ amid a claud of cyanide gas.

= Had the atteck gone as planged. tens of thowsands of Americans would have died. Instead, as we kmew, one ™

The following toolbar buttons are available:

s 2
o & 3
i & o® & F s
& & & 2 fS S Fs & &
@ Ff S LT VI ECPTSH &
Tahoma > 8 ~rA-B I U EE = 6 B @

e Font Selector: Lists fonts available on your system. Select a font to apply it to the
selected text.

e Character Size: Lists all sizes available for the selected font. Select a character size to
apply it to the selected text.

e Font Color: Shows the standard Windows Color Selection dialog. Select a color to
apply it to the selected text.

e Bold, Italic, Underline: Applies the chosen format to the selected text.

e Align Left, Center, Right Justify: Sets the justification mode for the selected
paragraph(s).

e Bullets: Adds bullet points to the selected paragraph(s).

e Cut, Copy, Paste: Applies the standard Windows Clipboard commands to cut or copy
the selected text, or paste the text from the clipboard to the cursor location.
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Enter text as you would in any word processing program. Use the toolbar buttons to select
fonts, colors, attributes, alignment, and bullets.

Working with Notes

Notes are a useful way to attach textual information that you type directly into Sentinel
Visualizer, or copy and paste from other sources. You can use the Notes feature in various ways.
For example, you could add a Note to keep your own list of information about an entity or
relationship. Since Sentinel Visualizer tracks each user, you can easily find the notes that belong
to you. This allows multiple members of a group to add to the general knowledge of the entity,
or post information that is theoretical or ad-hoc in nature.

Notes are available in the following areas of the Sentinel Visualizer program:

e View / Edit Entity form
e View / Edit Relationship form
e Various Entity and Relationship reports

Viewing Notes

The Notes tab provides a list of all Notes available for an entity or relationship. The Notes grid
area shows a scrollable list of all Notes for the record. Use the scrollbars or the [Up] and [Down]
arrows to scroll through the list, or click on any column header to sort by that field.

(% Brief || Metadata | 1] Topicy’ # Notes ¥ Documents [, Relationships |

Title Created Date | Created By ModifiedDate ModifiedBy
Marketing Presentation Notes 5/31/2007 1... Admin

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Vestibulum condimentum sapien et orci. Aliquam sit amet purus.
Integer fringilla quam sit amet ligula. Donecsit amet sem at velit varius pulv

List of Key Contacts 5/31/2007 1... Admin

General inquiries
1-800-IBM-4YOU. ...

You can also select any Note and click the [View] button to see full information. Note that the
[Add], [Edit], and [Delete] buttons are disabled if you are in View Entity mode, and are enabled if
you are in Edit Entity mode.

f |:| Mote Form ﬁ1

¢ W

Save Close

Title:

Notes:

Tahoma - B vi-]lj’ = 4 BB
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Adding and Editing Notes

When you create or edit an entity or relationship, you can add new Notes and edit existing
Notes. To add a new Note, click the [Add] button in the Notes grid. To edit an existing Note,
select it in the Notes grid and click the [Edit] button. After a moment, the Note form appears.

Specify a title for the Note by typing it into the Title field. Choose a title that makes it easy to
understand what the Note contains when it appears in a list of many notes.

In the Notes section, type in the actual text you want to store, or use the Windows Paste feature
to paste text from another source.

When you are finished, click the [Save] button to save the information. To discard your changes,

click the [Close] button, and when prompted to save changes, select [No] to discard your
changes.

Exporting Notes

Sentinel Visualizer provides the ability to export any Note record to a file you specify. This is
useful when you want to take Note information that is embedded in the database and make it
available to other users or applications.

To export a Note, select it in the list and click the [Export] button, and the Note Export dialog
appears.

F |
. Note Export &J

Export to:
C:\Documents\Note_Mohamed Atta_1081.rtf Browse

Export to file type:
@ Rich text (compatible with Microsoft Word)

Plain text {no formatting)

| QK. | | Cancel |

e

To specify the file, click the [Browse] button and use the dialog to locate the path and name for
the file.

You can also choose the format for the exported file:

e Rich Text: Saves the note in Rich Text Format (RTF), which preserves note
formatting, font selections, colors, etc. RTF documents can be opened with various
Windows programs, such as Microsoft Write, WordPad, and Word. The RTF format
is also recognized by a wide array of other word-processing programs, such as
WordPerfect.

e Plain Text: Saves the note in a text format (TXT). This option removes all formatting
from the note, including font selections. Plain text documents can be opened with
text editors such as Microsoft Notepad.

Printing Note Records

To print a Note, select the Note in the list and click the [Print] button. The system displays the
Report Viewer with a report for the Note:
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1) Report Viewer - Entity Note Report =8l =

[ | dehprint... Excort |Ba | @ 2| Gh100% - 111 Backward

W L T 3 e g B e b G 7o

Entity Note Report

n

Entity Name: Mohamed At
Entity Type: Person

Mohamed Atta

Date of birth used: Sept. 1, 1068

Possible residences: Hollywood, Coral Springs, Venice and Nokomis, Fla., and Hamburg, Germany.
Listed as a passenger in seat 8D. An Egyptian national who investigators believe was the pimary U.S.
operative overseeing and directing the attacks. Believed to be one of the pilots of the hijacked flight.

Priorto coming to the United States, Atta and his cousin, Marwan Al-Shehhi, lived in Hamburg,
Germany, a country federal authorities say has been used often as a base by a number of terronst
mastermind Osama bin Laden's operatives. The general manager of a crop-dusting airfield in Flonda
told the FBI Atta and other men visited the facility as recently as the Saturday before the attacks, asking
questions about crop-dusting planes, including how big of a load of chemicals they could cany.

: The two men earned their private pilot licenses at an airfield in Venice, Fla. and in December, 2000,
spent thousands on jet training, taking flight simulator lessons for large commercial jets at a private
flight school at Opa Locka, Fla. Atta'scar wasfound abandoned at Boston's Logan Alrport.

Investigators are trying to determine whether he is the same Mohamed Atta who received U.S. military
. training, intended for members of foreign military services, in how to use E-2 Hawkeye radar airoaft at
4 Norfolk Naval Air Station, Va. The FBEI has obtained the phone records from his mobile phone.

. Atta's father claims his son had nothing to do with the attacks, hated bin Laden and made contact with
- family days after the attacks.

Mohamed Atta wasnamed an unindicted co-conspiratorin the indictment against Zacarias Moussaoui.

For more information about using the Report Viewer to print and export reports, see Chapter
16: Reports.

Notes and Searching

When you search for Entities using the Entity Search form, you can choose the Extended Search
mode. In this mode, Sentinel Visualizer considers the text in the Notes, making it easy to find
matches in all Notes attached to all entities. For more information, see Chapter 3: Entities.

Working with Documents

Documents are similar to Notes in that they allow you to enrich entity and relationship
information. However, unlike Notes, Documents are actual files created by other programs that
are embedded in or linked to an entity or relationship record. For example, you can collect word
processing documents, audio files, images, videos, etc. that relate to an entity or relationship
and store them as Documents.

Documents are available in the following parts of the Sentinel Visualizer program:

e View / Edit Entity form
e View / Edit Relationship form
e View Various Entity and Relationship reports

Embedded vs. Linked Documents
Sentinel Visualizer supports two ways of handling documents:

e File: The file is copied in its entirety into the Sentinel Visualizer database. This makes
it a permanent addition—even if the original document is deleted or renamed, your
copy remains in the database.

e Link: A link or path to the original document is stored in the Sentinel Visualizer
database. The contents of the document are not copied. If the original document is
moved, deleted, or renamed, Sentinel Visualizer can no longer view the information.

These two modes provide you with the flexibility to both permanently store copies of files, and
to link to existing files to avoid duplication of data.
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Viewing Documents

The Documents tab provides a list of all Documents available for an entity or relationship. The
Documents grid area shows a scrollable list of all Documents. Use the scrollbars or the [Up] and
[Down] arrows to scroll through the list, or click on any column header to sort by that field.

(- Brief [a Metadata I__] Topics I@ Note/s/'\? ,] ¢, Relationships ]

Icon Embedded Description Path Size Created Date Created By ModifiedDate
IL] Picture of Headq... C:\Documents a... 3,690 bytes Admin
.@_1 Sample Docume... C:\Documents a... 19,968 bytes Admin
@ Nobel Prizein C... C:\Documents a... 230,360 bytes Admin

for year 2005
'@ Consumer Sum... C:\Documents a... 661,532 bytes Admin

Added 5/31/2006
< >
[ Open ] [ Add ] [ Edit ] [ Delete ] [ Export ]

The following fields help you identify important information about Documents:

e Icon: The Windows icon for the application associated with the file type.

e Embedded: If the field has a checkmark, the Document contents are stored in the
Sentinel Visualizer database. If the field does not have a checkmark, the Document
only stores the link, or path, to the original document.

e Description: A user-supplied short description of the file.

e Path: The original path of the document. If the Document is embedded, this value
represents the original path of the source document, or where it existed when it
was originally added to the database. Note that this path may no longer be valid if
the file has been renamed, moved, or deleted from its original location. If the item is
a Linked Document, this path represents the location that Sentinel Visualizer points
to when you view the file.

e Sjze: If the document is embedded, this field shows the size of the document in
bytes. Size is not applicable for Linked documents, so Linked documents always
show a blank size value.

Opening Documents

To open a document, select it in the list and click the [View] button. Sentinel Visualizer opens
the Document using the application associated with its file extension.

File type associations are handled by Windows, and are based on the extension of the
document’s original file. For example, if you import a Microsoft Word document named
biography.doc, Sentinel Visualizer looks at the file extension (.doc) and asks Windows for
information about the application that is associated with this file type.

In most cases, Windows associates .doc files with Microsoft Word. As such, the Microsoft Word
icon shows in the Icon column, and Sentinel Visualizer launches the document in Microsoft
Word when you open it.

Strategies for Working with Document Types

If your computer does not have an application associated with a Document’s file extension,
Sentinel Visualizer cannot display it. For example, assume that Mary adds a Document named
info.bin. She has a program called SuperWidget, which has been identified as the application
to use for .bin files. So when Mary opens the document in Sentinel Visualizer, the system
launches the SuperWidget program to view it.
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Now, assume you don’t have SuperWidget installed on your computer. When you try to open
the info.bin document that Mary stored in the database, Sentinel Visualizer displays a
message telling you that the associated application was not found.

For this reason, you may want to consider storing documents in two ways:

e Store the original document in its original format. This maintains all the information
in the document.
e Store another copy of the document in a more universally-available format.
For example, Mary could have stored her original info.bin file, and then used the
SuperWidget application to make a copy of the data in a format such as Microsoft Word, or as a
PDF file. This would ensure that the original document could be accessed by users with or
without the SuperWidget application.

Document Actions
The following buttons are available on the Documents tab:

e Open: Opens the document using its associated program.
e Add: Opens the Document form, which lets you add a new document record to the
entity or relationship.
e Edit: Opens the Document Edit form, which lets you make changes to an existing
document.
o Delete: Deletes the selected document record.
e Export: Exports the document to an external file.
Note that the [Add], [Edit], and [Delete] buttons are disabled if you are not in Edit Mode. If the
buttons are disabled, and you want to make changes, click the [Edit Mode] button on the Entity
or Relationship Editor's toolbar.

Adding and Editing Documents

To add or edit a Document, click the [Add] or [Edit] button. Then use the Document form to
make changes:
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i@ Document Farm . &J
¥

Save Close

Document type: I
@ File
Specify afile and permanently copy it into the database.

File path and name:

Cooee ) |
rowse
Embedded document size (bytes Open

Icon: |:|

Link |
Specify a file, URL, or URL but do not copy the contents to the database.

PathfURL/URI:

Optional information:

Description:

Notes:

b

There are two options for storing documents:

o File: Thefile is copied in its entirety into the Sentinel Visualizer database. This makes
it a permanent addition—even if the original document is deleted or renamed, your
copy remains in the database.

e Link: A link or path to the original document is stored in the Sentinel Visualizer
database. The contents of the document are not copied. If the original document is
moved, deleted, or renamed, Sentinel Visualizer can no longer view the information.

If you are adding a File Document, use the [Browse] button in the File area to locate the file to
embed. The “File path and name” text box is automatically filled in with the path and file that
you selected. You can also use the [Open] button to open the document using the application
associated with it.

If you are adding a Link document, use the [Browse] button to locate the file path, or use the
[Paste] button to paste text from the Windows Clipboard into the “Path/URL/URI” field.

You can optionally enter a Description and Notes for the document, regardless of its type. This
information is helpful when you are viewing a list of documents for an entity or relationship—if
you have a description, it is easier to determine the applicability of the file without having to
open it.

Saving Changes

When you finish adding or editing a document, click the [Save] button to save the information
back to the entity or relationship. To discard your changes, click the [Close] button, and when
prompted to save changes, select [No] to discard your changes.
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Chapter 8: Query Builder

Sentinel Visualizer provides a powerful query tool to ask complex questions about entities and
relationships. The Query Builder allows you to visually “draw” a query, and specify entity and
relationship criteria. The Query Builder then builds a result set that can be previewed, or sent to

the Visualizer, reports or an XML file.

Launch the Query Builder

To launch the Query Builder, select [Query Builder] from the Start page or the View menu

a moment, the Query Builder form appears:

4 Query Builder
a = =] ) ¥ »

%) CardView (@ TableView
Entity 1 Name

[ Group area Images
Relationship Type Entity 2 Name

Expand aroups Collapse groups
Start Date End Date

< m

Query Results |Query Preview

New Query Open Query Save Query Mew Entity Criteria New Relation Criteria  Run Query Output To

s @
Close
Reliability of Sou...

q

Credibility of Infy

[E=NE= =)

Query
Open an existing query
Save current query
Add a new Entity criteria

Add a new Relation criteria

Tips
Start by adding a new
criteria to the builder.

Choose the fields that best
describe the criteria.

Add metadata fields and
input their expected values.

Click on the equal sign to
change the equality
operators.

Use Ctrl+MouseWWhee! to
Zoom-in or zoom-out.

Use Del key to delete a
node.

. After

Adding Entity Criteria

You can add any number of entity criteria to your query. To add a new entity criteria block, click
the [New Entity Criteria] button on the toolbar. A new entity criteria block appears in the design

area:
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42 Query Builder

a (=] = sl ¥ 4 2 w

MNew Query Open Query Save Query New Entity Criteria New Relation Criteria  Run Query  Output Tn:bv Close

[=] Entity Criteria 0

Add MEtaddEI

Entity

Entity Name

Brid ontains
Entity Type

Entity Status
Classitication

wlulufoln

n
© Cardview @ TableView
Entity 1 Name

[ Group area Images
Relationship Type | Entity 2 Name

Expand groups Collapse groups

Start Date End Date Reliability of Sou_. | Credibility of Infy

1 . r

Query Results | Query Preview

[E=E B =5

Getting Started .3
Query

Open an existing query

Save current query

Add a new Entity criteria

Add a new Relation criteria

Tips
Start by adding a new
criteria to the builder.

Choose the fields that best
describe the criteria.

Add metadata fields and
input their expected values.

Click on the equal sign to
change the equality
operators.

Use Ctrl+MouseWheel to
200m-in or zoom-out.

Use Del key to delete a
nade.

The Entity Criteria block is used to define the conditions for finding entities.

Entity Criteria 0
Add Metadaal

Entity

Entity Status
Classification Ends with
Dissemination | Contains
Created By =

Starts with

Modified By
Created Date
Maodified Date
Start Date

The left part of the block lists the entity field names. The operator section provides operators

and the right section is where you type in criteria.

Operators

The default operator is =. To specify a different operator, click on the = sign and select the
appropriate value from the drop down list. The following operators are available:

Operator Function

= Exactly equal
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<> Not equal

Starts with Matches phrases that start with the specified criteria

Ends with Matches phrases that end with the specified criteria

Contains Matches phrases that have the specified criteria anywhere in the string
Criteria

Click on the blank area to the right of the operator to enter criteria. If the field is a lookup field, a
drop down list of values appears. Otherwise, a text box appears for you to type in criteria values.

Entity Criteria 0
Add Metadaizl

Entity
Entity Name =

Brief Contains
Entity Type = |
Entity Status I
Classitication
Dissemination
Created By
Modified By
Created Date
Modified Date
Start Date

Airline Flight T
Attendee

Bank Account

Buyer

Company

Country

Crime

Department

Doctor

Domain

Email Address

Event

Exchibitor

Fax Mumber

Governmental Organization
Handset

High School

Hospital

Incident

Industry

Investor

IP Address

Item

Location

Manufacturer

Middle School
Mon-Governmental Organization
Organization

Persan i

Specifying Criteria with a drop down list

m

]
ol
i =1
=
=
[ul
m
wpupn
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Entity Criteria 0

Add Metadazl

Entity Name
Brief

Entity Type
Entity Status
Classification
Dissemination
Created By
Modified By
Created Date

Entity

[
o
=
-
o
@A

Specifying Criteria with a text box

Removing an Entity Criteria Block

If you want to remove an Entity Criteria block, click on its blue border to select it. A green
highlight appears around the block. Click the [Del] key to delete the block.

Entity Criteris 0

Add Metadaa

Contains

Entity

Multiple Entity Criteria Blocks

You can add any number of Entity Criteria blocks. Each one creates an AND condition. For
example, the following criteria return all entity records where the Entity Type is Location and all
entity records where the Entity Type is Person:
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') Query Builder
0 o =] gl & P e _
MNew Query Open Query Save Query Mew Entity Criteria  Mew Relation Criteria  Run Query QutputTe  Close
Entity Criteria 0 = Entity Criteria 1
Add Metadaiz| Add Metadalz|
l_ Entity Entity
Entity Name = Entity Name =
Brief Contains Brieh Contains
Entity Type = Location Entity Type = Persan
Entity Status = Entity Status =
Classifiction = Classifigtion =
Dissemination = Dissemination =
Created By = Created By =
Modified By = Maodified By =
Created Date = CreatedDate =
[Modified Date = ModifiedDate =
Start Date = Start Date =
[End Date = End Date =
Latitude = Latitude =
Longitude = Longitude =
Weight = Weight =
[Entity 1d = Entity Id =
ouD = 00D =
Value = Value =

Running a Simple Query

In this example, you create a single entity criteria box. Leave the operator set to =. In the Entity
Type field, select “Person”. You have now defined a query that retrieves all entities from the
database where the Entity Type field is set to Person. Click the [Run Query] button. After a
moment, the Query Results area is updated with the results of the query.

4 Query Builder E=E(ESH =7
0 =] =] 8 % P I |
New Query Open Query Save Query New Entity Criteria New Relation Criteria  Run Query OutputTo  Close
» | Getting Started B
Entity Criteria 0
Add Metada DUy
Faiy Open an existing query
Entity Name = Save current query
Brier Contains
Entity Type = Person Add a new Entity criteria
Entity states = =
Classification = Add a new Relation criteria
Disseminadon =
Created By =
ModfedBy =
Created Date =
Modified Date =
Start Date = T-IPS
End Date = Start by adding a new
Cafitude = ariteria to the buider.
Longitude = Chaase the fields that best
Weight = describe the criteria,
Entity 1d =
UUD = -
e Add metadata fields and
@ nputther expected values.

& view (@ View pand group: 10SE drouns i i
") Cardview (@ TableView [|Grouparea [¥]Images Expand aroups Collapsegroups Cick on the equal sign to

Entity Name Entity Type | Entity Status | Classification Level | Weight Value Dissemination Type | Created Date | change the equality
Thomas Person Active 50 101302011 3| Operators.

Kelly Person Active 50 101132011 2

Mark Person Active 50 101132011 3

Brian Person Active 50 1032011 2 se Cirl-+MouseWhesl to
Mary Person Active 50 100132011 3. Zzoom-in or zoom-out.

< i ' | UseDelkey to delete

node.

Query Results | Query Preview|

Adding Relationship Criteria
Adding relationship criteria allows you to query for entities and relationships. To add a new
Relationship Criteria block, click the [New Relation Criteria] button on the Query Builder toolbar.

The first step is to identify to which Entity Criteria blocks the new Relationship Criteria should
apply. A Relationship Criteria must point to two Entity Criteria blocks. When you press the [New
Relation Criteria] button, the Create Relation dialog appears:
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Create Relation @

Choose the entities to create arelationship :

From Entity: To Entity:

~ =)
Entity Criteria 0
Entity Criteria 1 |

[ OK l I Cancel ‘

Select the From Entity and the To Entity values from the drop down lists and click the [OK]
button. The Query Builder creates a new Relationship Criteria block and draws lines to join the
two selected Entity Criteria blocks.

Specifying Relationship Criteria
The Relationship Criteria block functions similarly to the Entity Criteria block. The left side lists
the fields, the middle section contains operators, and the right side contains criteria.

The following query would return all Person entity records that have a “committed at”
relationship to any Location entity records where the entity name is Oregon:

[ Entity Criteria 0 [=] Entity Criteria 1
Add Metadata Add Metadata
Entity Entity
Entity Name = Entity Name =
Brief Contains = Relation Criteria 0 Brief Contains
Em:!T:}I Type = Person Relation Ent!ty Type = Location
ET::‘:ﬁg;:‘ : RelationType = Locatedin ET:glﬁgégi :
Dissemination = EEEWD[;::E f Di jon =
e S | LCEC— — {Vodedn—=
CreatedDate = Classifition = CreatedDate =
Modiied Date = EresiiM] = ModFedDae =
Start Date = DissenineiniEes Sart Date =
End Date ; FEEED - End Date ;
aftude = FoLY = Tatitud =
Longitude = aue _ Longitude =
[Weight = Weight =
Entity 1 = Entity 1d =
UuD = uuD =
[Value = [Value =

Query Results

After defining the query criteria, click the [Run Query] button on the Query Builder toolbar to
run the query. The amount of time it takes to run the query is dependent on the size of your
data and the complexity of the query. After a few moments, the Query Results pane is updated
with the results.

o
“) Cardview (@) TableView [T|Grouparea [#]Images Expand groups Collapsearoups

Entity Name Entity Type | Entity Ststus | Classification Level | Weight Value Dissemination Type | Created Date | Created By | Modified [
Thomas Person Active 50 10122011 3. Admin 10137207
Kelly Person Active 50 10/13/2011 3. Admin 1013201
Mark Person Active 50 10/13/2011 3. Admin 10/13/2017
Brian Person Active 50 1011372011 3..  Admin 101372017
Mary Persan Active 50 10122011 3. | Admin 10132011

4 m r

Query Results |Query Preview,

Sorting

You can sort the results by any of the fields by clicking on the column’s header area. For
example, to sort by Entity Name, click on the Entity Name header. The first click sorts the data in
ascending order. Click the same column header again to sort the data in descending order.

Grouping
You can group the results by any of the fields by checking the [Group area] check box to show
the group area bar, and dragging a column header onto the group bar. To un-group, simply drag
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the column header back to the row of column headers. Each group appears with a [+] / [-]
button next to it. Click the button, or use the [Expand groups] and [Collapse groups] options to
expand or collapse groups.

Note that you can also sort fields while grouping, and that you can group by multiple fields by
dragging additional column headers onto the Group Area.

CardView

The default view for the grid is TableView. To see more details about entities, you can switch
from TableView to CardView by selecting the [CardView] option.

Use the [Expand groups] and [Collapse groups] options to see an expanded or condensed view
of the data.
Using the Query Results

Once you have defined and run your query, you can send the results to various functions. Click
the arrow on the [Output To] button to see a list of output destinations:

e Visualizer: Sends the results of the query to Visualizer for analysis and visualization.
e Reports: Sends the results of the query to a report you specify

e  XML: Saves the results of the query to an XML file for use with other programs.

Saving and Loading Queries
You can save your query for use at a later time.
Saving a Query

Click the [Save Query] button on the Query Builder Toolbar. The Save Query Form appears:
.H Save Query @

Title:

Created by: Created on:

Modified by: Modified on:

Description:

Tahoma ~ |8 v&vﬂfgéé:zé{;g":}’

Specify a name for your query, and optionally type descriptive notes in the Description field.
When ready, click the [OK] button to save the query. Queries are saved directly in your
database.

Loading a Query

To load an existing query, click the [Load Query] button on the Query Builder toolbar. The Load
Query form appears:
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=2 Open Query [ e
E %

Open Delete Close

Title Created By | Created Date Modified... | ModifiedDate
| Admin |6/11/2012 10:50... | |
People and Places Admin 6/11/2012 10:50...

Select the query to load and click the [Open] button.

Deleting a Saved Query

To delete an existing Saved Query, click the [Load Query] button on the Query Builder toolbar.
When the Load Query form appears, select the Query that you want to delete, and click the
[Delete] button on the toolbar.

76 « Chapter 8: Query Builder Sentinel Visualizer



Chapter 9: Visualizer

Sentinel Visualizer provides powerful capabilities beyond the entity and relationship database.
Through the Visualizer, you can create network link charts, perform ad-hoc analysis, and
automatically calculate Network Metrics. Additionally, work you do in the Visualizer can be
saved and shared with other users.

Visualizer Interface

The Visualizer interface consists of a main window that is divided into several areas.

L Visuatizer [E=mEoR ==
= z T x O O -J_claa Z. 3. 9 -
[ Mew Open Ssve Savei: Getnsity GetLinks Delete Back meudl TOOIbarArea Lmlpu'. Filtered | Filter Unlinked | Entity i oogle Earth 3D Viewer
Rebwork 1615 | Timek "
e — | View Tabs | =
Filter 3
Ertities E‘
Flese  Defin o
&
Relationshizs &
FlEnstie Defins H
E
H
Squeich: H
View Area e | | B
=
i
Low High E
Less Thass
Hone -
1
Desais a
Hane aelecned
Information Tabs
Metwark Metnos | Detais Tise Range | Ungreed

The Toolbar provides command buttons and other controls for commonly used tasks.

View Tabs show your data in various formats including network, timeline, and
geospatial.

Tool Tabs provide access to various visualization and analysis tools.

Information Tabs provide network analysis, entity and relationship details, and time
range tools.

View Area provides a visual representation of entities and relationships according to
the View Tab that is currently selected.
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Quick Tour

To give you a feel for what the Visualizer offers, this section provides a quick introduction to its
features. To open the Visualizer, click [Visualizer] on the Start Page.

Picking an Entity

The first step is to select an entity from your database as the starting point. Click the [Pick
Entity] button on the toolbar, and the standard Entity Search form opens. Use Search Assist or
Advanced Search mode to return a list of search results. Then double-click on the entity that you
want to use as the starting point, or select it and click the [OK] button. Visualizer adds the entity

you selected to the graph.
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Getting Links

Next, you'll want to see the relationships for the entity that you added to the graph. Click on the
entity to select it, and a green box appears around the entity to indicate that it is selected. Click

the [Get Links] button on the toolbar.

Another way to get links is to click on the [+] button that appears next to the entity. If the entity
has any relationship links, the [+] appears; otherwise, it does not.

After a moment, Visualizer displays all entities that are directly connected to the selected entity,
and draws lines to represent the relationships.
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You can click on any entity in the graph and get its links also. This allows you to explore the
network and expand your view. You may find it useful to set the Zoom level to “Fit to Page” by

using the Zoom button on the toolbar.
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Using Network Metrics

As your network gets more complex, you may want to use Network Metrics to apply automated
analysis to the data. This makes it easier to rank entities by a variety of criteria. Select the
Network Metrics tab at the bottom of the screen, and click the [Calculate] button. Visualizer
calculates all values for the entities in the graph.
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You can click on any entity in the list to locate it on the graph, or click any entity in the graph to
select it in the list. Additionally, you can use the [Group area] check box to group the grid by any
column, or click on any of the column headers to sort by that column.

Using Gradient Metrics

Now that you have your network visually displayed, and Visualizer has calculated a variety of
useful metrics, you can use the Gradient Metrics feature to visualize Network Metrics on your
graph. Select the Gradient Metrics tab on the right of the Visualizer window. Click on each value
in turn to show a visual representation of each entity’s ranking within that value.
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Saving Your Work

At any time while using Visualizer, you can save the current state of your work

button on the toolbar to show the Save Visualizer form.

. Click the [Save]
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Type a title that describes the graph, and optionally use the Description/Comments field to
include narrative or other explanatory text. Click the [OK] button to save your changes to the
Sentinel Visualizer database. This graph can be opened by you or any Sentinel Visualizer user
who shares the database, allowing a high degree of information and analysis sharing.

How Visualizer Interacts with the Database

The Visualizer’s central purpose is to allow you to select entity and relationship information
from your database to visualize and analyze networks. In the Quick Tour above, you learned
how to use the standard Entity Search form to query the database for items to show on the
graph.

The remainder of this chapter explains how you can add ad-hoc entities and relationships to the
Graph to support hypothetical scenarios.

Since you can save any number of Visualizer graphs to the Sentinel Visualizer database, it's easy
to manage multiple scenarios and analysis needs. While working with these various options, it is
important to understand the distinction between entity and relationship records in the
database, and how Visualizer Graphs are saved.

Formal Database Items

The entities and relationships that you view, edit, and add to the database are considered
“formal” items. They have been added to the database according to your organization’s
information policy, and even though some items may be based on less credible or reliable
information, they are nonetheless considered to be part of your body of knowledge.

Since you interact with formal items through the entity and relationship search, view, and edit
features, you can provide rich information, including metadata, notes, documents, and topics.
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With Visualizer, entities and relationships are not saved back to the entity and relationship
tables in the database. Rather, they are saved as a Visualizer Graph, which contains pointers to
entities and relationships in your database.

Informal Database Items

When you use the ad-hoc entity and relationship features in the Visualizer, the resulting items
are considered “informal” database items. Informal items do not have the same support for
metadata, notes, documents, and topics—they simply have a name and a type.

This means that they are not saved as entities and relationships in the database. Instead, they
are stored as items in the Visualizer Graph that you save. This design allows you to add any
number of informal items to your knowledgebase, and save them in a way that prevents
informal items from being intermingled with formal data.

Promoting Informal Items to Formal Items

As you work through your analysis process, you may find that some informal items turn out to
be real data—that is one of the central values of Sentinel Visualizer. For example, an ad-hoc
entity that you added to your Visualizer Graph last week turns out, through new intelligence, to
be an actual person with a known name and location.

In this case, you should “promote” the informal item to a formal item. The typical process for
promoting items is:

1. Ensure that you adhere to your organization’s information policy concerning data.

2. Add a new entity or relationship to the database using the Add Entity or Add
Relationship wizards described earlier in this manual.

3. Update your Visualizer graphs to replace any ad-hoc entities or relationships with the
Formal items from the database.

Tool Areas

In order to maximize the amount of space within the Visualizer interface, the tab areas are
designed to be sized, moved, or hidden. This applies to both the tool tabs on the right, and the
information tabs on the bottom.
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e To move the entire tool area, click on the blue area at the top of the tool area, hold the left
mouse button down, and drag the window to its new position.

e To automatically hide unused tool areas, click the pin icon in the upper right corner of the
tool area. The tool area automatically shrinks to provide more screen space for the graph.
To reactivate the tool area, simply move the mouse cursor over the desired tab.

o To “tear off” a specific tab, click on the tab, hold the left mouse button down, and drag it to
its new position.

e To resize a tool area, move the mouse cursor over the border until the cursor changes to a
resize picture, then click and drag the area to the desired size.

As a convenience, Sentinel Visualizer remembers your last tool area positions and settings when
you close the Visualizer. The next time you open the Visualizer, your tool areas are restored to
the saved positions and settings.

Dockable Windows

The window areas in the Visualizer form are designed to be dockable at multiple locations. This
allows you to interactively “design” a workspace that is most conducive to the way you want to
see data.

How to Dock an Entire Window

To move an entire window (i.e. either the Information Tabs window or the Tool Tabs Window),
click on the blue title bar of the window and start dragging it. The window shrinks and a series of
drop points appear. Drop the window on the desired drop point.
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How to Dock a Tab

You can also “tear off” a tab using the same technique. Click on any of the tabs and start
dragging. That tab shrinks and moves. Drag the tab to the desired drop point and release the

mouse button.

Multi-Monitor Support

The Visualizer supports multiple monitors. If your computer has more than one monitor, and
your display adaptor and driver software support multiple monitors, you can configure
Visualizer to provide a larger working area.

There are two ways to leverage multi-monitor support when using Sentinel Visualizer.

Tool Areas on a Second Monitor

Using the techniques described above in “Working with Tool Areas,” you can drag tool areas
onto your second monitor. This frees up more screen area on the primary monitor for the graph.

Primary Monitor Secondary Monitor

Stretching

Un-maximize Sentinel Visualizer by clicking on the “Restore Down” button & in the top right
corner of the main Sentinel Visualizer window. You can then drag the overall Sentinel Visualizer
window to extend to both monitors.
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Toolbar

The Visualizer toolbar provides command buttons and other controls for commonly used tasks.
Each toolbar item is summarized here, and complete details about each operation are included
later in this chapter.

_1 New: Clears all entities and relationships from the screen. Use this
option when you want to start a new Visualizer session. If you made
Mew changes to the current Visualizer Graph, you are prompted to save
changes.
- Open: Allows you to open a previously saved Visualizer Graph. If you
have unsaved work in your current Visualizer Graph, you are prompted
Cpen to save changes.
l.'i_" Save: Saves your current Visualizer Graph. You are prompted to enter a
title, and optionally a description.
Save
_.?ﬂ Save As: Saves your current Visualizer Graph under a new name.
Save As
y Get Entity: Displays the Entity Picker form so you can add an entity to
_ the Graph.
Get Entity
S o Get Links: Queries the database for all relationships for the currently
Get Links selected entity, and displays the related entities and relationship in the
1 Degree isualizer graph. Clicking this button retrieves all links that are one
o egree away from the selected entity. To select 2, 3, or 4 degrees, click
=gree he down arrow next to the [Get Links] button, and select the desired
3 Degree number of links.
4 Degree
g .'r/E:”Ck the button f’f— Click the arrnw_\-\\
EEt‘."&'EEI"I [ tolacﬁ\‘ate its to see more
primary tions for th
GetAllLinks | function button
T
Get Linkg
d.i
Gctl.lnks'
1 Dagraa
2 Degres B
3 Degree
4 Degree
Batwaan E
Gat &l Links
= Collapse: Removes all connected 1 degree entities and their
Collapse relationships for the current entity.
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Delete: Removes the currently selected entity or relationship from the
graph. By default this option does not remove anything from the actual
database—only the current graph. Select “Remove from database” to
remove the items from the database.

Back: Undoes the previous operation.

Forward: Redoes the operation last undone with the [Back] button.

Layout: Automatically arranges the Graph according to the layout type
you select. Click the down arrow next to the button to see the list of
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available layout types.
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Zoom: Sets the magnification level for the graph area. Use the down
arrow next to the button to see a list of available zoom levels.

Output: Allows you to print your current graph, or a report for the
raph, with a variety of options. Use the down arrow next to the button

PDF
Report
Reports
Export

Filtered to Visualizer

EEE& !

Selected to Visualizer

to see the options.

x{'}_
Filtered

Filtered: There are various tools that can provide filters on top of the
current data shown in the Visualizer interface. These filters temporarily
hide entities and relationships based on criteria you specify. If any filter
is active, the Filtered toolbar button turns orange.

x{;
Filtered

You can then click the [Filtered] button to automatically turn all filters
off.
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25 Filter Unlinked: Sentinel Visualizer defaults to not display standalone
Filter Unlinked (unlinked) Entities. In other words, if an Entity does not have any
connections/relationships to at least one, other Entity, then Sentinel
Visualizer does not display that “unlinked” record. In other words,
Sentinel Visualizer filters out any unlinked entities. But you can display
those entities by clicking the [Filter Unlinked] button to turn off the filter

and display standalone Entities.

2 . Entity: Provides a sub-menu of entity-related options such as find,
Entity compare, and merge.
4~ Find  Ctrl=F
8 Compare
83 Merge

¢ Options: Allows you to configure various options for tools in the

-

Options Visualizer interface.
'ﬁj Reset Windows

w Styles

Kj Small Icons

_.
4 Layout

,“.,‘-' Google Earth: Launches the Google Earth integration.
Google Earth
"'unl 3D Viewer: Invokes the three dimensional viewer for the current graph.
3D Viewer

Basic Graph Operations

The Graph area provides an interactive surface to view and manipulate entities and
relationships. Typically, you use the Pick Entity feature to select an existing entity from the
database, and then use the Get Links feature to find all relationships to and from that entity.
You can also create ad-hoc entities and relationships to see their effect on the overall network.

Adding Entities and Relationships

To add an entity to the graph, click the [Pick Entity] button on the toolbar. The Pick Entity form
that appears is essentially the same form as the Entity Search form explained in Searching for
Entities on page 24.

Sentinel Visualizer Chapter 9: Visualizer « 87



% Entity Picker

Search Assist brian| - Search « | Advanced Search 5
CardView (@ TableView [T|Grouparea [[|Images Expand groups Collapse groups
Accur Found In Entity Name Entity Type | Entity Status | Pramary Picture Weigh
Pl 1] 2

Status: ready for search.

| OK | Cancel l

Use either Search Assist or Advanced Search mode to find the desired entity. To add an entity to
the graph, double-click on it in the search results area, or select it and click [OK].

Getting Links

To add an entity’s relationships to the graph, click on the entity to select it, and then click the
[Get Links] toolbar button. By default, the Get Links function gets all relationships that are
directly connected to the selected entity. This is called “one degree” because it gets all entities
that are within one degree of connection to the entity.

Additionally, if the entity has any links available, it displays a [+] button next to it:

=

8139

Clicking on the [+] button gets all one degree relationships for the entity.

You can also use the [Get Links] button to get 2, 3, or 4 degrees. At most cases, 1 or 2 degrees is
the best approach. Higher degrees may give you a graph that is cluttered, especially if you have
a large number of entities and relationships in your database.

Getting Links between Entities

When you select two entities, additional options are available for retrieving the links between
them.

3;"’
Get Links

1 Degree

2 Degree

3 Degree

4 Degree

Between » 1 Degree

Get All Links 2 Degree
3 Degree
4 Degree

The “Between” option highlights all links between two selected entities:
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The Get All Links option gets all links between all entities currently on the graph. It does not
retrieve entities, just relationships.

Ad-Hoc Items

In addition to adding entities and relationships to the graph by querying the database, you can
also add your own ad-hoc items. Ad-hoc entities and relationships provide a way for you to
visualize hypothetical or otherwise informal items to further your analysis process.

To add an ad-hoc entity, click the [Add Items] tool area button. A list of entity types appears.
Click on the appropriate entity icon and drag it to the View Area.
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It is important to remember that ad-hoc items are not automatically saved to the database as
formal entities and relationships. Instead, they are stored with your Visualizer Graph when you
save it. You can specify that ad-hoc items are to be saved to the database. For more
information, see Saving and Loading Visualizer Graphs on page 100.

Adding Ad-hoc Relationships

To add an ad-hoc relationship, click the [Draw Relationships] checkbox to switch to Ad-hoc
Relationship mode. This mode allows you to manually “draw” relationships. Click on an entity,
and drag the mouse cursor to another entity for the Visualizer to draw a relationship. As with
ad-hoc entities, you can right-click on the relationship to specify its type. When you're finished
drawing ad-hoc relationships, un-check [Draw Relationships] to turn off Ad-hoc Relationship
mode.

Selecting and Moving Objects

Once entities and relationships are displayed on the graph, there are a variety of ways to
interact with them:

e Selecting a Single Object: Select an entity or relationship by clicking on it. This sets
focus to the object and provides the context for other operations such as Get Links
and Remove.
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e Selecting Multiple Objects: Select multiple objects by dragging a bounding rectangle
around the objects. To do this, click the mouse within an empty area of the graph,
and drag the bounding rectangle to encompass the objects you want to select. You
can also select multiple objects by holding down the [Ctrl] key and clicking on each
object.

e Selecting All Entities: Click the Windows Select All key sequence (Ctrl-A) to select all
entities. Note that if you have a graph with many hundreds of entities, the Select All
operation may take some time to complete.

e Moving Entities: To move an entity, click on it, hold down the left mouse button,
drag it to a new location, and release the mouse button to finalize the operation.

e Moving Multiple Entities: First, select the objects using one of the methods
described in “Selecting Multiple Objects” above. Then drag the selected items using
the mouse.

e Multiple Relationships: Some entities may have multiple relationships between
them. If this is the case, they are shown as “x relationships” (where x is the number
of relationships). To see the individual relationships, click on the relationship text,
and the Details tab updates with information about each of the relationships.

e Launching the Entity or Relationship Viewer: Double-click on an entity or
relationship to open the entity or relationship viewer. Note that this function is
disabled for ad-hoc entities and relationships, since there is no database entry for
ad-hoc items.

Using the Find Function

As you add entities and relationships to your graph, it becomes more difficult to locate specific
entities, but the Find function makes this easier. Click the Find button on the toolbar and the
Find dialog appears:

Find ]

Find what:

Match case Cancel

Type the name (or any portion of the name) of the entity to search for, and click the [Find Next]
button. This finds every occurrence of your search phrase in the entity names of the entities
currently on the graph. Click [Find Next] to cycle through all matches. Check the [Match case]
checkbox if you want the search to be case-sensitive.

Using the Zoom Function

Use the Zoom dropdown control on the toolbar to adjust the zoom level of the grid. You can
also set the zoom level by clicking anywhere on the Visualizer diagram, holding down the
[Control] key, and using the mouse wheel to zoom in and out.

Getting Detailed Entity and Relationship Information

Double-click on any entity or relationship to open the item in the View Entity or View
Relationship form. This gives you access to the complete information for the item.

Also, as you click on entities and relationships, the Details Tab in the Information Tabs area
updates to show information about the item.
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Navigator

As you add entities and relationships to the Visualizer graph, the complexity of the graph can
make it difficult to navigate. You may want to zoom in to see detail, and zoom out to see
patterns. The Navigator window provides a thumbnail view that allows you both zoomed and

un-zoomed windows. Use the Navigator to:

o Change the viewport size: Click anywhere in the Navigator window and hold down the left
mouse button. As you drag, the Navigator draws a new viewport.
e Change the viewport area: Click on the viewport window frame, and hold the left mouse
button down while you drag. The main Visualizer graph repositions to be in sync with the

viewport area.

e Zoom the Navigator window: Hold down the [Control] key and rotate the mouse wheel up

or down to zoom in or out.
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Automatic Layouts

Sentinel Visualizer provides a variety of automatic layout routines that can organize the entities
and relationships in your graph in more understandable and manageable patterns. Use the
Layout toolbar button to select and initiate automatic layouts. Click the arrow on the right of the

Layout button to choose a layout style.
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Incremental Layout

Incremental layout uses a “force-directed” layout algorithm. Force directed algorithms see the
graph as a modeled physical system, where the entities and relationships are bodies of the
system. These bodies have forces acting on or between them. Often the forces are physics-
based, and therefore have a natural analogy, such as magnetic repulsion or gravitational
attraction. The end result is a layout that can highlight clusters and groupings.
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Incremental Layout

A special feature of the Incremental layout is that it does not modify positions of existing
entities as you use the Get Links function. This is useful as you manually arrange entities and
repeatedly use the Get Links function.

Circular Layout

The circular layout option organizes entities and relationships in a circular pattern. There are
two variations on the Circular layout: single circle, and multiple circles—select the preferred
option in the Layout Options dialog (see page 95).
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Force Directed

The Force Directed layout uses the same technique as the Incremental Layout. The difference is
that it moves all entities in the graph, whereas Incremental only arranges new ones.

Force Directed Layout

Hierarchical Layout

The Hierarchical layout option arranges entities in a hierarchy. As explained in Chapter 6:
Relationships, all Sentinel Visualizer relationships are directional—they point from one entity to
another in a specific direction. For example, Mary is the boss of Fred, Fred is the supervisor of
Joe, and so on. The Hierarchical layout option takes advantage of this design to show the
hierarchy of a graph. For example, if you select only organizational type relationships, you can
see the hierarchy layout of the entities.
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Hierarchical Layout
Orthogonal Layout
The Orthogonal layout creates schematic representations using only horizontal and vertical

orientations. Orthogonal layout places the graph’s entities on a grid of rows and columns, and
routes the relationships parallel to the x and y axes.

Orthogonal Layout

Layout Options

Each Layout type has various options associated with it. Click the Options button on the toolbar
to show the Layout Options form:
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| Layout Options @

Incremental Hierarchical
Performance Orientation
& @) Top to bottom
4= Speed Cuality = Bottom to top
Maximum processing time: |10 £ seconds Right to left
Left to right
Force Directed )
Circular
Performance
e Layout in a single drdle
4= Speed Quality mp @ Layout in multiple circles
Maximum processing time: |3g = seconds Orthogonal

| Length reduction

[ Ok ]| Cancel |

Incremental Options

e Performance: Use this slider control to balance between speed and quality. Faster speed
yields quick results, but the resulting organizational layout may not be ideal. Conversely,
moving the slider to the right for quality takes more processing time, but results in a better
visual layout.

e Maximum Processing Time: Use this control to limit the amount of time the Incremental
layout algorithm uses.

Force Directed Options

o Performance: Use this slider control to balance between speed and quality. Faster speed
yields quick results, but the resulting organizational layout may not be ideal. Conversely,
moving the slider to the right for quality takes more processing time, but results in a better
visual layout.

e Maximum Processing Time: Use this control to limit the amount of time the Force Directed
layout algorithm uses.

Hierarchical Options

e Orientation: Use this control to determine the starting placement for the layout algorithm.
For example, select the “Top to bottom” option to draw the diagram from the top of the
screen down.

Circular Options

o Type: Select single or multiple circles according to the type of layout you want.

Orthogonal Options

e Length Reduction: Check this box to reduce the length of lines used by the Orthogonal
layout algorithm.
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Visual Styles

The Visualizer allows a great deal of visual customization, allowing you to specify the exact look

of the graph. Click the [Styles] button on the toolbar to launch the Visual Styles form.

155 Visual Styles @

Load/Sawve
Visual style name
[Senh’neIDefauIt v] [ Sawve As l [ Delete l
General
Background: [_|Change [ oraw arid [ Anti-zlizsing
Entities

Draw Style Text

_ _ Show text Text color: il Chanae

(") Large icon (@) Picture . .

Font:  verdana 7 pt

() Small icon (©) Custom lz‘ Change Chanae

[ show barder Transparency: U 20%
Relationships
Line thickness: 2pt v Transparency: U 40%

Line Calor Text

I chanae [¥] Show text Text color: [JJJ] Chanae

[] To arrow [] Jump lines Font:  verdana 7 pt
Change
Restore Defaults [ Ok ] l Cancel ]

General Settings

e Background: Sets the background color of the graph.

e Draw Grid: Turns the grid background on or off.

e Anti-aliasing: Turns anti-aliasing on or off. Anti-aliasing smoothens the edges of text
objects for a higher-quality display, as shown below:

LIk SU Ly

2 Relationships

LINIREL LW

2 Relationships

Linked to Linked to
Linked to Linked to
Abu Mussab al- Linked to Abu Mussab al- Linked to

Zargawi

Zargawi

Anti-aliasing off Anti-aliasing on

Entities

e Draw Styles: Use this option to control how entities are drawn on the graph as
shown below:
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e Show Border: Determines whether or not a border is drawn around entities:
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e Transparency: Sets the transparency of the icons. A higher value is more
transparent.

e Show Text: Controls whether or not the entity has a caption showing its name.

e Text Color: Sets the color for entity text. Click the [Change] hyperlink to specify a
new color.

o Font: Sets the font for the entity text. Click the [Change] hyperlink to display the
standard Windows Font dialog to change the font.

e Background: Controls the background color of groups that you create in the graph
using the Groups feature. Click the [Change] hyperlink to specify a new color.

e Transparency: Sets the transparency of the group boxes. A higher value is more
transparent

Relationships

e Line Thickness: Sets the thickness for relationship lines, from 1 to 6 points.
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Transparency: Sets the transparency for relationship lines. A higher value is more

transparent.

Line Color: Specifies the color for relationship lines.
To Arrow: Specifies whether or not to draw an arrowhead at the terminus of the

relationship line.

Jump Lines: Specifies whether or not to draw jump lines when using the Orthogonal
or Hierarchical layout option.
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Show Text: Controls whether or not the relationship has a caption showing its type.
Text Color: Specifies the color for relationship text. Click the [Change] hyperlink to
specify a new color.

Font: Specifies the font for the relationship text. Click on the [Change] hyperlink to
display the standard Windows Font dialog to change the font.

Saving and Loading Visual Styles

When you click the [OK] button on the Visual Styles dialog, your settings are automatically
saved. The next time you start Visualizer, those settings are in effect.

You can save any number of Visual Style settings by clicking the [Save As] button, and entering a
name for the new style. To return to the default Sentinel Visualizer settings, click the [Restore
Defaults] button, and all settings in the current visual style are reset to their default values.

Output Tool

Visualizer supports various methods of sending the current graph to an image format, a printer,
or to a new Visualizer window.

PDF

o
kb=,

\i’/f
Filtered

=
Outputv
PDF

Report

i

Unlinked | E

Reports

Export

Filtered to Wisualizer
Selected to Visualizer

HMIL

N T

Select the PDF option to create an Adobe Portable Document Format (PDF) file. When the dialog
box opens, enter the desired name of the PDF file.
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Report

Send the current Visualizer Dataset to a Report with an image of the network and a list of the
Entities.

Reports
Sends to current Visualizer Dataset to the built in Reports.

Export

Click the Export option to export a picture of the current graph. The Export as Picture form appears:

L8] Export as Picture @
Preview Image information

V| Size to fit preview Height: 817

Width: 1525
HRes: 96
WV Res: 90

Export format
- e E _,' - @ Portable Network Graphics (PNG)
- A ] = 5 Compressed (JPEG)

ot | s P : B Smallest Size Highest Quality
.S # =—8-——R . - (8
- e B Uncompressed (Windows Bitmap)
L Color format
v . “m @ Color

Grayscale
Options

V| Open picture after export

[ Export ] | Close |

The Preview area shows a thumbnail view of the picture to be exported. Uncheck the [Size to fit
preview] checkbox to see the full view.

Specifying Options
Use the Export format controls to specify formatting options for the picture. The JPEG format

uses compression to result in a smaller file size, but may lose some information fidelity. You can
control the amount of compression for JPEG files using the Size/Quality slider.

The Windows Bitmap format is uncompressed and provides the highest picture quality, but
results in larger file sizes. You may want to experiment with the file formats and compression
ratios to arrive at the best option for your needs.

You can also convert the default color image to grayscale by selecting the grayscale option.

Saving the Picture

After setting the options, click the [Export] button and specify a location and file name for the
exported picture. If you checked the [Open picture after export] checkbox, Sentinel Visualizer
launches the picture using the program associated with the file type in Windows.
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Filtered to Visualizer

The Filtered to Visualizer options makes it easy to create a new Visualizer window that contains
only the elements in the current view that are not filtered out. This opens a new Visualizer
window containing the filtered entities and relationships, while leaving your current Visualizer
state unchanged.

Selected to Visualizer

The Selected to Visualizer option takes all the currently selected items and creates a new
Visualizer window with just those items. This opens a new Visualizer, while leaving your current
Visualizer state unchanged.

XML

Saves the data as a standard XML file with the file name and directory you specify.

Saving and Loading Visualizer Graphs

As you work with the Visualizer, you are likely to create many graphs to handle multiple analysis
projects. Visualizer allows you to save your graphs, and optionally share them with other
Sentinel Visualizer users.

When saving a graph, it is important to understand that there are three types of data active in
the Visualizer tool:

e Graph is the pictorial representation of entities and relationships. Graph data consists of
pointers to entities and relationships, and their position on the graph.

e Database Items are entities and relationships that are retrieved from the database via
the Get Entity operation and the Get Links operation. Database entities and
relationships are stored in the database and therefore are available through standard
database functions like Search, Add New, Reports, Export, etc. Ad-Hoc items are the
entities and relationships that you create “on-the-fly” using the Add Items Tool area. Ad-
Hoc items are not automatically saved to the database. As such, they exist only in a
saved Visualizer graph and are cannot be accessed by the Sentinel Visualizer functions
such as Search, Reports, Export, etc.

When you save your graph, the Graph information is saved. The Database Items are not saved
since it is always repopulated with its current information when the graph is retrieved. The Ad-
Hoc items can be saved to the database, or merely kept as part of the Graph Data.

Saving Your Graph
To save a graph, click the [Save] button on the toolbar. One of two forms appear:

Saving “Database-Only” Graphs

If your graph has no ad-hoc entities or relationships, the standard Save form appears. This form
allows you to type a title and comments. When you save using this screen, the system saves the
layout of entities and relationships on the graph, and pointers back to the entities and
relationships in the database. It does not save anything back to the entity and relationship
records in the database.
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Modified by: Modified on:

| | | |

Description:
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Type a title that describes your graph, and optionally type notes in the Description field using
the same techniques you learned in Working with Notes. Notice that the system automatically
stores your user name and the create date/time in the “Created by” and “Created on” fields.
Additionally, when you or another user changes this graph, the “Modified by” and “Modified
on” fields are updated. This makes it easy to keep track of saved graphs by user name and date.
Click the [OK] button save your graph, or click [Cancel] to return to Visualizer without saving the
graph.

Saving a Graph with Ad-Hoc Items

If your graph contains one or more ad-hoc entities or items, the Save command opens a
different version of the Save Graph form.
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This form allows you to save your Graph Data just as the standard form does; however, it also
adds the ability to save your ad-hoc entities and relationships to the database as actual entity
and relationship records. The following options are available:

Save Network: Check this option if you want to save the Graph Data, which is the

collection of entity and relationship pointers and their locations and layout on the View

area.

Save All New Items to Database: Check this option to save all your ad-hoc entity and

relationship items, as shown in the Unsaved area, to the database. Once ad-hoc items
are added to the database, they are no longer ad-hoc. They are now “Formal” database
items, and therefore are available through standard database functions like Search, Add

New, Reports, Export, etc.

Loading a Graph

You can load a previously saved graph by clicking the [Open] button on the toolbar. Note that if
you have unsaved work in the Visualizer, you are prompted to save your current work first. After

a moment, the Open Visualizer Diagram form appears.
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& Open an Analyzer Diagram

EE>

Dpen Delete | Close

Tikle Created By Created Date Modified Bv | Modified Dake
Analysis of the Zarkawi Met...  Admin SI19Z005 12:52..

analysis of the Al Qaeda Cell Admin S119/2005 12:53...  Admin SI19/2005 12:5...

Select an item in the list and click the [Open] button on the toolbar. To close this form, click the
[Close] button. To delete an existing item, select it in the list and click the [Delete] toolbar
button. Note that you can only delete your own items—only Administrative users can delete
items that don’t belong to them. For more information, contact your Sentinel Visualizer System

Administrator.
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Chapter 10: Network Metrics

Network Metrics are a key aspect of the Sentinel Visualizer automated analysis capabilities.
Network Metrics automatically analyze entities and relationships, and generate useful numerical
analysis in real-time. Using a combination of Social Network Analysis, statistical and graph
theory, and custom algorithms, Network Metrics give you the ability to rank entities by a variety
of criteria.

Social Network Analysis (SNA)

Some of the key concepts of Network Metrics come from the field of Social Network Analysis
(SNA). SNA provides a set of methodologies and formulas for calculating a variety of criteria that
map and measure the links between things. Using SNA, you can get answers to questions like:

e How highly connected is an entity within a network?

e What is an entity's overall importance in a network?

e How central is an entity within a network?

e How does information flow within a network?
SNA provides a rich set of metrics, many of which are used in the Sentinel Visualizer Network
Metrics functionality.
Degree Centrality

Degree centrality is simply the number of direct relationships that an entity has. An entity with
high degree centrality:

e Is generally an active player in the network.
e s often a connector or hub in the network.

e Is not necessarily the most connected entity in the network (an entity may have a large
number of relationships, the majority of which point to low-level entities).

e May be in an advantaged position in the network.

e May have alternative avenues to satisfy organizational needs, and consequently may be
less dependent on other individuals.

e Can often be identified as third parties or deal makers.
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In our example network diagram, Alice has the highest degree centrality, which means that she
is quite active in the network. However, she is not necessarily the most powerful person
because she is only directly connected within one degree to people in her cliqgue—she has to go

through Rafael to get to other cliques.

Betweenness Centrality

Betweenness centrality identifies an entity's position within a network in terms of its ability to
make connections to other pairs or groups in a network. An entity with a high betweenness

centrality generally:
e Holds a favored or powerful position in the network.

e Represents a single point of failure—take the single betweenness spanner out of a

network and you sever ties between cliques.

e Has a greater amount of influence over what happens in a network.

Frederica Jim

[ : IModerate betweeness

. High betweeness

Mary Bob Stefan

In this example, Rafael has the highest betweenness because he is between Alice and Aldo, who
are between other entities. Alice and Aldo have a slightly lower betweenness because they are
essentially only between their own cliques. So although Alice has a higher degree centrality,

Rafael has more importance in the network in certain respects.

Closeness

Closeness centrality measures how quickly an entity can access more entities in a network. An

entity with a high closeness centrality generally:
e Has quick access to other entities in a network.
e Has a short path to other entities.
e Isclose to other entities.

e Has high visibility as to what is happening in the network.
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As with the betweenness example, Rafael has the highest closeness centrality because he can
reach more entities through shorter paths. As such, Rafael's placement allows him to connect to
entities in his own clique, and to entities that span cliques.

If the network contains any entities that are un-linked (i.e. not linked to any other entities), the
Closeness value for all entities in the network is 0. This is due to formulas and algorithms
established in Social Network Analysis.

Eigenvalue

Eigenvalue measures how close an entity is to other highly close entities within a network. In
other words, Eigenvalue identifies the most central entities in terms of the global or overall
makeup of the network. A high Eigenvalue generally:

e Indicates an actor that is more central to the main pattern of distances among all
entities.

e Is areasonable measure of one aspect of centrality in terms of positional advantage.

(__)Moderate eigen value

. High eigen value

In this example, we can see that Alice and Rafael are closer to other highly close entities in the
network. Bob and Frederica are also highly close, but to a lesser value.
Hub and Authority

Entities that many other entities point to are called Authorities. In Sentinel Visualizer,
relationships are directional—they point from one entity to another. If an entity has a high
number of relationships pointing to it, it has a high authority value, and generally:

e |s a knowledge or organizational authority within a domain.

e Acts as definitive source of information.
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Hubs are entities that point to a relatively large number of authorities. They are essentially the
mutually reinforcing analogues to authorities. Authorities point to high hubs. Hubs point to high
authorities. You cannot have one without the other.

Calculating Network Values

Sentinel Visualizer calculates the above mentioned Social Network Analysis numbers, which are
useful in their own right for identifying key players in a network according to a variety of criteria.
Network Metrics extends this model by providing additional weighting and calculations. This
section explains each of these metrics.

Weight Value

As mentioned in Entity Field Values on page 20, each entity has a Weight field. You can enter a
value from 1 to 100 to weight the entity's importance based on your knowledge. The Weight
value is used in the calculation of the overall network value.
Calculated Value
Each entity has a status, such as Alive, Deceased, Incarcerated, etc. Certain status values have a
weight associated with them. These status values are used in the calculation of the overall value.
If a person is deceased, they represent less importance than if they are alive, yet they still may
represent a latent importance.
Network Value
The Network Value is a normalized form of the entity's Eigenvalue within the network, and is
used as the primary result of SNA feeding into the Sentinel Visualizer Overall Value.
Overall Value
Overall Value is calculated using a custom algorithm that uses the following values:

e Entity Weight Value

e Calculated Weight Value

e Network Weight Value

It is a key indicator of the entity's overall weight value within the network.
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Chapter 11: Advanced Analysis and Visualization

Now that you are comfortable with basic Visualizer operations, and have some background in
the operation of Network Metrics, you can apply these skills to the full Visualizer feature set. This
chapter covers these advanced analysis and visualization features.

Network Metrics Tab

One of the key abilities of Sentinel Visualizer is Network Metrics. This feature automatically
analyzes entities and relationships as you add them to the graph, and generates useful numeric
analysis in real-time. To see this analysis, click on the Network Metrics tab.

Network Metris L

Calculate Cardview @ Tableview Group area Expand groups Collapse aroups

&

Name Type
4484 Transaction
3is Transaction
7212 Transaction
Store - 715 Siore

Store - 1240 Store
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«

egree Betweenness | Closeness b Authority Weight
50
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50
5
50
50

Caleulated Weig. | Network =
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coeeoe <
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[Network Metrics | Details | Time Range | Unsaved

This tab shows a row of data for each entity in the graph. As with other grids available in
Sentinel Visualizer, you can sort the columns by clicking on the column headers. Click once to
sort in ascending order, and again to sort in descending order. You can also group records by a
particular column by checking [Group area] and dragging the appropriate column header to the
group area.

Calculating Values

For performance reasons, the numbers are not automatically updated as you work with the
graph. To update the Network Metrics grid, click the [Calculate] button. Most graphs update
almost instantly. The amount of time it takes to calculate these values depends on the number
of items in the graph, and the processing speed of your computer.

Closeness

The Closeness algorithm, by its nature, can only be performed on fully-connected graphs. If your
graph contains entities that are not connected to all other entities through at least one path, the
graph is not fully-connected.

This can happen when you use the Relationship Filter or Dataset Builder, Send to Visualizer, or if
you manually delete entities or relationships from the graph. In this situation, the Closeness
value for all entities is 0.

Changes to the Database

When you or other users make changes that affect Network Metrics (e.g. Weight or Status), the
numbers that appear in the Network Metrics tab are not updated. You must restart the
Visualizer to get the latest values.
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Gradient Metrics

After calculating Network Metrics, you can see iaradient Type

your graph of entities and relationships, and 7 calar
simultaneously see the entities ranked by an

array of metrics.

Gradient Metrics allow you to combine the two Lot

concepts by graphically displaying the Social V| size

Network Analysis and Weight Network Metric N
values as color and size gradients directly on the :
Visualizer graph. This offers better visual

comprehension of networks and their analysis Entities

values. Mone

Click on the Gradient Metrics tab to see the Degree

available options. Closeness

Simply click on one of the radio buttons and the E;Zt;_i?::ss
Visualizer graph updates to show the color and Hub

size gradients. Use the [Low] and [High] Authority
hyperlinks to select colors for the end-points of Entity ‘Weight

the gradient Use the slider to set the difference Entity Yalue

in size between low and high values.

Crverall Weight Yalue

Relationships

@ None

Relationship Weight
Relationship value
Reeliability

Credibility
Information Credibility
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Information Credibility

You can also use the Gradient Metrics feature to visualize information credibility, which is a
combination of a relationship’s Reliability of Source and Credibility of Information values. Turn
this checkbox on and Visualizer colors each line in gradients according to the overall Information

Credibility value.
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Visualize Tab

The Visualize Tab provides a variety of tools
that aid in the visual analysis and
understanding of a network.

Shortest Path

To show the shortest path between
entities, select any two entities by clicking
on the first entity, and then holding down
the [Ctrl] key while clicking on another
entity. Then click the [Show] button, and
Sentinel Visualizer highlights the shortest
path between the two entities. Use the
[Change] hyperlink to change the shortest
path line highlight color

Shaortest path:
B o
Al paths:

Shiow . Change | Filker

Find connections:

Link Traversal

Metadata
[] Medata Type

{not specified)
Wisualize:

Caolor:
@) Mone
() Cut-points

B chence

1 Cliques

Select Cliques to populate -

Show Members

All Paths

To show all paths between entities, select any two entities by clicking on the first entity, and
then holding down the [Ctrl] key while clicking on another entity. Then click the [Show] button in
the All Paths area. The Visualizer highlights all possible paths between the two entities.
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Use the [Change] hyperlink to change the shortest path line highlight color. You can also use the
[Filter] button to hide all entities and relationships that are not part of the entity paths.

Link Traversal

Click the [Link Traversal] button to see all relationships (up to four degrees) between the
selected entities.

Metadata Type

Metatdata Type allows you to color Entities based on a metadata value. The metadata must be
defined as a lookup type, such as Gender. You can specify the color of the metadata lookups in
Manage Database, Metadata Types.

Cut Points

Sentinel Visualizer uses Social Network Analysis to identify cut-points in a network. A cut-point is
an entity whose removal would cause a major disconnect between sub-groups in the network.
Select the Cut-Points option to highlight cut-points. Use the [Change] hyperlink to change the
cut-point highlight color.
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Cliques

Also through Social Network Analysis, Sentinel Visualizer can identify possible cliques within a
network. Cliques exist when an entity has five or more entities with 2 degrees of separation, and
all entities in the clique are within 2 degrees of each other. Note that entities may participate in

more than one clique at a time.

Select the Cliques option to generate a list. As you click on each clique in the list, the Visualizer
graph updates to visually indicate the members of the clique. Use the [Change] hyperlink to
change the clique highlight color. You can also click the [Show Members] button highlight all

members in the currently selected clique.

Declutter Tab

As you add more entities and relationships to
your graph, you may find that the visual clutter
makes it difficult to see various patterns or
important items and clusters. Visualizer offers
several “Declutter” features to help solve this
problem. Select the Declutter tab to see the
available options.

Entity Filter

You can easily hide and show items on the
graph using filters. The entity filter allows you
to define a set of conditions, and apply that set
as a filter. For example, if you have a complex
graph and want to switch to a view that only
shows people, use the entity filter. Click on the
[Define] hyperlink and the Define Entity Filter
form appears.

Filter
Entities

Enable Define

Relationships

Enable Define.

Squelch:

|None - |

N ——

Walue:

(blank indicates the value will be ignored)

|None - |

Ak least AL most

Apply

114 « Chapter 11: Advanced Analysis and Visualization

Sentinel Visualizer



2 Define Entity Filter M
Entity name: Entity ID: UuID:
Start date: |{not specified) | m}
End date: |(not spedified) | Choose
Status: Select all Clear all Classification: Select all Clear all
[¥] Alive Unclassified
Deceased For Official Use Only
Incarcerated Canfidential
Nane Secret
Unknown Top Secret
Entity type: Select all Clear all Dissemination: Select all Clear all
[ Airline Flight . PROPIN
[ Bank Account ORCON
[] Business uo
[[] company UASCO
[] Email Address | [F]WNINTEL
[ Event NOCONTRACT
[] Fax Number REL
[] Governmental Organization RELTO
[ High Scheal NOFORN
[ IED Attack
[[] Location
[] Middle School
[] military Action
[] Non-Governmental Organization -
General fields l Metadata/Topic l System fields
5] [
k

Using the Entity Filter

The Entity Filter dialog has three main areas:

e General Fields: Choose filters on general entity fields.
e Metadata/Topic: Choose filters based on an entity’s metadata and topic fields.
o System Fields: Choose filters based on system fields for the entity.

General Fields Filter

On the General Fields tab, select values to filter by. For the Entity Name, Entity ID, and UUID
fields, you can type in specific values. For all other fields, use the check boxes to select one or

more specific values.

Metadata/Topic Filter

On the Metadata/Topic Filter tab, select values to filter by that are related to an entity’s

metadata and topic field values.

Sentinel Visualizer

Chapter 11: Advanced Analysis and Visualization « 115



7 Define Entity Filter ==

Type: | (not specified) h | Value:

Entity Type: | {not specified) i | ConditiDI‘I:| AND hd |
Type: |[not specified) v| Value:

Entity Type: | {not specified) i | CDHdition:| ity =z |
Type: | {not specified) h | Value:

Entity Type: | (not spedfied) M |

Topic: Select all Clear all

V| Default

GeneralfielcE\ Metadata [Topic l System fields

Reset [ Ok ]| Cancel |

You can filter your data by up to three sets of Type/Entity Type filters. In the Type field, select
the Metadata Type on which you want to filter. Next, enter a value in the Value field. Finally,
select the Entity Type to which the filter applies.

For example, if your database has both mobile phones and land-line phones, then perhaps you
might want to display only mobile phones. In other words, you want to filter out everything
except mobile phones:

e inthe TYPE field, choose “Type of Phone”
e inthe VALUE field, enter: Mobile
e inthe ENTITY TYPE field, choose “Phone Number”

In other words, apply the “mobile” type of phone filter against entity types that are phone
numbers.

Using the CONDITION option, you could add a second filter with AND or OR. Perhaps you want
to see fax machines in addition to mobile phones. So, for Condition, choose “OR” and then

e inthe TYPE field, choose “Type of Phone”
e inthe VALUE field, enter: Facsimile
e inthe ENTITY TYPE field, choose “Phone Number”

You can also filter by Topic in this tab. Simply check or uncheck Topic values to create your Topic
filter.
Enabling and Disabling the Entity Filter

To enable your filter, check the [Enable] checkbox. All entities that do not match the criteria you
defined are hidden from view. Uncheck the [Enable] checkbox and all entities reappear.

It is important to note that the filter merely shows and hides entities—it does not delete them
from the graph, nor does it have any impact on the entity saved in the database.
Relationship Filter

Similarly, you can filter out relationships based on a variety of criteria. Click the [Define]
hyperlink and the Define Relationship Filter form appears.
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To enable your filter, check the [Enable] checkbox. All relationships that do not match the
criteria you defined are hidden from view. Uncheck the [Enable] checkbox and all relationships
reappear.

Remember that the filter merely shows and hides relationships—it does not delete them from
the graph, nor does it have any impact on the relationship saved in the database.

Squelch

In telecommunications, squelch is a function that filters out noise, making it easier to hear the
original signal. As you work with visualization and analysis on large networks, you will discover
the applicability of this metaphor. The Squelch feature filters “noisy” items. You can Squelch
both the lower and higher valued items.

Squelch:

[Nu:une v]

")

The following criteria are available through the Squelch feature:

e None: Turns the Squelch filter off
e Degree

o Closeness

e Betweenness

e Eigenvalue

Hub

Authority

Entity Weight

Entity Value

Overall Weight Value
Relationship Weight
Relationship Value
Reliability

Credibility

e Information Credibility
o Network Size
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When you select any value from the Squelch drop-down other than None, the feature becomes
active. As you move the Squelch slider control, the network is updated to show only the
information that is higher in that value.

Value Filter

An additional filter allows you to hide items that fall between a specific numerical threshold.
After selecting an item, type a numeric value in the At least field and the At most field. Leaving
these fields blank indicates not to apply the filter. For example, the following setting only shows
entities with at least two degree and no more than 5 degree.

Value: (blank indicates the walue will be ignored)
INDHE ']

Al least AL most

The items available through the Less Than filter are:

None: Turns the filter off
Degree

Relationship Count
Entity Weight

e Entity Value

e Relationship Weight

e Relationship Value

e Network size

Temporal Analysis

You may remember from the chapters on entities and relationships that both types of data
support start and end dates and times. The Visualizer can use these values to perform temporal,
or time-based, analysis and visualization on graphs. Define a slider control that represents a
time range, and as you move that slider, entities and relationships appear or disappear on the

graph.
Click on the Time Range tab, and the following options appear.
start:|6_-"1_-"2-:-1-:- 3:04:00 PM | Scale:[All v] |~.2_.-'a_.-'2-:-1-:- 7:14:00 PM | [Z]Enabled [ Include entities

Tie2010
L

r | |
RN RN T |4)| L e T A B A R O O |
6/20/2010

MNetwork Metrics | Details | Time Range| Unsaved
The following options are available:

e Start: Define your own start date. Note that this option is disabled when the scale is
set to All.

e Scale: Define the scale of the time control. Available options are Custom, Year,
Month, Day, Hour, Minute, and Second.

e End: Define your own end date. Note that this option is disabled when the scale is
set to All.

e Enabled: Check this box to turn the time range filtering on.
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e Include entities: Check this box to include entities in the time range filter. If this
check box is not checked, only relationships are filtered.

e Remove unlinked: Filters out any entities that aren’t linked to other entities in the
current time window

Using the Slider Control
The slider control performs three functions:

e By click-dragging the left arrow part of the control, you can define the start date/time.
Entities and relationships with a start date/time before the left arrow's value are filtered
from the graph.

e By click-dragging the right arrow part of the control, you define the end date/time. Entities
and relationships with an end date/time before the right arrow's value are filtered from the
graph.

e By dragging the main blue part of the control, you move the time “window” that you are
looking for—entity and relationship items on the graph appear or disappear depending on
whether or not their start and end dates fall within this window.

Click-drag to define Click-drag to define
the start datefime \, 457 ”I,;/ the end dateftime

=3
h—_ [
TR E - T P R

4i2THATS |

Click-drag to control
the time window

If the time range slider is not set to All, you can use the arrow buttons to the left and right of the
slider to decrement or increment the start and end dates. Clicking the left arrow decrements the
start and end date by 1/10 of the total displayed time range (e.g. if the slider displays one
month, clicking the left arrow shifts the start and end dates 3 days back). Clicking the right arrow
increments the start and end date by 1/10 of the total displayed time range.
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Chapter 12: Geospatial Tools

Sentinel Visualizer includes a set of geospatial tools that integrate with the Visualizer to extend
your data analysis into the physical world. This chapter explains the features and functions of the
geospatial tools.

Geospatial Features and Sentinel Visualizer Versions

The availability of the Geospatial tools depends on your edition of Sentinel Visualizer. Geospatial
tools are included in the following editions:

e Sentinel Visualizer Professional Edition

e Sentinel Visualizer Premium Edition

e Sentinel Visualizer Enterprise Edition

Sentinel Visualizer incorporates two specific geospatial tools:

e A geospatial viewer and tools directly integrated into the Sentinel Visualizer
interface.

e Google Earth integration with the ability to export data to the Google Earth
program.

Starting the Sentinel Visualizer Integrated Geospatial Tools

The Sentinel Visualizer Geospatial tools provide a map interface that shows the geographical
location of entities that are currently on the graph and that contain latitude/longitude
information.

To see the Geospatial View, click on the Geospatial View Tab at the top of the View area in the
Visualizer form:
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Integrated Geospatial Toolbar Items

The following toolbar buttons are available:

| Displays the map with a rasterized image background. This mode
w requires more system resources and is somewhat slower than the
Color Vector and Gray Vector modes.
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Gray Vector

@

Zoom in

|

Zoom out

Full Extent

=5

Filter

0 Degree

1 Diegree

Geo-Query

-

—t

Geo-Query

1 Degree

w

Pan left

Displays the map with gray vectors.

Zooms in on the map.

Zooms out on the map.

Resets the zoom level to zero, showing the entire map.

Switches the cursor mode to pan. When in pan mode, the mouse
click-and-drag on the map moves the map surface.

Switches the cursor mode to zoom. When in zoom mode, clicking on
the mouse zooms toward the area clicked.

Switches the cursor mode to info. In Info mode, clicking the mouse on
an entity marker displays additional information about the entity.

Queries the database for Entities with Latitude and Longitude within
the selection area. 0 Degree specified that only locations are

returned. 1 Degree specifies that locations and all Entities directly
connected to the locations are returned.

Selects new entities by drawing a specific radius circle.

Pans the map left.
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s Pans the map right.

E
Pan right
i Pans the map up.
Pan up
S, Pans the map down.
Pan down
) Exports the current map view to an image file.
Export
N Prints the current map view to an image or report.
Print
Image
Repart
o Sets options for the map view.
Options
51 Switches the toolbar to small icon view.

Small Icons

Using the Integrated Geospatial Tools

When you add entities and relationships to the Network pane using the Get Links and Get Entity
functions, they are also added to the Geospatial pane if they have latitude and longitude
information. For example, the following screenshot shows both the network and geospatial
views of the same data:

3 Visualizer [E=E=n =
‘D oA A ¢ ¥ x @B U g | B [ B # 8. 8 _ 9 F
: Mew Open Save SsveAs GetEntity Getlinks Delete Back Forward  Layout Output | Filtered | Filter Unlinked | Entity  Options  Google Earth 3D Viewer
Network (Timeline 4b |e1s =
= ] al &% g O] % D = "
‘m Raster | Color Vector | Gray Vector Zoomin Zoomout Full Extent [Pan| Zoom Info  Filter I
o . = 9
2 a [ oy g
=) B 3
&
..... :
. 5
S
g
- z
2 i
s
W a
« | [ 3 Ready u 799 18" 51"W 62043' 22" e 62,7229, -79.3143
Network Metrics| Details| Time Range |Unsaved|
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Moving Around

The mouse interacts with the map surface according to the current mouse mode: Pan, Zoom, or

Info.
M

Fan
all directions.

Zoom

the rectangle, the Geospatial view zooms in to that extent.

dlin GIS

In Pan mode, click the mouse and drag the map in the direction desired. Panning works in

In Zoom mode, you use the mouse to define a zoom rectangle. When you have defined

M Click and hold
| the left mouse
iray Vector| | pytton at the

zoom rectangle

Full BExtent

L,

W

Pan

(i)
Info

R

Zoom
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Info

In info mode, mouse clicks provide information about the item currently that was clicked.

Additionally, mouse tool-tips appear when the cursor hovers over an area with information

defined.

To see map information, simply hover over an area. The information displayed is in one of two
modes: basic and extended. Basic mode simply shows a single line of text. Extended mode
shows more information. To set the mode you want, click on the [Options] button on the

toolbar and set the Tooltip mode accordingly.
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Using the Geo-Filter

You can use the Geospatial view to filter, or remove/hide information in the overall Visualizer
form. For example, you can define an area around London, England with the geo-filter and
Visualizer removes all entities and relationships from the current views that are not located in
that area. The Filter operation makes no changes to your database—it merely shows or hides
information in the Visualizer interface.
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To use the Geo-Filter, click on the down arrow on the Filter button on the toolbar. Select 0
degrees or 1 degree:

o 0 Degrees: Removes all items that are in the filter radius.

e 1 Degree: Removes all items that are in the filter radius and all entities connected to

those entities within 1 degree.

Once you have selected the degrees option, the cursor on the map surface changes to a
crosshair. Click on the center of your desired filter radius and drag the mouse to define the filter
size. Release the mouse button to activate the filter.

a oFe[w] * | % @ & %
relBtest| as| 2000 ifo piter’| Geoauen” | Panieft Panright Panup Pandown

Select the
desired filter ):

T i i B a8
Geo-Query | Pasleft Pantight Panup Pan down

104742, €0.A313%

Drag the mouse
to define the
filter circle

Removing the Filter

You can remove the filter by pressing the Filter button again—it changes from a highlighted
state to a regular one. Remember that you can also easily remove all filters by clicking the
[Filter] button on the Visualizer form toolbar:

s
Filtered

Use the Geo-Query

You have already read about using the standard Visualizer Get Links feature to explore networks
by retrieving additional relationships and entities from the database. You can use the Geospatial
Tools as an additional way to retrieve connected data. The Geo-Query tool allows you to draw a
circle area on the map and retrieve all entities and their relationships within that area.

Start by clicking on the arrow on the Geo-Query toolbar button. Select Geo-Query or 1 Degree:

e Geo-Query: Retrieves all entities whose latitude/longitude values are within the
bounding area.
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e 1 Degree: Retrieves all entities whose latitude/longitude values are within the
bound area, and all entities connected to those entities that have latitude/longitude
information.

Once you have selected the degrees option, the cursor on the map surface changes to a
crosshair. Click on the center of your desired geo-query radius and drag the mouse to define the

size. Release the mouse button to perform the geo-query.
080 w[ €1 & o
FdlBtent Pan Zoom iefo Fiter | Geo-Query | Panleft Pansight Pasup

N ] Geo-Query

.

s | Select the
1 geo-query

Drag the mou
to define the
filter circle

The map
updates with
entities

Exporting
You can export the current map image shown in the Geospatial tab by clicking the [Export]
button on the Geospatial toolbar. The Export as Picture form appears, and contains options that
are similar to the Visualizer Export tool described on page 99.
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L8] Export as Picture @

Preview Image information
Size to fit preview

Height: 539
Width: 1202
HRes: 96

W Res: 95

Export format
@ Portable Network Graphics (PNG)
(T) Compressed (JPEG)

Emazllest Size Highest Quality

7
() Uncompressed (Windows Bitmap)

Coler format

@ Color

() Grayscale

Options

QOpen picture after export

[ Export l [ Close

Printing
You can print two different formats of the current Geospatial display.

Printing the Image
The image print-out prints an exact copy of the current map image to the specified printer.

\é Print image @

Print Color Format

Image Scaling

(@ Size to single page

@ Color () Grayscale
Margins {7) Same as original
Top: sofs| Left: 5ol @ Fitto: | 2F|pages acrossby | 1F] down
Bottom: 5ol2)| Right: 50
Margin values are hundreths of an inch Cptions
Orientation [¥| Draw border  [¥] Center image
Show header:  Geospatial Image
@ Portrait @ Land
s - haneseaRe [T show footer:
HP Deskjet F4500 series [ Preview l [ Print ] ’ Close ]

General Settings

e Print Color Format: Select color or grayscale. This option is useful if you want to

print in grayscale on a color printer.

e Margins: Set the margins in hundredths of an inch.

e Orientation: Select Portrait for standard 8 5" x 11" printing, or Landscape for 11" x

8 %" printing.
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Image Scaling

The Print form provides several options that control how your graph is scaled before being sent
to the printer:

e Size to a single page: Resizes the entire graph to fit within the printable margins on
a single page.

e Same as original: Performs no scaling on the image—the number of pages printed is
dependent on the size of your graph.

e Fit to: Allows you to scale the image to fit within the number of pages you specify.

Print Options

e Draw Border: Draws a one pixel border around the graph image.

e Center Image: Centers the image within the printed page.

o Show Header: Allows you to add customized text to the top of each printed page.

e Show Footer: Prints the page position information at the bottom of each page, and
allows you to add customized text if desired.

Setting Printer Options

Click the [Printer] button to display the standard Windows Printer dialog to set printer-specific
options.

Previewing and Printing

You may want to preview your graph before sending it to the printer, especially for large graphs
that may require many pages. To do this, click the [Preview] button to display the Print Preview
form.

This form allows you to zoom in and out, to preview each of the pages. To print your graph,
return to the Print form and click the [Print] button.
Printing a Report

In addition to printing the image, you can print a report that contains the standard Sentinel
Visualizer headers and footers. Select the Report option from the [Print] button on the
Geospatial Window toolbar.

D Report Viewer - Geospatial Report E@
L“‘I:I:I = Print... Export By | &% |En S L Ik |3 % - @ EI Backward Eorward

W e 2 e T ede oS oG poaFe @G oo 4B

Geompatiai Report e Sy sratrs Y

I I I I T I I

b

See Report Viewer on page 152 for more information about using the Report Viewer form.
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Setting Geospatial Options

There are a variety of options you can set to specify various parameters of operation for the
Geospatial tools. Click the [Options] button on the Geospatial toolbar and the following form
appears:

(i GIS Options ==

Quality Performance
Graphic smoothing:

INDI'IE - I
Text smoothing:

IDEfauIt - I
General

Tooltip mode:

Basic b

Mause wheel zoom:

20 o
Layers
World Regions Cities
Info [ Ok ] I Cancel I

e Graphic Smoothing: Set this option to control the amount of smoothing that is used in
rendering map objects. More smoothing results in a higher quality image, but takes more
time to draw.

e Text Smoothing: Set this option to control the type of smoothing for fonts. Text smoothing
increases the quality of the display at a cost of performance.

e Tooltip Mode: Set the Tooltip Mode to basic to show only limited information on map
details as you hover the mouse over an area in the geospatial display. Set to Extended for
more information contained in the underlying map data. Set to none to disable tooltips.

e Mouse Wheel Zoom: Specifies the zoom factor for using the mouse-wheel to zoom.

e Layers: Use these check boxes to turn World, Region, and/or City data on and off.

o Info: Displays technical information about the underlying map data.

Google Earth Integration
Sentinel Visualizer includes the ability to export data to the external Google Earth program.
Google Earth is a standalone program that provides advanced 2D and 3D geospatial capabilities.

Google Earth must already be installed on your machine to use this feature. Google Earth can be
installed from http://www.google.com/earth/
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Launching Google Earth Integration

This feature is available from the Sentinel Visualizer toolbar. To launch Google Earth integration,
click the Google Earth button.

3

Google Earth

After a moment, Google Earth opens:
[P

S St pen Jen 400 bwy

Google Earth and Place Names

Unlike Sentinel Visualizer’s Integrated Geospatial, Google Earth integration does not require
that entity records have specific latitude and longitude values. Instead, if an Entity Type is
flagged as a Location, Google Earth integration determines the latitude and longitude based on
the Entity Name.

In order for the Google Earth integration to work correctly, the following conditions must occur:
1. The latitude and longitude fields within the Entity record must carry a value, or

2. The Entity Type must be marked as a Location, and the Entity Name field must have
enough address information for Google Earth to translate it correctly.
For example, if the Entity record does not have latitude/longitude values, then “London,
England” is enough for Google Earth. The Entity is placed, in the center of the city. But “265
Camden Street” is not enough for Google Earth to translate. You would need, at least, the
city/state/province and/or a postal code.

The address information must be placed in Entity Name.

Using Google Earth Places

Using the Google Earth tabs on the left of the screen, you can see all items added by Sentinel
Visualizer.
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v Places

s Vs My Places
- W13 Sightseeing Tour
Make sure 30 Buildings
layer is checked
4 e Temporary Places
/| E‘ Sentinel Visualizer 5.0
- WIED Locations
- [VIED Entities

Under the Temporary Places folder, there is an item named “Sentinel Visualizer 6.0”. Click on
the triangle to the right of the text to expand the list:

« Vi Temporary Places

Locations
T Store - 1077

Store - 1077
I Store-1122
Store - 1122
T Store - 1157
Store - 1157
W] & Store - 116
How Sentinel Visualizer Exports Data

When you click the [Google Earth] button, Sentinel Visualizer gathers the following data from
entities and relationships currently displayed on the Sentinel Visualizer screen:

e All entities.
e All relationships. Relationship line colors are generated randomly to provide good
contrast with the underlying map graphics.

e Entities connected to locations are shown in the entities list in Google Earth.

e Entities marked as locations are shown in the locations list in Google Earth.

e Connecting relationships are shown as lines between entities.
Note that the data sent to Google Earth respects any filters you have active in Sentinel
Visualizer. For example, if you have filtered out entities of a specific type, those entities are not
exported to Google Earth.
If you want to see all items, return to Sentinel Visualizer and remove all filters. You can quickly
remove filters by using the [Filtered] and [Filter Unlinked] buttons on the Visualizer toolbar:

L4 ]
Filtered Filter Unlinked

Non-location entities that are connected to locations are placed at the same location as the
location Entity.
Using Google Earth Tools

These Sentinel Visualizer-specific features are available in Google Earth.
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Navigating to an Item

You can quickly navigate to any item in the Sentinel Visualizer list by clicking on the hyperlink for
the location or the entity.

m

5 .
+ V= Temporary Places
4 g Sentinel Visualizer 5.0
s VIS L geation:

Store - 1157
& Store-121
Store -121

& Store - 1240

Hiding and Showing Items

You can hide or show any item on the map by clicking on the check box next to the item.

v Places

- [VIE3 o781 -
- [VIE3 oog

il .
> ' Brian
= VT Jirnmy

> V1D Mark
- [VIED scott

Google Earth Timeline Tools

When Sentinel Visualizer exports data to Google Earth, temporal data is also included in the
form of Start and End dates on relationships. You can use the Timeline tools to visualize the
change over time of relationships.

The Timeline tools are contained in the Timeline toolwindow:

Help

7/10/2010--1.am 9/5/2010.-1.am

e —— —— 5

9/2010

A X
6/26/2010.11.pm
|
9/2010
Earliest Latest
Date Date

Using the Play Feature

To play through the animation of relationship dates, click the timeline slider animation button.

©aco
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Changing the Time Window

The left and right extents of the time slider define the range from earliest to latest dates.
However, the visible relationships are defined by the time window within the time slider.

6 aac A X '

6/26/207J .0 pm /:11/2010..10. pm
|4 C—3 ﬁ: ST }|
5/2010 9/2010

The visible relationships are those that occur within the time window. The time window is
defined by the start date object on the timeline and the current position indicator. All
relationships whose start/end dates exist between those positions are shown on the map.

o aqo A X

6/26/2010.46 pm/ 4 7/11/2010..10.pm

Ma—f -y ————————D»
5/2010 9/2010

Start Date Current Position
Indicator Indicator

To change the start date, click on the start date object and drag it left or right. To change the
end date, move the current position indicator.

Using the Zoom Feature

If you want to see more precision within the time slider, click the Zoom In button. To zoom back
out, click the Zoom Out button.

0 > Q » '\ X
6/26/2010..6 pm 7/11/2010..10. pm

(e — — | —
5/2010 9/2010

Moving to the Earliest and Latest Dates

You can quickly move to the earliest and latest dates within the time range by clicking on the
beginning and end buttons.

0 =] Q (& '\ X
6/26/2010..6 pm 7/11/2010..10. pm

(— | —

SHER0 9/ 80ee

Setting Options

You can set various options in Google Earth to better control the Timeline features. Click the
wrench button on the toolbar.

Caqo JEYS

6/26/2010.6 pm 7/11/2010..10.pm

(e e— — | —
5/2010 9/2010

The Date and Time options dialog appears.
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¥ Date and Time Qpticns @

Start datetime: S0 e:41PM [
End date,time: 7/11/10 10:36 PM [
Display time in

UTC (Coordinated Universal Time)
@ Time zone on my computer

Specific time zone ACDT Australian Central Daylight Timi

(1]

Animation speed: slower D faster

D Loop animation

The following options are available:

e Start date/time: View or set the earliest visible date/time.

e End date/time: View or set the latest visible date/time.

e Display time in: Set the time format to use. You can choose UTC, the time zone
setting currently active on your computer, or a specific time zone from the drop-
down list.

e Animation speed: Use the slider control to change the speed of the animation.

e Loop animation: Check this box to have the animation continuously loop.
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Chapter 13: Timeline View

Sentinel Visualizer supports storing start dates/times and end dates/times for entities and
relationships, and provides functionality that allows you to visualize and analyze the temporal
nature of your data. The Visualizer form includes a Timeline View that makes it easy to see the
timeline of events for entities and relationships that have date/time information set.

Starting the Timeline View

With the Visualizer open, click on the Timeline tab:

r-

71 Visualizer
10 O |d 3 g
New Open Save Save As  Get Entity

+ @ Purchase

4491

Makes Return

The Timeline view becomes active:

2
Get Lit

Fur Ll

Sentinel Visualizer
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The Timeline view shows time bars for each entity-relationship-entity combination currently on

the Network that has a value in the Start Date/Time field of the relationship. If only a Start
Date/Time exists, the bar continues to the right. If a Start Date/Time and an End Date/Time
exist, the bar represents that period in time.

Using the Toolbar

The Timeline View has its own toolbar. This section explains each of the buttons and their
functions.

Hit
Sets the left-most view of the Timeline to the date you specify.
Start Date
: o Sets the view to Minutes, allowing you to see time spans in the minute range.
Minute View
Sets the view to Hours, allowing you to see time spans in the hour range.
Hour View
1] . . : :
Sets the view to Days, allowing you to see time spans in the day range.
Day View
7 . . . .
Z] Sets the view to Weeks, allowing you to see time spans in the week range.
Week View
3
:l] ’ Sets the view to Months, allowing you to see time spans in the month range.
Month View
_1 Sets the view to Years, allowing you to see time spans in the year range.
Year View

-

=

Allows you to group the display by the data field you choose.
Group By
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Setting the Display Range

The Timeline View allows you to see time spans in minutes, hours, days, weeks, months, or
years. You can select the view that best allows you to see the time spans for your data. For
example, if you are looking at historical data about population information, a year view would
allow you to see patterns better, as opposed to phone call records where minutes are more
appropriate. To set the display range, click the toolbar button that corresponds to the desired
view.

Scrolling Through Dates

The scrollbar on the right of the Timeline View is used to scroll through the data itself—to move
up and down through the list of entity-relationship-entity data sets that are currently in the
timeline.

The scrollbar on the bottom of the Timeline View is used to move through time periods. To
scroll within the current window range, use the scroll bar handle and move it left and right.

To scroll back or forward in time, use the left arrow and right arrow located at the end of the
scrollbars.

Networ Timeline I GIS l q I

m &4 ® - 3T ;[ B

Start Date | Minute View Hour View Day View Week View Month View | Year View| Group By

Yea Year Year Year Year Year Year Year Year Year Year Year Year Year Year Year

993 1994 1995 1996 1997 1993 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

| |
...Mohamed Attal Employee of Plank. Marwan Al-Shehhi Associate of Mohamed Attal
el Attack Linked td° Scroll within the'yda Provided funds to Abu Mussab al-Zargaw

Scroll h
' current time
backward i okt Hijacking Lif, window Abu Mussd gorol
Mohamed Attal Attended Al Qud (Mosgque, Hamburg, Germany time
1
Zelimkhan Yandarbivey Lead Chechnva ¥
Defining Groups

The timeline allows you to define a field to group on. Grouping collapses groups of records into
one expandable region. Click the [Group By] button on the toolbar and the Define Groups form
appears:
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@ Define Groups

Group Items By

[Entity 1 -] @ Ascending
Enne selectedi (™) Descending
Entity 2 |
| FIETT Y
[{Nune selected) v] (@ Ascending
Descending
Expand/collapse: [AJI Expanded v]
Clear all [ oK ] [ Cancel ]

Use this form to select the field to group on, and set the sort order and the initial

Expand/Collapse state.
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Chapter 14: Three Dimensional Viewer

Sentinel Visualizer allows you to visualize network graphs beyond the traditional two-
dimensional link analysis view. With the 3D viewer, you can turn your static 2D graph into a fully
interactive 3D object, with pan, zoom, rotate, depth, and stereoscopic capabilities.

Launch the 3D Viewer

To invoke the 3D Viewer, click the [3D Viewer] button on the Visualizer toolbar. The system
makes a copy of your current 2D graph and displays it in the 3D Viewer. Note that the 3D viewer
does not display filtered data—entities and relationships are unfiltered for the purpose of the
3D viewer.

&° 3D Viewer - -

color: [l Chance

Grd Style
O showarid [ Change

Fived

AutoRotate

xhs: y Avisi s

<Fast
=}
[=3
= <off

Paase

Print CurentScreen | [ Resetto Center | [ Full saeen | Close:

Navigating through Three Dimensions

The quickest way to use the 3D Viewer is with your mouse and keyboard. Click-drag anywhere in
the 3D surface to pan left, right, up, or down. Use your mouse wheel to zoom in and out. To
rotate, hold down the right mouse button as you move the mouse.

You can also select the entity that you want to act as the center point for rotation by double-
clicking on it.

The 3D viewer options are located in the lower-right part of the screen. The following sections
explain each of the options.
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General Settings

General settings are available on the General Settings Tab, signified by the icon located in
the lower-right part of the screen.

Renderer

e OpenGL: Standard renderer.

e Quad Buffered: Provides active Stereoscopic with supported video card and
monitor.

e DirectX: Provides a Direct3D implementation, which may provide better
performance on some video cards.

o InfiniteZ: A renderer for a specialized monitor. More details can be found at
http://zspace.com/. Please contact FMS for information about enabling this
functionality.

Full Screen Mode

Use this option to send the 3D graph to Full Screen mode. You can return to normal mode by
clicking the [Return to Normal Screen] button, or by pressing the [Esc] key.

Stereo Options

e |OD: The distance between the eyes, usually used in reference to the inter-pupillary
distance. Allows the user to adjust this distance to a more comfortable value.

e Swap Eyes: This flips the left/right eye projections to accommodate different
dominant eyes.

The following five settings are available only with the OpenGL Renderer:

e Normal: Use this view if you are not using Anaglyph (red/green) glasses.

e Side by Side: Use this view if you are not using Anaglyph glasses, but outputting to a
video device that supports side by side stereoscopic.

e Over/Under: Use this view if you are not using Anaglyph glasses, but outputting to a
video device that supports over/under stereoscopic.

e Anaglyph: Use this option if you are using Anaglyph glasses.

e Red/Cyan or Cyan/Red: Use this switch to swap the colors based on your Anaglyph
glasses.

Auto-Rotate

Define and control the auto-rotate feature. Move the sliders on the x, y, and z axes to control
each dimension’s speed. Click [Play] to begin auto-rotating, and [Stop] to turn auto-rotate off.
Move To Selected

Move the viewpoint to the selected entity to view the network from the perspective of that
entity.

Color Settings

Entity settings are available on the Entity Settings Tab, signified by the icon.
e Background Color: Select the color to use for the background.
e Line Color: Select the color to use when drawing the connector lines.

e Label Color: Select the color to use for Entity labels.
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o Selected: Select the color to display selected (highlighted) entities.

Other Settings

Other settings are available on the Other tab, signified by the icon.

e Projection:

o Nearclip
o Farclip
o ScreenZ
o Depth

o Fov

e Perspective Correction: Controls how the 3D Viewer smoothens the perspective of the
graph. “None” provides no smoothing, but is the fastest mode. Speed balances speed
against quality, and Quality offers the highest degree of perspective-smoothing at the
expense of speed.

e Line Smoothing: Controls how the 3D Viewer smoothens anti-aliased lines. “None” provides
no smoothing, but is the fastest mode. Speed balances speed against quality, and Quality
offers the highest degree of line smoothing at the expense of speed.

e Polygon Smoothing: Controls how the 3D Viewer smoothens anti-aliased polygons. “None”
provides no smoothing, but is the fastest mode. Speed balances speed against quality, and
Quality offers the highest degree of polygon smoothing at the expense of speed.

e Set to Center: Use this button to position the approximate center of your network
(visualization) to the center of the screen.

e Reset: Use this button to reset the viewpoint to the initial view.

e Open Saved Graph: Allows you to open a previously-saved graph.

Navigation Help

The Navigation Help tab, signified by the IEI icon, provides a list of the most commonly used
keyboard and mouse actions.

Image Quality and Driver Issues

Any PC-based 3-dimensional graphic display you use is governed by the type of graphics adaptor
installed in your computer. At a minimum, you should have a 3D accelerated video card that has
at least 128 MB of dedicated memory.

The speed with which the 3D Viewer can operate is directly proportional to the speed at which
your graphics adaptor operates. If you find that the performance of the 3D Viewer is too slow,
consider upgrading to a new card.

Driver-Related Issues

The 3D Viewer is based on the OpenGL, which is a multi-platform software interface to graphics
hardware, supporting rendering and imaging operations. To ensure optimum performance, you
should ensure that you are using the latest drivers available for your graphics adaptor. Contact
your System Administrator for more information about driver updates.
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Chapter 15: Dataset Builder

The Dataset Builder is a wizard that steps you through the process of selecting entities and
relationships with a variety of criteria, and exporting the resulting data to files or processes.

Launch the Dataset Builder

To launch this feature, select [Dataset Builder] from the Start Page or from the View menu.

F-

& Dataset Builder
Filter Entities

Use this page to specify the criteriafor the entities you wantto select.

o5 ]

Unknown

Entity type:

[] airline Flight
[¥] Attendee
Bank Account
Buyer
Company
Country
Crime
Department
[¥] Dactor o

select all Clear all

4

Entity name: Entity ID: UuID:

Start date: |(n|:|t specified) | Choose
End date: |(nnt specified) | Choose
Weight == Value == Deqgree ==

Status: Select all Clearall  Classification: Select all Clear all
[] Active Unclassified

[¥] alive [¥] For Official Use Only

Deceased Confidential

Inactive Secret

Incarcerated Top Secret

Maone

Dissemination: Select all Clear all
~
CNWDI I
COMSEC
CRYPTO

FouQ
MOCONTRACTOR
MOFORN

ORCOM

[¥] PROPIN 5

m

General fields l Metadata,Topic I_ System ficlds I

< Previous I Mext = I[ Cancel

Selecting Entity Criteria

The first step is to select entities. The Filter Entities page groups entity fields into three tabs:

Sentinel Visualizer
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e General Fields: The standard set of entity fields.
e Metadata/Topic: Metadata and Topic fields.

e System Fields: System-maintained fields, such as creation and modification users
and dates.

You can multi-select values such as entity type, classification, etc., or use the [Select all] and
[Clear all] hyperlinks to select or clear all values. For date values, click the appropriate [Choose]
button to select a specific date or a date range. Once you have selected your entity criteria, click
the [Next >] button to move to the next page.

Selecting Relationship Criteria

The Filter Relationships page provides three options that allow you to specify which
relationships to return for the entities matching the entity criteria:

e Don'tinclude any relationship data: Only include entity information in the dataset.

e Get all relationships for the selected entities: Retrieve all relationship records for the
entities, regardless of relationship criteria.

e Get only relationships that match the criteria defined below: Only retrieve data for
relationships that match the criteria you enter in the Filter Relationships page.

P

E Dataset Builder EI@

Filter Relationships
Usethis pageto specify which relationship data you want to include forthe selected entities.

() Don't include any relationship data

(1 Get all relationships for the selected entities
i@ Get only relationships that match the criteria defined below:

Start date: |(nnt spedified) | Choose
End date: |[|-..;.t specified) | Choose

Weight == Valug == Relationship Count ==

Classification: Select all Clearall Reliability of source: Select all Clear all

Unclassified -~ [¥] A (Completely reliable)

Far Official Use Qnly | B (Usually reliable)

Confidential i C (Fairly reliable)

I O (Mot usually reliable)

Dissemination: Select all Clear all E {Unreliable)

» [¥] F{Reliability cannot bejudged)

CNWDI 7

COMSEC X

=&l ~mvemres

Relationship type: Select all Clearal] Credibility ofinformation: Select all Clear all
-7 Communication L 1 - Confirmed by other sources

2 - Probably true
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.. Location 4 - Doubtful
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[#]crime

lam | »

m

1

General fields l Metadata/Topic l System ficlds I

’ < Previous ] [ Mext = ] [ Cancel
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If you select the "Get only relationships that match the criteria defined below" option, the
Relationship Criteria fields are enabled. Similar to the Filter Entities page, the relationship fields
are grouped into three tabs:

e General Fields: The standard set of relationship fields.

e Metadata/Topic: Metadata and Topic fields.

e System Fields: System-maintained fields, such as creation and modification users
and dates.

Select your criteria and click the [Next >] button to move to the next page.

Filter Related Entities

If you specified an option other than “Don’t include any relationship data” on the filter
Relationship page, the Filter Relationship Entities page allows you to specify how related entities
are retrieved. The options are:

e Only get entities that participate in relationship criteria: Use this option to include only
entities that participate on at least one side of the selected relationship criteria.

e Get all entities that match entity criteria, and include additional entities that participate in
relationships: Use this option to include all entities that match the entity criteria regardless
of relationship participation, and all entities that participate in the relationship criteria.

o Get entities for relationships and limit to match the entity search criteria: Use this option
to retrieve all entities that respect the initial entity search criteria.

t-a Dataset Builder EI@

Filter Relationship Entities
Usethis pageto specify how to filter the entities inthe relationships that arefound.

() Only get entities that participate in relationship criteria
(@ Get all entities that match entity criteria, and include additional entities that participate in relationships

() Get entities for relationships and limit to match the entity search criteria

["] Remove Entities that don't have any connections

<Previous] [ Mext = ] [ Cancel
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Previewing Data

In order to verify that you have built the filter criteria to meet your needs, the Dataset Builder
provides the Preview Data page. Use this page to check the data returned to ensure it matches

what you are looking for.

i Dataset Builder =GR
Preview Data
) CardVien (@ TableView [[]Grouparea [[|Images  Expand groups Collapse groups

Entity Mame Entity Type | Entity Status | Classification Level | \Weight WValue o
) 3876 Transaction Active 50 j
= 8735 Transaction Active 50 I
4} 8399 Transaction  Active ]
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+): 6967 Transaction  Active 50
4} 2398 Transaction  Active 50
4l 3614 Transaction  Active ]
4} 3537 Transaction  Active ]
(4] 9256 Transaction Active 50
(4} 5231 Transaction  Active 50
+) 6483 Transaction @ Active 50
= 7611 Transaction  Active 50
1770 Transaction  Active 50
b 7754 Tranzaction  Active 50
4l 7035 Transaction  Active 50
4} 8343 Transaction  Active ]
4l 620 Transaction  Active ]
(+}: 3358 Transaction  Active 50
+) 848 Transaction  Active 50 i
d.l_“_ m ' | ' - 3

[ < Previous ] [ Mext = ] [ Cancel ]

The [+] / [-] buttons to the left of each entity row allow allows you to preview the relationships
that are returned for each entity. Click on the [+] / [-] button to expand or collapse the grid.

If the data preview is not correct, click the [< Previous] button to go back and change the entity
and/or relationship filter criteria. Otherwise, click the [Next >] button.
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Specifying the Output

After building the dataset, the Dataset Builder offers a variety of output options.

U Dataset Builder E\@
Choose Output Method
Select where you want the data to go.

Quput to:

D ) XML file [ indude all data [[1indude schema

8 ) Entity detail report [ Include detailed notes

= I
P9 @ Visualizer

Leave the dataset builder open

<:Previous][ Finish ][ Cancel

XML File

Saves the data as a standard XML file with the file name and directory you specify. The [Include
all data] option allows you to include all entity and relationship detail data including Notes and
Metadata. The [Include schema] option includes the XML schema information, which is useful in
describing the data to other programs. Note that Documents are not included in the XML file,
even if you have the [Include all data] option turned on.

Entity Detail Report

Sends the data to the standard Entity Detail Report. If you want the report to include all Entity
Notes content, check the [Include detailed notes] checkbox. For more information about
reports, see Report Selection on page 151.

Visualizer

Sends the data to the Visualizer program. The [Remove un-linked entities] checkbox removes
any entities from the dataset that have no relationships with other entities. This option
optimizes the use of the Visualizer, since it doesn't include entities with no links.

After specifying the desired output(s), click the [Finish] button to close the Dataset Builder and
output the results. If you want to output the results to multiple locations or to review/modify
the Dataset Builder selections, check the “Leave the database builder open” option, and the
Dataset builder remains open after the output is completed.
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Chapter 16: Reports

Sentinel Visualizer provides a variety of reports that aid in the management, analysis, and
sharing of entity and relationship information. Reports can be previewed and printed, or
exported to a variety of formats.

Report Selection

To work with reports, select [Reports] from the Start Page or from the View Menu. The Report
Chooser form displays a list of available reports.

23 Reports [E=H(E=H ===
=--{fE Entity Reports

Entity List, Simple Entity List

Entity List, Sorted by Entity Mame

Entity List, Sorted by Entity Type

Entity Detail, Sorted by Entity Mame

Entity Detail, Sorted by Entity Mame (with Detail Motes)

=-f# Relationship Reparts

Relationship List, Simple Relationshp List

Relationship List, Sorted by First Entity Mame

Relationship List, Sorted by Second Entity Name

Relationship Detail, Sorted by First Entity Name

Relationship Detail, Sorted by Second Entity Mame

= System Reports

Lookups - Classification, Sorted by Classification Value

Lookups - Credibility of Information, Sorted by COI ID

Lookups - Dissemination, Sorted by Dissemination ID

Lookups - Entity Status, Sorted by Entity Status ID

Lookups - Entity Type, Sorted by Entity Type ID

Lookups - Metadata, Sorted by Metadata Type Name

Lookups - Metadata Category, Sorted by Metadata Categary Name
Lookups - Relationship Category, Sorted by Relationship Category ID
Lookups - Relationship Type, Sorted by Relationship Category
Lookups - Reliability of Source, Sorted by Reliability of Source ID
=-EA Administrative Reports

Groups, Users and Topics, Sorted by Group MName

Group List, Sorted by Group Mame

User List, Sorted by User Name

Topics List, Sorted by Topic Name

Audit Table, Sorted byDate

[ I

[ I I

I I I I I

Do

Open Report

The list of reports is organized into four categories:

e Entity Reports: Reports with data from entity records.
e Relationship Reports: Reports with data from relationship records.
o System Reports: Lists of lookup values.
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e Administrative Reports: Reports of User, Group, and Topic data for use by System
Administrators. Note that this report category does not appear unless your user has
been configured as an Administrative user. For more information, contact your
Sentinel Visualizer System Administrator.

Launching a Report

To preview a report, double-click on it, or select it and then click the [Open Report] button.

Report Filters

Because of the large size of a typical database, you generally do not want to print all records.
Entity and Relationship reports employ the Reports Filter form, which allows you to specify
which records to include in the report.

& Reports Filter = =R =
Filter Entities
Use this page to specify the criteriafor the entities you want to select.
Entity name: Entity ID: UUID:
Start date: |[n0t spedified) | Choose
End date: |(not specified) | [ Choose
Weight == Value == Degree ==
Status: Select all Clear all Classification: Select all Clear all
[¥] Active Unclassified
[¥] Alive For Official Use Only
Deceased Confidential
Inactive Secret
Incarcerated Top Secret
None
Unknown
Entity tvpe: Select all Clear all Dissemination: Select al| Clear all
[¥] airline Flight - -
Attendee (W CNWDI I
Bank Account m COMSEC |
Buyer CRYPTO 3
Company FOUO
Country NOCONTRACTOR T
Crime NOFORN
Department ORCON
[¥] Doctor T [V1PROPIN ™
General fields 1 Metadata/Topic l System fields I
< Previous [ Mext = ] [ Cancel ]

Use the Entity and Relationship filter pages to define your criteria. The filter options are
essentially the same as those in the Dataset Builder, described in Chapter 15: Dataset Builder.

Note that no relationship information is included in the Entity List reports, so you do not need to
filter on the Filter Relationships page. However, on the relationships reports, you may want to
use the Filter Entities page to specify entity criteria, to limit the relationships on the report.

Report Viewer

The Report Viewer allows you to preview, print, and export the current report.
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Travsaction
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Using the Report Viewer Toolbar

A variety of buttons along the top of the Report Viewer comprise the toolbar:

{2 Print...

Export

5% -

ol of el ol f

Open the Print Options dialog to print the report.

Open the Export Options dialog to export the report to an external format.

Open the Find dialog to search for specific text within the report.

Show a single page view.

Show a multi-page view.

Zoom out.

Zoom in.

Set the zoom level.

Move to the next page.

Move to the previous page.
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L l Select a specific page.
w Move backward in the navigation history.

@ Forward I Move forward in the navigation history.

Export Options

If you choose to export a report, there are a variety of options you can set depending on the
type of export format you choose. This section describes each of the options.

HTML Options

BookmarkStyle: Indicates whether a page of bookmarks is created, if the report contains
bookmarks.

CharacterSet: Sets the character set encoding that is used in the output HTML pages. The
default character set is UTF8. Changing this property changes the meta tag in the header of
the resulting HTML pages to the appropriate IANA character set value, for example: <META
content="text/html;charset=1SO-8859-1" http-equiv=Content-Type>. Additionally, the inner
text portion of the pages is encoded according to the specific character set's encoding rules,
as well as font names.

CreateFramesetPage: Sets a value indicating that the HTML pages appear in a frame set.
Any bookmark entries appear on the left, and the report document contents appear on the
right. The resulting file uses the specified filename, with the extension ".frame.html".
IncludeHtmIHeader: Determines whether the resulting HTML files include normal HTML
page headers, such as the HTML, HEAD, and BODY elements.

IncludePageMargins: Determines whether the page's margins are included in the output.
MultiPage: Determines whether multiple HTML pages are generated for the document.
OutputType: Sets the type of HTML output that is used to export reports.
RemoveVerticalSpace: Indicates whether completely empty vertical spacing is removed
from the output.

Title: Sets the title used in header of HTML pages.

PDF Options

ExportBookmarks: Indicates whether bookmarks are exported to and shown in the PDF
document. The default value is True.

ImageQuality: Determines the quality of images.

ImageResolution: Sets the image resolution for the PDF export if a metafile is used as an
image for the picture control.

NeverEmbedFonts: Sets a semicolon-delimited string of values indicating fonts that should
not be embedded in a PDF document.

Options: Specifies viewer preferences and document information options for the exported
PDF document.

Security: Defines document encryption and security.

Version: Sets the version of the PDF format that the exported document is saved in.
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TIFF Options

o Dither: Specifies whether the image is dithered when saving to a black and white output
format such as CCITT3. If CompressionScheme is RLE or None (indicating color output), this
property has no effect.

e CompressionScheme: Specifies the compression scheme used when exporting a TIFF file.

Text Options

e PageDelimiter: Sets the text inserted between pages.
o SuppressEmptyLines: Determines whether empty lines are inserted for layout purposes.
o TextDelimiter: Sets or returns the text inserted between text fields.

Excel Options

o AutoRowHeight: Indicates whether Excel sets the height of the row based on the contents
of that row.

e DisplayGridLines: Indicates whether grid lines in a workbook are displayed.

e FileFormat: Sets the file format version that the output file supports.

e  MinColumnWidth: Sets the minimum width (in inches) of an empty column that is
permitted in the output.

e MinRowHeight: Sets the minimum height (in inches) of an empty row that is permitted in
the output.

e MultiSheet: Indicates whether each page is exported to a separate sheet.

e RemoveVerticalSpace: Determines whether completely empty vertical spacing is removed
from the output.

e UseCellMerging: Indicates whether cells are merged together where applicable.
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Chapter 17: Creating and Opening Databases

Sentinel Visualizer stores information in a relational database using Microsoft SQL Server.
Databases can be stored directly on your computer or on a server computer. Additionally, you
can create any number of databases depending on how you want to organize your data.

Databases in Sentinel Visualizer

The following terms are used to describe Sentinel Visualizer database types:

Local Database

A database is stored on your computer and managed by the database engine installed by
Sentinel Visualizer. Local databases are single-user only. You can create Local Databases with
any edition of Sentinel Visualizer.

Shared Database

A database is stored on a networked database server running Microsoft SQL Server. Shared
databases have the same structure as Local Databases and are multi-user, which accommodates
multiple concurrent Sentinel Visualizer users. You can create and access Shared Databases with
the Premium and Enterprise Editions of Sentinel Visualizer.

Your Computer

Multi-User
Connection

_Networked Database Server ~ /

Single User
Connection

Local Database Engine
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Creating a New Database

Creating a Local Database
To create a new local database, select the Create a New Database option, available from the:
e Welcome Form

e File Menu
e Start Page

Once the Create New Database form opens, type in a database name and click the [OK] button.

Create Mew Database

Enter the name of the new database:

[ QK ] | Cancel |

The database is created and maintained by the local database engine installed on your
computer.

Creating a Shared Database

The Premium and Enterprise editions of Sentinel Visualizer support the sharing of a multi-user
database. Create the database on a shared server running Microsoft SQL Server 2000 or later.
Microsoft SQL Server must be installed and configured on a computer accessible to Sentinel
Visualizer users through the network or Internet connection.

Configure the Sentinel Visualizer Search Module

There is a one-time configuration of the server that is required before creating Sentinel
Visualizer databases on a shared server.

The Sentinel Search Module is provided by a .dll. There are two .dll’s, one for 32-bit SQL Server
installations and one for 64-bit SQL Server installations. The files can be found in C:\Program
Files (x86)\Common Files\FMS\Sentinel Visualizer. The 32-bit file is named XPMetaphone.dll and
the 64-bit file is name XPMetaphoneb64.dll. Copy the needed .dll file from a computer where
Sentinel Visualizer is installed to a location on the shared server. Then create an extended
stored procedure in the master database named xp_metaphone. For the path, specify the full
path and file name of the appropriate xpmetaphone file.

Creating the Database

To create a new Shared Database, select [New Shared Database] from the Start Page or the File
Menu. The New Shared Database form appears.
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P =

Create a Mew Shared Databaze

Specify the name of an existing QL Server installation. The
server you specify must be running SQL Server 2000 ar later.

Server name:

Specify the admin user name and password you want to use.

User: Password: Re-typepassword:
Admin

Choose a name faor your new Sentinel Visualizer 5 database.
Mew database name:

Database connection setup

@ Specify the SQL Server login to use SQL Server
authentication.

S0QL User: S0L Password: Re-typepassword:

_! Choose a domain group oruser to add to the database.
For example, DomainName\GroupMame or
DomainMName\serMame.

Alternate Lookups Create I I Close

Fill in the following information:

Server Name

Use the drop-down to see a list of SQL Server installations available on your network. Choose
the server where the database will reside.

User Name

Each Sentinel Visualizer user must have a user account in order to access a Shared Database.
Users can be Administrative users with full rights to access the database and configure it, or
Standard users without rights to configure the database (they can still edit the data). When you
create a new database, specify the name for the first user, who by default is an Administrative
user. Select a user name or use the default “admin” value.

Password
Type in the password for the admin account and re-enter it in the second field.

Database Connection Setup

Specify the connection information for your Microsoft SQL Server installation. For more
information about Database connections, see page 221.

Note: If you create a new Shared Database and use Mixed Mode/SQL Server Authentication, and
you have Windows Authentication access to that server, you will not be able to see the new
database unless your Windows User account also has permission to access the database. Please
contact your SQL Server System Administrator to rectify this problem.
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Opening a Local Database

To open an existing Local Database, choose [Open Database] from the File Menu. The Open

Database form appears:

Open Database

Recently accessed databases:

SErver Database Last Opened

DANO-VAIO\SENTEXPRESS  Fraud 4/25/2012 2:54 F
DESKTOP\SEMTEXPRESS sent5demo 3/5/2012 4:10 PM
DESKTOP\SENTEXPRESS lewisville 3/5/2012 4:01 PV
DESKTOP\SENTEXPRESS Sent SampleFBI 3/5/2012 3:47 P

SelectD'd'ler...] i Cpen ]

Remove

Cancel

The top of the form contains a list of recently accessed databases so you can quickly find recent
items. If the database you want to open is in the list, select it and then click the [Open] button.

If the Local Database you want to open is not in the list, click the [Select Other] button.

Open Database

Select a SQL Server from the list and click the [List Databases] button.

-

Databases:

-

List Databases

= Back

| |

Mext = ]

Cancel

Select the My Databases item in the drop down and click the [List Databases] button to see a list
of available Local Databases. Select the database to open from the Databases list and click the

[Next] button to open the database.
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Opening a Shared Database

To open a Shared Database, you must be running Sentinel Visualizer Premium or Enterprise
Edition. From the File Menu or the Start Page, select the [Open Database] option. The Open

Database form appears.

Open Database

Recently accessed databases:

Remove

SErver Database Last Opened

DANO-VAIO\SENTEXPRESS  Fraud 4/25/2012 2:54 F
DESKTOP\SENTEXPRESS sentSdemo 3/5/2012 4:10 PM
DESKTOP\SENTEXPRESS lewisville 3/5/2012 4:01 P
DESKTOP\SENTEXPRESS Sent SampleFBI 3/5/2012 3:47 PN

I ¥

SelectO‘d'ler...I [ Cpen ]

Cancel

The top of the form contains a list of recently accessed databases so you can quickly find recent
items. If the database you want to open is in the list, select it and then click the [Open] button.

If the Shared Database you want to open is not in the list, click the [Select Other] button.

Open Database

Select a SQL Server from the list and click the [List Databases] button.

-

Databases:

- List Databases

< Back

| |

Mext = ]

Cancel

Use the drop-down to select the networked database server that contains the Shared Database
you want to open. Then click the [List Databases] button to see a list of available Sentinel

Visualizer databases that are on that server.

Select the Shared Database you want to open and click the [Next] button.

Sentinel Visualizer
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i '

Cpen Database
i

Please specify the connection information for database DanMaster on server
sentineldb:

@ Use Windows authentication

(™) Use sQL Server authentication

SQL Server user name: Password:

<Back | | Finsh |

Cancel
L

On this screen, select the connection method to access the networked database server. The
method you choose is based on how your SQL Server installation has been configured. If your
SQL Server installation is configured for Windows Authentication, choose that option. If SQL
Server is configured for mixed authentication, you can choose either Windows Authentication or
SQL Server authentication. Contact your system administrator to find out which option you
should use.

Your User Name and Password

When you open a Shared Database, you must provide your user name and password. These are
assigned by the person who created the Shared Database you selected. When Sentinel Visualizer
opens a Shared Database, it presents the following Login form:
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-

Version: 5.0.0.0 _W
Stﬂ,-ntimala>

Visualizer”
Premium Edition

User name: admin
Password: |
Login Cancel
Current server: SENTINELDE Choose Database
Current database: DanTest

Create Local Database Create Shared Database

Waming: This computer program is protected by copynight law and international

treaties, Unauthorized reproduction or distribution of this program, or any portion
of it, may result in severe dvil and criminal penalties, and will proszouted to the

maximum extent possible undar the law.

Copyright © FMS Inc. 2003-2012. &ll Rights Reserved.

Muanoeds'mema]
Group

Enter your user name and password and click the [Login] button.

Note that your user name is not case-sensitive, but your password is. The system remembers

your user name so you do not need to re-type it each time. Passwords cannot be retrieved or
viewed, but you can change a password if the user has forgotten it.

Chapter 18: Importing Data

Sentinel Visualizer provides the ability to import external data into its database. You can import
data from a variety of sources including text files, Access databases, and Excel spreadsheets.

Introduction to Data Imports

This chapter provides a set of exercises to familiarize you with data import and various options.
In these exercises, we create a new database and import data from external sources. You will
learn how to use the Import Data tool to import entities, relationships, metadata, and other
information into a Sentinel Visualizer database.
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The Data Import feature allows you to import data from a variety of common formats. Formats
supported are:

o Text
e  Microsoft Excel
e  Microsoft Access

The Data Import feature allows you to visually “map” the fields from your input file to the
appropriate fields in the Sentinel Visualizer database. The process for using this feature is
summarized as follows:

e Select your source data file

Sentinel Visualizer reads the data file and finds field names
Connect your fields to the Sentinel Visualizer fields

o Create new data types as necessary

e Import the data

Sample Data

Our sample dataset is a Gift Card Fraud dataset, which we will import from two Microsoft Excel
spreadsheets: People.xls and Transactions.xls. These files are located in the ImportSample
folder in the Sentinel Visualizer installation folder.

Conceptual Mapping

In order to understand this exercise, view the spreadsheet data. We will define the import to
create entities from the Subject and the Transaction columns, and create relationships to map
them together.

Note that Sentinel Visualizer lets you run multiple imports against the same database. This helps
you organize imports step by step and add new data as it comes in.

Transaction ptore ubject Start Date End Date Store Address Latitude Longitude Gift ¢
1672472010  |7771 Daniels 5t..[37.7863264  |-121.2551482
9735 tore - 1360 Thomas 6/28/2010 6/28/2010 9811 Chapman... 33.7886489 -117.9621958 6262
8999 tore - 211 Thomas 7/5/2010 7/5/2010 7753 € Eastlan... 34.073684 -117.886077 6.26,
4486 tore - 372 Thomas 7/10/2010 7/10/2010 618 Sw 5Th Av... 45.5192824 -122.6773098  6.26,
7723 tore - 715 Thomas 7/10/2010 7/10/2010 946 Lloyd Ctr.... 45.531002 -122.653086 6.25'
2058 tore - 1240 Thomas 7/11/2010 7/11/2010 8875 Sw(Casca.. 45.4567893 -122.7850577  6.26
9757 tore - 580 Thomas 7/15/2010 7/15/2010 3111 Gateway.. 44.071089 -123.04425 6.26,
~..- p S e k ‘_.-_-.. PRI miem s = ia leseasani PRSP DY

This diagram shows how the linkage appears when it is in the Sentinel Visualizer database:

Linked ta 5735
£ 7]

Thomas Linked to

3876

The following sections will walk you through the process of importing the data.

Create a New Database and Import Data Into It

From the File menu, choose New Local Database. Use the following name for your new
database: Fraud
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Create Mew Databasze

Erter the name of the new database:
Fraud

| ok || Ccancsl

b

Open Your New Database
From the File menu, choose Open database and select Fraud from the list.

(Dpen Database

Recently accessed databases:

Server Database Last Opened
SELAP\SENT4EXPRESS Fraud 8/31/2012 12:01PM :

SelectDmer...] [ Open ]

Open the Import Data Tool
On the Start Page, select [Import Data] from the Other Tasks area.
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Other Tasks
a Manage Database
[_-j Open Database

;Q Mew Local Database

Mew Shared
Database

Refresh Recent Lists
E‘ Import Data
@) Help

After a moment, the Import Data Screen appears.

. Import Data =3 Eo8 ==
Dod| & | 8 ¥ LS | &
Mew Open Save| Source | AddEntity Add Relationship | Import | Close
[ | Getting Started a|
Data Import i

» Open a text file

# Open an Excel file
# Open an Access file
# Add new Entity

* Add new Relationship

Context Menu
Copy: does a simple copy. b

Copy unique: copies data
within this file uniquely
across all transforms
Copy DB unique: copies

| Source Data preview |  data within this file, and
the target database,
uniquely across all

Copy using Lookup: does a
simple copy by looking up
the source in the target.

Tips

Map the fields by dragging
one port to another.

- Link two entities to a
Source Data Preview | Process Status relation using the right -

The Import Data screen has five main areas:
e Toolbar: Access common tasks
e Main Pane: Visually design your data import
e Source Data Preview: View a preview of source data in a grid

e Bottom Tabs: Switch between the Source Data Preview and the Process Status

modes

e Right Pane: See quick tips and shortcuts that make the import process easier

Select Source, Excel File

Click the Source button on the toolbar and select Excel File.
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- Import Data =8| 0
0D o d| & sl % 2 | W

Mew Open Save Source || Add Entity Add Relationship | Import | Close

Text File ‘Getting Started n
Excel File Data Import i

Access File
® Open a text file

& Open an Bxcel file
® Open an Access file
& add new Entity

® Add new Relationship

Context Menu
Copy: does a simple copy.

m

Copy unique: copies data
within this file uniquely
across all transforms
Copy DB unique: copies

Source Data preview B | data within this file, and
the target database,
uniquely across all

Copy using Lookup: does a
simple copy by looking up
the source in the target.

Tips

Map the fields by dragging
one port to another.

. Link two entities to a
Source Data Preview | Process Status

fE|EﬁDI_‘I using the right -

In this import exercise, we use a Microsoft Excel file named People.xls. Use the [Browse] button
to locate and select this file.

r v
Import Excel Spreadsheet @

Choose the Excel file:

| Browse

Sheet: [

+| Range: [¥] First row contains field names

Lok ] [ conel ]

When you select the source file, a preview of the data is displayed. Sentinel Visualizer only
shows the first 25 rows of data in this screen, but will import all the rows.
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a B |
Import Excel Spreadsheet @

Choose the Excel file:

C:\Gift Card Fraud'\People.xis Browse

Sheet: [pm v| Range: [7] First row contains field names

Subject Gender Eye Color Hair Color Alias

Thomss — Mole  brown _Bonde __Tommy

Kelly Female Green Blonde Alex

Mark Male Brown Brown

Brian Male Blue Blonde Bryan !
Mary Female Brown Black |

Click [OK] to see the source data presented on the import screen.

View the Source Data

The Import Data screen now shows an object that represents the source data from the Excel file.

. Import Data ===
(= I~ - &l ¥ £ | &
MNew Open Save| Source | AddEntity Add Relationship | Import | Close
| Getting Started a
o o Data Import =
Source data =
|subject g # Open a text file
r]llgenda v
e Color d » Open an Excel file
|Hair Colar »
g-\has 3 ® Open an Access file
« Add new Entity
# Add new Relationship
Context Menu
Copy: does a simple copy. E
Copy unique: copies data
within this file uniquely
across all transforms
Copy DB unique: copies
| Source Data preview | data within this file, and
the target database,
Subject Gender Eye Color Hair Color Alias uniquely across all
|Thc>mas Male Brown Blonde Tommy Copy using Lookup: does a
simple copy by looking up
Kelly Female Green Blonde Alex the source in the target.
Mark Male Brown Brown
Brian Male Blue Blonde Bryan Tips
| Map the fields by dragging
Mary Female Brown Black one port B another’
. Link two entities to a
Source Data Preview | Process Status relation using the right -

Define First Entity Mapping

In this step, you define which data from the Excel file is used to create entity records. Click on
the Add Entity button to create a new entity mapping.

8]
Add Entity

The Import Data tool creates a new, blank Entity definition for you.
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.- Import Datz [=lle ks
(= = - g ¥ 2 | @
MNew Open Save| Scurce | AddEntity Add Relationship | Import | Close
Getting Started a
Data Import =
== Source data [=] Imported Entity 1 po!
ubje -
Cender b Add Metadats » Open a text file
Col | -
EYE CU ‘Dr L Entity # Open an Excel file
A‘E” iy aEntity Name: s
as r Entity Typeirline Flight * Open an Access file
W Entity Status:Active
4 Start Date: » Add new Entity
4End Date:
alattude » Add new Relationship
wLongitude:
&Weight
wValue: Context Menu
Copy: does a simple copy. =
Copy unigue: copies data
within this file uniquely
across all transforms
Copy DB unigue: copies
| Source Data preview | data within this fie, and
the target database,
Subject Gender Eye Color Hair Color Alias uniquely across all
‘Thomas Male Brown Blonde Tommy Copy using Lockup: does a
simple copy by looking up
Kelly Female Green Blonde Alex the source in the target.
Mark Male Brown Brown
Brian Male Blue Blonde Bryan Tips
Mary Female Brown Black ::zl;ﬁorett\:ig;:;aggmg
Link two entities to a
Source Data Preview | Process Status [e|atian using the right -

Draw Connection Lines

Notice the small black circles to the left and right of the rows in the box.

= Imported Entity 2
Add Metadata

Entity -

J

tity Name:
_I:tity Type:hirline Flight -
Hhtity Status:Active
Fart Date:
#hd Date:
titude:
b ngitude:
Weight

Jalue:

Click your mouse on a connection dot and drag it to another connection dot to create a link.

In this example, click on the connection dot to the left of Subject in Source Data, and drag it to
the connection dot to the right of the Entity Name in Imported Entity 1. It should look like this:
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(. Import Do =
0 o Hl o 8 ¥ >
New Open Save | Source | AddEntity Add Relationship | Import | Close
[ Getting Started L3
Data Import
= Source data Bl Imported Entity 1 =
ubje
—_— b Ada Metada| « Open a text file
Cal e [ Copy DB Unigue —
EI}:E\rCOn\Dnrr 3 Entity ® Open an Excel file
A Entity Name:[Subject] S
= " w{Entity Type:Person ® Open an Access file
wEntity Status:Active
«Start Date: ® Add new Entity
wEnd Date: .
aLattude ® Add new Relationship
®Longitude:
4Weight
wValue: Context Menu
Copy: does a simple copy. L
Copy unique: copies data
within this file uniquely
across all transforms
Copy DB unigue: copies
| Source Data preview | data within this file, and
the target database,
Subject Gender Eye Color Hair Color Alias uniquely across all
[Thomas Male Brown Blonde Tommy Copy using Lookup: does a
simple copy by looking up
Kelly Female Green Blonde Alex the source in the target.
Mark Male Brown Brown
Brian Male Blue Blonde Bryan Tips
" Map the fields by dragging
Mary Female Brown Black one port to another.
= Link twa entities to a
Source Data Preview | Process Status relation using the right =

Define Metadata Import

Next, we create new metadata types to support the import of additional fields from the Excel
file.

Define Metadata Types in the Database

Our Excel spreadsheet has various descriptive fields for the Subjects, so before we can import
that information we need to create new metadata types to support these fields.
From the Manage Databases window, select Manage Metadata. Add these new metadata types:

Hair Color
Eye Color
Alias

D Metadata: Add MNew ﬁﬂ

Metadata Type name: Lookup List values:
Hair Color

[]indude in Searchassist index

Mote: Usethis option sparingly. Every
SearchAssist index adds timeto the Entity
and Relationship search functions.

Metadata Type values:

@) Allow input of a single value

() Allow selection from a list of values

Category:

Personal Characteristics - Maove Up Move Down Add Mew

oK ” Cancel ]
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Add Metadata

On the Import Data form, click the [Add Metadata] button on the entity definition. Set the
Metadata Type field to Gender, and connect Gender in Source data to Metadata Value. The
screen should now look like this:

i Import Data - Import Person EI @
0D oAl & 8l ¥ 2 | @
New Open Save | Source | AddEntity Add Relationship | Impeort | Close
Getting Started a
Data Import -
L Source data = Imported Entity 1 H
ubje
—_— el » Open a text file
Eyetall Entity * Open an Excel file
T Entity Name:[5ubject] -
5 Entity Type:Person » Open an Access file
Entity Status:Active
tartDate: « Add new Entity
End Date:
atitude # Add new Relationship
Longitude:
(Weight:
(Value: Context Menu
Metadata Copy: does a simple copy.
Metadata Type:Gender ) § =
Metadata Valuez[Gender] i'?;rnlmzuﬁelé Enrﬂisaﬁrata
across all transforms
Copy DB unigue: copies
data within this file, and
the target database,
Source Data preview a | uniquely across all

Copy using Lookup: does a
simple copy by looking up
the source in the target.

Tips

Map the fields by dragging
one port to another.

Link two entities to a

relation using the right
e port of the entity name.
Follow similar steps to map Eye Color, Hair Color, and Alias:
i Import Data - Import Person Metadata EI @
0D 6| & al ¥ 2 | &
Mew Open Save| Source | Add Entity Add Relationship = Import | Close
Data Import =
= Source data = Imported Entity 1 PO
ubje
= Add Metadaa| » Open a text file
S};?rctuﬂ‘\zrr : bEnti]tv o Open an Excel file
Entity Name:[Subject] -
Alizs Entity TypePersan ® Open an Access file
Entity Status:Active
Start Date: ® Add new Entity
End Date:
L:m;; o Add new Relationship
Longitude:
(Weight
Value: Context Menu
— Copy: does a simple copy.
Metadata Type:Gender

| Source Data Preview ‘ Process 5tatus|

Metadata Value[Gender]

Metadata

Metadata Type:Eye Color
Metadata Value:[Eye Color]

Metadata
Metadata Ty pesHair Color
Metadata Value:[Hair Color]

Metadata
Metadata Type:Alias Name
Metadata Value[Alias]

Copy unique: copies data 3
within this file uniquely

across all transforms

Copy DB unique: copies

data within this file, and

the target database,

uniquely across all

Copy using Lookup: does a
simple copy by looking up

the source in the target.

Tips
Map the fields by dragging
one port to another.

Link two entities to a
relation using the right
port of the entity name.

Save and Run the Import

Use the [Save] button and save your import specification as People.svi, then click the [Import]
button to run the import process.
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Define Second Entity Mapping

Next we import transaction information

Define New Entity Type in the Database

Our Excel spreadsheet has information about transactions, so before we can import that
information we need to create a new entity type called Transaction.

From the Manage Database screen, select Entity Types and click the [Add] button from the

toolbar:

I_] Entity Type: Add New

B

Entity type name:
Transaction

Current icon:

Icon Library

Entity type weight: Metadata Category:

. . .
%1 |Financial

)

Icon list view:

) 5mall Icons

(@) Large Icons

Select Other...

1 I " 2g TR E
| B
Cabinets3  Cabinet?64  Cabinet365  Calculatorss  Calculator2s7 Caleu
[212] B &=
Calendar70  Calendar271  Calendar372  Camera73 Camera274  Camera375  Camera576
B @ ¢ & [
Camera&77  Camera7 78 Card79 Cardsa0 Cargog1 Cars1082 Cashg3
1| 1 3
oK H Cancel

e For the Entity type name field, type in Transaction

e Select entity icon Calculator368
o Select the Metadata Category as Financial

Click the [OK] button to save your new entity type.

Set Up Your New Import Specification

Open the Import Data form, and follow these steps:
1. Select [New] from the toolbar.
2. Set the source to Transactions.xls

Add Transaction Entity

To add the Transaction entity, add a new entity definition by following these steps:

1. Click the [Add Entity] button from the toolbar.
2. Set Entity Type to Transaction.
3. Link Source Data Transaction to Entity Name.
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Save and Run the Import

Use the [Save] button and save your import specification as Transaction.svi, then click the
[Import] button to run the import process.

Import Relationships with Additional Data

The final step is to link the two entity definitions with a relationship.

Set Up Your New Import Specification
Open the Import Data form, and follow these steps:

1. Select [New] from the toolbar.
2. Set the source to Transactions.xls

Next we import data as relationships and add additional data to the relationships. The
relationship is what ties the Subject entity to the Transaction entity. Follow these steps to add
the relationship definition:

1. Click the [Add Relationship] button from the toolbar.

2. Link Entity Name[Subject] to Entity From.

3. Link Entity Name[Transaction] to Entity To.

4. Set the Relationship Type to Linked to (we will make this more specific in a later exercise).

Select the Copy Mode

Right click on Copy Unique on the line that connects the Subject entity to the Transaction entity.
In the right-click context menu, and select Copy DB Unique:

[=] Person
Linked Entities 1
Add Metadet = -
- Add Metadata
Entity
®aEntity Name:[Subject] _ - -

™Entity Type:Person .\W __RelationshipTransform
w{Entity Status:Active Copy =3 Entity From{[Subject]]
AStart Date: | Eargs Utars & Entity To:[[Transaction]]
#End Date-. Py -niq # Relationship Typedinked to
aatitude: Copy DB Unigque :EtnadrtD[:E?:
W ongitude: IS :
4\Weight |Va|uge-
o\/alue: B

Your import definition should now look like this:
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= Person

Add Metadata

Entity
Entity Name:[Subject]
sEntity Type:Person
WEntity Status:Active
Copy DB Unique .StmDat?:

[Transaction Zource data :E;gﬁ;ﬁ Copy DB Unigue | /(1 Linked Entities 1
Store WLongitud= Add Metadata
Subject Wweight
Start Date ] ovalue: RelationshipTransform
End Date ] Entity From {[Subject]]
Store Address . Entity To:[[Transaction]]
Latitude - Copy DB Unique Relationship Typedinked to
Longitude ] Start Date:
Gn:tg(ard S » = UATEEETT T DB Uni End Date:
ID Number > Add Metadata == = Weight
[Activity 3 Value:
Card Value 3 _ Entity
Status » Entity Name:[Transaction]

= Entity TypeTransaction

W Entity Status:Active

4 Start Date:

4End Date:

o atitude:

WL ongitude:

w\Weight

o\Value:

Create Additional Data Mappings for the Relationship
After adding the Relationship definition, we can add attributes to the relationship:

e Connect Start Date in Source data to Start Date in Linked Entities.
e Connect End Date in Source data to End Date in Linked Entities.
e Connect Card Value in Source data to Value in Linked Entities.

Your Import Data Screen should look like this:

= Transaction
Add Metadata
Entity
Entity Name:[Transaction]
s Entity Type:Airline Flight
W Entity Status:Active
- d
) Ry
aLatitude:
Source data Longitude:
Transaction qweight:
Store . qvalue: [Copy DB Unique
Subject
Start Date
End Date = Linked Entities 1
Store Address Add Metadata
Latitude
Longitude RelationshipTransform
Gift Card # Entity From{[Subject]]
ID Number Entity To:[[Transaction]]
Activity Relationship Typedinked to
CardValue Start Date:[Start Date]
Status End Date:[End Date]
Weight:
Value{Card Value]

Copy DB Unigue

[= Person
Add Metadata

Entity
Entity Name:[Subject]
Entity Type:Person
Entity Status:Active
Start Date:
End Date:
Latitude:
Longitude:
\Weight
\Value:
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Save and Run the Import
Use the [Save] button and save your import specification as Person To Transaction.svi, then
click the [Import] button to run the import process.

Import Relationships with a Relationship Type

Next, we use data in the source file to identify a more specific relationship type.

Define New Entity Type in the Database
Our Excel spreadsheet has information about relationship types, so before we can import that

information we need to create 3 new relationship types.

From the Manage Database screen, select Relationship types. Use the Add button to add the
following relationship types:

Makes Return: Set the Category to Transactions
Enters Store: Set the Category to Transactions

Purchase: Set the category to Transactions

l_] Relaticnship Type: Add New

MName:
Makes Return

Category:

[Transar_tiuns - ]

Metadata Category:

Weight:
50

Ak

[Dﬂﬁer

b

Set Up Your New Import Specification
Open the Import Data form, and follow these steps:

1.

Select [New] from the toolbar.

2. Set the source to Transactions.xls

Map Activity to Relationship Type
Now we will specify that we want to map the Activity to the Relationship Type.

We do this by connecting the Activity in the source data to Relationship Type in the Linked
Entities (relationship) definition. The following screen shows the mapping:
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Transaction

Add Metadaml
Entity

Entity Name:[Transaction]
Entity TypezAirline Flight
Entity Status:Active

Copy DB Unigue

Source data _ !
[Transaction Weight:
Store Value:
Subject
Start Date
End Date
Store Address
L atitude
Longitude [Copy]
Gift Card [Copy]
ID Number
[Activity Copy using Lookup S
Card Value ‘~
Status -

Copy DB Unigue {Copy] .

Person

Add Metadaal
Entity

Entity Name:[Subject]
Entity Type:Person

Save and Run the Import

Save the import as Person To Transaction Lookup.svi, then click the [Import] button to run the

import process.

Linked Entities 1

Add Metadﬁzl

RelationshipTransform

Entity From{[Subject]]

Entity To:[[Transaction]]

Relationship TypefActivity]

Start Date:[Start Date]

End Date:[End Date]

Weight
ValuefCard Value]

Note: Spreadsheets must be closed prior to running imports. Excel places a lock on

spreadsheets.

See Your Results

Switch to the Start Page and select [Entity Search].

In the Entity Search form, search for the name Brian in the Entity Name field. You should see the

following results:

' - Entity Search

2 g

¥ 2 X » 2

New Entity View Entity Edit Entity Delete Entity | Search Print Results

=

v Search

) Cardview (@) TableView ["|Grouparea ["|Images Expand groups Collapsearoups

Accura. ~ Found In

Entity Name

Entity Type  Entity Status

w || Advanced Search €3

Weight Value

[ 100% Name

Brian Person Active

50

<« [

Status: 1 match found | Mode: Normal Search | Elapsed time: 562 milliseconds

Select View entity button from the Entity Search toolbar:
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e}

View Entity

You should now see the details of the entity we imported. In this case, we want to see the
relationships we created, so click on the Relationships tab. You will see the new additional

information.
[> View Entity: Brian (ID: 1008 ) =n =
e W e S ® 8 BE & a ¥

Edit Mode Close | Print | Google Earth  Web Search | Visualizer | Compare Merge Clone | Add Relationship

Name: Type: Primary Image

|Briar| | |Persun |

Start date: End date:

Status: Weight {1-100) Value: Latitude: Longitude:

factve | [ I P |l |

1D: UuID: ClassificationLevel: Dissemination:

[rocs | [ || | |

Created by: Created on: Modified by: Modified on:

|Admin ‘ |10,f13f20113:07PM | | ‘ | | e e

(= Bricf | Metadata | ] Topics | Notes | @ Documents” 4, Relationships

(©) Cardview (@ TableView [~ Group area Expand groups Collapse groups

Entity 1 Name Relationship Type  Entity 2 Name ‘weight Walue Start Date End Diate Relizbility of Sou. =
Brian Makes Return 1548 50 4493 8/23/2010 12:15: | 8/232010 1:15:0_.. | F (Reliability can
Brian Makes Return 5990 50 4498 9/8/2010 5:48:00... : 9/8/2010 6:48:00... : F (Reliability can.
EBrian Makes Return 5591 50 3868 9/8/2010 5:48:00.. 1 9/8/2010 6:48:00.. : F (Reliability can.[E
Brian Makes Return 4515 50 1719 6/30/2010 8:33:0.. :6/30/2010 %:33:0.. | F (Reliability can.
Brian Purchase 6646 50 213.87 81772010 11:45:. : BA7/2010 12:45.. : F (Reliability can.
Brian Purchase 2365 50 41.9% 6i27/2010 6:53:0... : 6/27/2010 7:53:0... | F (Reliability can.
Erian Purchase 2366 50 4318 B/27/2010 6:55:0.. 162772010 7:55:0... | F (Reliability can.
Brian Purchase 2374 50 19.98 6/27/2010 7:09:0... | 6/27/2010 8:08:0... | F (Reliability can. _
i P e ca P FE

Import Latitude and Longitude for Entities

After we have imported Subjects and Transactions, we can modify our import process to gather
location data from the Excel file and import it as positional data for entities.

Define New Entity Type in the Database
Our Excel spreadsheet has information about Stores, so before we can import that information
we need to create a Store entity type.

3. Use the Manage Database form and select Entity Types
4. From the Entity Types screen, click the [Add] button.
5. Add a new entity type:

o For the Entity type name field, type in Store
o Select entity icon Building358
o Select the Metadata Category as Location

Click the [OK] button to save your new Entity Type
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l_] Entity Type: Add New

Entity type name:
Store

Current icon: Entity type weight: Metadata Category:

Location

)

|F1 it 50 2

Icon Library Icon list view: () Small Icons (@ Large Icons

Select Other...

) >
i ¢ @ @ o
Box342 Bridge43 Bridge244 Briefcase45  Briefcase246  Briefcase347  Briefrase44s
£y
CCyT|
® % & M 6
Bug42 Bug250 Building51  Building1052 Building1153 Building1254 Building1355
| o, |
@ & g éh B T =
==
Building1456  Building257 Building459  Building560 Building6s1 Buss2
1 [ T e
QK ” Cancel

Set Up Your New Import Specification
Open the Import Data form, and follow these steps:

3. Select [New] from the toolbar.
4, Set the source to Transactions.xls

5. Click the [Add Entity] button to create a new entity definition

o Set the type to Store

6. Connect the data elements

o Connect Store in Source Data to Entity Name in Imported Entity 1
o Connect Latitude in Source Data to Latitude in Imported Entity 1
o Connect Longitude in Source Data to Longitude in Imported Entity 1

The Import Data form should look like this:

Finish your Mapping Definition

Source data
Transaction - = Imported Entity 1
Store Add Metadata
Subject . -
End Date - Entity Name:[Store] -
Store Address » wEntity Type:Store
Latitude W Entity Status:Active
Longitude 4 Start Date:
Gift Card # » #End Date:
1D Number " Latitude:Latitude]
Activity - Longitudez[Longitude]
CardValue - w\Weight
Status . oValue:

1. Click the [Add Entity] button to create a new entity definition
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o Set the Type to person
o Connect Subject in Source Data to Entity Name in Imported Entity 1

7. Click the [Add Relationship] button to create a new relationship definition

o Connect the Person to Entity From
o Connect the Store to Entity To
o On the Linked Entity:

8. Set Start Date with a Lookup from Activity
9. Set End Date with a Lookup from Activity
10. Set Relationship Type with a Lookup from Activity

11. Set the Relationship links to Copy DB Unique

You import specification should now look like this:

Source data

[Transaction

Store

Subject

Start Date

End Date

Store Address

Latitude

Longitude

Gift Card #

ID Number

[Activity

Card Value

Status

Copy DB Unique

= Imported Entity 3

Add Metadata

Entity

Entity Name:[Subject]

Entity Type:Person

Entity Status:Active

Start Date:

End Date:

Latitude:

Longitude:

\Weight:

=1 Imported Entity 2

Add Metadata

Copy DB Unique

= Linked Entities 1

Add Metadata

RelationshipTransform
Seal Entity From{[Subject]]
Entity To:[[Store]]

Relationship Typed Activity]
Start Date:[Start Date]

Entity

W4l Entity Name:[Store]

Entity Type:Store

Entity Status:Active

Start Date:

End Date:

®a _atitude:[Latitude]
™4l Longitude:L ongitude]

Save and Run the Import

Use the [Save] button and save your import specification as Person To Store.svi, then click the
[Import] button to run the import process.

See Your Results

a\Weight

aValue:

[Copy DB Unique| ™~
~~g=a End Date:[End Date]

4 Weight:
o\Value:

Switch to the Start Page and select [Entity Search]. In the Entity Search form, search for the
name Brian in the Entity Name field.
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[E=% HoN =

- Entity Search

2 o ¥ g x > @
New Entity View Entity Edit Entity Delete Entity | Search Print Results
brian v Search w || Advanced Search €3

) Cardview (@) TableView ["|Grouparea ["|Images Expand groups Collapsearoups
Accura. v~ Found In Entity Name Entity Type Entity Status  Weight Value
| 100% Name Brian Person Active 50 |
4 | m »

Status: 1 match found | Mode: Normal Search | Elapsed time: 562 milliseconds

Select View entity button from the Entity Search toolbar:

e}

View Entity

The details of the entity we imported are displayed. Click on the Relationships tab to see the
relationships we created:

P> View Entity: Brian (D:1239) =1 E=R =<3
o @ S W 8 BE &5 @ ¥
Edit Mode | Save Close | Print | Google Earth  Web Search | Visualizer | Compare Merge Clone | Add Relationship
Name: Type: Primary Image
|Brian | |Person ‘
Start date: End date:
Status: Weight (1-100) Value: Latitude: Longitude:
factive | [ | | | |
D: UuID: ClassificationLevel: Dissemination:
== | [ | I |
Created by: Created an: Modified by: Modified on:
|Admin | |1n;13;znn 3:34PM | | | | PP E—
[ Brief Iﬁ Metadata I_ﬂ Topics Iﬁ Motes I.Q DocumenEJ’-'f':, Relati
() CardView (@) TableView [ Group area Expand groups Collapse groups
Entity 1 Name Relationship Type Entity 2 Name ‘wieight Value Start Date End Date Reliability of Sou_. =
BErian Purchase 4464 50 1152 61172010 3:05:00... : 61/2010 4:08:00.. : F (Reliability can_
BErian Purchase 4316 50 46.57 6/30/2010 8:35:0... 163002010 5:35:0... : F (Reliability can.
BErian Purchase 7272 50 60.58 72472010 414:0.. 72472010 5:14:0.. : F (Reliability can
BErian Makes Return Store - 232 50 81772010 11:45... 81172010 12:45.. 'F (Reliability can.
Brian Makes Return Store - 1157 50 6/27/2010 €:53:0_. |6/27/2010 7:53:0_.. : F (Reliability can
Brian Makes Return Store - 1157 50 6/27/2010 €:55:0_. |6/27/2010 7:55:0_.. : F (Reliability can
Brian Makes Return Store - 1157 50 6/27/2010 7:09:0_. |6/27/2010 8:09:0_.. : F (Reliability can
Brian Makes Return Store - 1157 50 6/27/2010 7-10:0 . | 6272010 8:10:0_ :F (Reliability can _
e PP e cn e
View

Linking Transactions to Stores

In this exercise, we will use the source Excel data to create a final relationship to link
Transactions to Stores.

Set Up your New Import Specification

1. Open Data Import, but do not open a saved diagram
2. Set the source to Transactions.xls
3. Click the [Add Entity] button from the toolbar
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o Set the Entity Type to Store
o Link the Source Data Store to Entity Name

4. Click the [Add Entity] button from the toolbar
o Set Entity Type to Transaction
o Link Source Data Transaction to Entity Name

Next, we add the relationship.
Click the [Add Relationship] button from the toolbar
1. Link Entity Name[Store] to Entity From

2. Link Entity Name[Transaction] to Entity To
3. Set the Relationship Type to Linked to

Select the Copy Mode

Right click on Copy Unique on the line that connects Entity Name [Transaction] to Entity From
and select Copy DB Unique:

= Imported Entity 1
Source data Add Metadata

[Copy DB Unique | Entity
T———waEntity Name:[Transaction]
s Entity Type:Transaction

[Transaction
Store

Subject

Start Date
End Date
Store Address
Latitude
Longitude

wEntity Status:Active
WStartDate:
#End Date: Copy DB Unigue = Linked Entities 1
lLatitude: Add Metadata
Gift Card # Wl ongitude:
ID Mumber qWeight i i

u - RelationshipTransform
?m‘;? : [Copy DE Unique]  [eValue: e Entity Fromi[Transaction]
Start alue : 3o Entity To:[[Store]]

atus 4 Relationship Typetinked to
4 Start Date:
4 End Date:
q
q

Weight:
Value:

= Imported Entity 2 Copy DB Unigue
Add Metadata

Entity
Entity Name:[Store]
= Entity Type:Store
' Entity Status:Active

Start Date:

<
aEnd Date:
aLatitude:
wLongitude:
o

-

(Weight:
Value:

Save and Run the Import

Use the [Save] button and save your import specification as Transaction To Store.svi, then click
the [Import] button to run the import process.

Adding Entity Pictures
In this exercise, we add pictures to entities.

Find All Person Entities

From the Start Page, select [Entity Search]. On the Entity Search form, click the [Advanced]
button:
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)’J Entity Search

2 B8 B X [P &

Mew Entity View Entity Edit Entity Delete Entity | Search Print Results

search Advanced Search ﬁ

(©) Cardview @ Tableview [T|Grouparea [|Images  Expand groups Collapse groups
Accura.. = Found In Entity Name Entity Type  Entity Status  ‘Weight

Select Type of Person, and click the [Search] button to see the results.

Add Entity Pictures

You now have a list of all Person type entities found in the database:

- Entity Search =N o>
2 g = 2 x pe @

Mew Entity Wiew Entity Edit Entity Delete Entity | Search  Print Results

Search Search Assist  £)
Entity name:
Type: [Person '] Status: [(not specified) v]
Start date: |{not specified) | Choose | Entity ID:
End date: |[not spedified) | Chogse | WUID:
Classification: [(not spedfied) v] Dissemination:[(ﬂot specified) v]
General fields l Metadata/Topic l System fields I

(©) Cardview (@ TablevView [|Grouparea [ |Images  Expand aroups Collapsearoups

Accura.. + Found In Entity Name Entity Type  Entity Status  \weight Walue
| 100% : Entity Brian Persan Active 50
100% : Entity Mary Person LActive 50
100% : Entity Mark Person LActive 50
100% : Entity Thomas Person LActive 50
100% : Entity Kelly Person LActive 50
4| [ | 3

Status: 5 matches found | Mode: Normal Search | Elapsed time: 215 milliseconds

Click on the row for Brian. When the Entity Viewer appears for Brian, click the [Edit Mode]
button.
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D> Edit Entity: Brian (ID: 1863) = |5
@ ¥ 2 S W B B & & ¥
EditMode | Save Close | Print | Google Earth  Web Search | Visualizer | Compare Merge Clone | Add Relaticnship
Name: Type: Primary Image
|Briaﬂ | [Pergon v]
Start date: End date:
Status: Weight (1-100): Value: Latitude: Longitude:
[mve v] 50 2 | | ‘0 | ‘0
1D: UuID: ClassificationLevel: Dissemination:
[1s82 | [te | bt -
Created by: Created on: Maodified by: Modified on:
|Admin ‘ |1g‘r13,r20]_1 R ‘ | | ‘ | Open Export Choose Clear Paste

|“ Brief Tﬁ Metadata l_,j] Topics Ia Notes l@ Documents ["-{'J Relaticnships]

“A-B s U[EEEEr BB Y

Tahoma T 8

Underneath the Primary Image, click the [Choose] button. Browse to the ImportSample\Photos
folder in your installation directory, and select the file Brian.jpg.

i

. « Gift Card Fraud » Photos

Organize v New folder
1 Training = Name

.. Gift Card Fraud e
& Brianjpg

.. Photos — .
= Kelly.jpg

.. Reference - A
w= Markjpg
| = Maryjpg

M Thomas.png

- l 45 ' I Search Photos ol
=y 0 @

Date modified Type
10/12/2011 8:33 PM  JPEG image
10/12/2011 8:34 PM  JPEG image
10/12/2011 8:29 PM  JPEG image
10/12/2011 8:19 PM  JPEG image
10/12/2011 8:38 PM  PNG image

File name: Brian.jpg

v [AII Picture Files (*.bmp, *,jpg, *. ']

[ Open ] [ Cancel ]

Click the [Open] button to select the image. The Entity form now shows the picture you

selected.

Sentinel Visualizer

Chapter 18: Importing Data « 183



[> Edit Entity: Brian (ID: 1863)

([E=3 EEN

ER @ S @ 2 CER %
ode | Save Close | Print| Google Earth Web Search | Visualizer | Compare Merge Clone | Add Relationship

Mame: Type: Primary Image
‘Brian | [Person v]
Start date: End date:
\ Jlo ] | Jlo
Status: Weight (1-100): Value: Latitude: Longitude:
Active = | 58 = | | |U | ‘U ‘E]
ID: UUID: ClassificationLevel: Dissemination:
[863 | [ | - -
Created by: Created on: Modified by: Modified on:
‘Admin | |1o,rj.3,rzo11 3:46 PM | | | | | oo

Expart

Choose

|~ Brief Iﬁ Metadata I_ﬂ Topics [a Notes [Q Documents I"#, Relatiunships]

Tehoma - 8

-A-B I u[SlE=EE s maly

Click the [Save] button to save your changes and the [Close] button to return to the Entity
Search form. Repeat the above steps for the remaining entities.

Viewing Your New Network

In this exercise, we load all imported data into the Visualizer tool and view the network.

Open the Dataset Builder. From the Start Page, select [Dataset Builder]:

-

lﬁ Dataset Builder
Filter Entities
Use this page to specify the criteriafor the entities you want to select.

[=][= =]

Unknown

Entity name: Entity ID: uuID:

Start date: |(n0t specified) | Choose
End date: |(n0t specified) | Choose
Status: Select all Clear all Classification: Select all Clear all
[V] Active Unclassified

[¥] Alive [] For Official Use Only

Deceased Confidential

Inactive Secret

Incarcerated Top Secret

None

Entity type: Select all Clear all Dissemination: Select all Clear all
Airline Flight - -
Attendee El CNWDI B
Bank Account COMSEC

Buyer CRYPTO =
Company FOUO

Country NOCONTRACTOR

Crime NOFORN

Department ORCON

Dactor PROPIN

[¥] Domain T [VWIREL v

General fields l Metadata/Topic l System fields I

< Previous I Mext > I Cancel

Click the [Next] button until you are on the final page:
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{3 Dataset Builder

Choose Output Method
Select where you want the data to go.

Quput to:
() XML file [Flindude all data [ 1indude schema

=) ) Entity detail report || Include detailed notes

Ooo @ Visualizer Remoave un-inked entities.

Leave the dataset builder open

[ <Previous] [ Finish ] [ Cancel

Click the [Finish] button. Your network now appears in the Visualizer screen:
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Chapter 19: Configuring and Maintaining Your
Database

Sentinel Visualizer Databases offer a great deal of flexibility for customization to manage your
unique dataset. This chapter describes how to define, modify, and add your own Lookup values
and Metadata to support your dataset, and how to specify type information for various database
fields and create new fields. It also provides information about maintaining your database,
backing it up, and moving, along with the running of custom queries directly against your
database.

Understanding Configuration

After you create your database, you should configure it to match the type of data you are going
to be managing. You can perform this configuration at any time, even after the database is in
use—but it’s best to review the existing Lookup and Metadata configurations before you start
entering or importing data.

Lookups

Many of the fields in a Sentinel Visualizer are implemented as drop-downs—this allows you to
select a field value from a pre-defined list called a Lookup. Lookups perform several important
functions as opposed to free-form text fields:

o Lookups make data entry easier. Instead of typing in a value, you simply select it from a list.
e Lookups prevent data issues. By requiring the selection of a value from a pre-defined list,
you ensure that all records have consistent values.

When Sentinel Visualizer creates a new database, it automatically adds a set of default values to
all the Lookup Field lists. These defaults cover the basic types of data you most likely use, and
you can edit and change these values.

Metadata

Sentinel Visualizer is designed to create flexible databases—databases that allow you to add
new data fields as you need them. This feature is known as Metadata. Metadata fields are fields
that are available in entity and relationship records and allow users to add additional descriptive
information. You can add new metadata fields to store information that is specific to your
database needs.

As with Lookups, Sentinel Visualizer automatically adds a default list of Metadata types to each
new database you create. You can then edit this list.
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Printing Lookup Table Reports

Sentinel Visualizer has a variety of reports available that allow you to preview, print, and export
data. The list includes reports for each of the Lookup tables. For more information about
running reports, see Chapter 16: Reports on page 151.

Configuration in a Multi-User Environment

Configuring Shared Databases is slightly different from configuring Local Databases. In general,
changes to users, topics, lookups, and metadata types should only be performed on your
database when all other users are logged out.

Adding and Changing Values

For performance reasons, when Sentinel Visualizer opens a database (Local or Shared), it loads
all the current Lookup and Metadata definitions into memory. These values are current only
when the program started. Changes made to lookups and metadata are not automatically
“refreshed” by the program application—you need to exit and reopen the database.

Because of this, it is important to configure lookups and metadata before users begin entering
and editing information. Users cannot dynamically add values to a list. So if a user needs to
select a value, and that value is not available in the appropriate Lookup table, the user cannot
continue until the Lookup table is edited. Of course, you can add or change Lookup table values
after users have entered data—it is, however, a good idea to get as many values in place
beforehand.

The best strategy for adding and changing lookup values is to do as much work as possible
before making the database available to users. Later, as you need to add or change lookup
values, ensure that all users are logged out of the database prior to making changes.

Deleting Values

Sentinel Visualizer allows you to delete lookup and metadata values that are not used, but to
avoid data inconsistencies; it does not allow you to delete values that are in use.

Assume you have an entity type of “widget,” and users add new entity records with the type
“widget.” Later on, you decide that this is no longer a valid type of entity, so you want to delete
the entity type. If you did this, however, the entities with that type would then cause data to be
inconsistent.

Sentinel Visualizer handles this by disallowing the deletion of any lookup or metadata value that

is in use in an entity or relationship record. Instead of deleting the lookup or metadata values,

you should generally edit the values to be more appropriate. In the “widget” example, the real

issue is that the organization now calls the entities “parts” instead of “widgets.” So instead of

deleting the widgets lookup value, simply change its name to “parts” and the system updates

accordingly.

If you need to actually delete a lookup or metadata value instead of editing it, you must:

e Change all entity and relationship records that use the lookup or metadata from that which
you need to delete to value that won’t be deleted

e Ensure that no Sentinel Visualizer users are connected to the database before you delete
the value.
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Using the Manage Database Form

Once you create your new database, use the Manage {2 Manage Database |- |- mca)
Database Form to perform configuration operations. Open :

your database and select [Manage Database] from the Start

iManage Lookups
Lj Credibility of Information

Page. () Entity Status
Note: The Groups and Audit Activity options are only gintlit:_m: .
. . . . . . . elationsnip oy
available in the Sentinel Visualizer Enterprise Edition and .
LjREIatlonshlp'I",'pE

are not covered in this User Guide. () Reliability of Source

Lj Custom Date
Lj Classification
Lj Dissemination

Manage Metadata
D Metadata Types

D Metadata Categories

Manage Security
& Users

8 Groups

83 Topics

88 Audit Activity

Managing Lookups

Sentinel Visualizer helps you maintain data integrity, accuracy, and consistency by using “lookup
tables” (lists of acceptable values) for many of the values that relate to entities and
relationships. For example, when a user adds a new entity to the system, the user can specify
the type of the entity by selecting a value from a pre-existing list. This not only makes data entry
and editing easier, it results in data that is more consistent.

Sentinel Visualizer has a variety of Lookup tables, each with a pre-configured set of default
values. The Sentinel Visualizer Administrator program lets you edit these lists, delete items, or
add your own. Standard users cannot add to these lists—only Administrative users can manage
Lookups.

Sentinel Visualizer Lookup Tables

Below is a list of the Sentinel Visualizer Lookup tables:

Lookup Table Description Typical Values

Classification Levels of security classification that can be | Confidential, Secret, Top
applied to entities and relationships Secret, etc.

Credibility of A numbered system to rate the credibility | Confirmed by other sources,

Information of information of a relationship Probably true, Doubtful, etc.

Custom Date Custom date ranges Spring, 4™ Quarter, etc.
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Lookup Table

Dissemination

Entity Status

Entity Type

Relationship
Category

Relationship
Type

Reliability of
Source

Description

The dissemination of an entity or
relationship

The disposition of an entity

The type of an entity

The category for a relationship type

The type of a relationship

A numbered system to rate the reliability
of the source that provided the

Typical Values

PROPIN, ORCON, NOFORN,
etc.

Alive, Dead, Incarcerated,
Unknown, etc.

Person, Organization,
Location, etc.

Familial, Organizational,
Transactional, etc.

Placed a phone call to, Brother
of, Leading member of, etc.

Completely reliable, Fairly
reliable, Unreliable, etc.

information that establishes a relationship

Editing Lookup Lists

The lookup editor offers these options on the toolbar:
¥ ¥ X &) )
Add Mew Item Editltem Deleteltem Save XML Close
e Add New Item to add a new record to the lookup list.
e Edit Item to modify the selected lookup record.
o Delete Item to remove the selected lookup record if it’s not already being used.

e Save XML to export the entire list of lookup values to an XML file.
e Close to close the form.

Managing Classification Lookups

Classification is used for both entity and relationship records, and denotes the classification level
of the information contained in the record. To manage Classification lookups, click the
[Classification] link on the left sidebar, or select Lookups, Classification from the Tools menu:

I 2)

_] Lookup Editor: Classification o | -@
¥ W X G )
Add New Item Edititem Deleteltem Save XML Close
Value Name Created Date Created By Modified Date Modified By
W LSRR ) e S
Secret 1011 :46:23 PM Admin
60 Confidential 10111 46:23 PM Admin
40 For Official Use Only 1011 4 45 23PM Admin
20 Unclassified 1011 4:46:23 PM Admin
< m »

Classification Values

Each Classification lookup record has a Value field that identifies its position in relation to all
other Classification levels. This allows you to enter your Classifications and their rankings—the
higher the number, the higher the Classification.
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When you add new entities and relationships to Sentinel Visualizer, the Classification defaults to
the item with the highest value.

Adding and Editing Items

To add a new Classification item, click the [Add New Item] button on the toolbar:

_| Classification Level: Add MNew ==
Mame:
|
Value:
Classification levels are ranked based on the numeric value you enter here.
0 =
[ Ok ] [ Cancel ]

Type in a name and value and click [OK] to save your changes, or [Cancel] to discard them.

To edit an existing Classification item, double click the row on the lookup editor form, or select
the row and click the [Edit Item] toolbar button.

Managing Credibility of Information Lookups

Credibility of Information is used in relationship records to denote the credibility of the
information that establishes the relationship. To manage Credibility of Information lookups, click
the [Credibility of Information] link on the left sidebar, or select Lookups, Credibility of
Information from the Tools menu:

_] Lookup Editor: Credibility of Information =N =R ===
¥ ¥ X G 7]

Add New Item Editltem Deleteltem SaveXML Close

Name Descnpuon Weight Created Date  Created By @ Modified Date ' Modified By | ID

1 - confirmed by other sources | Used when it can be state_[100 | V122012 12__|Admin | 107122012 1_[Admin |1
- probabl true Used when no proof of the 1172012 12:_ Admin 10/12/2012 1. Admin 2

3- possibly true Used when investigation r. 60 17172012 12 Admin 10/12/2012 1. Admin 3

4 - doubtful Used when reported but u_ 40 17172012 12:_ Admin 10/12/2012 1. Admin 4

5 - improbable Used when reported infor. 20 17172012 12:_ Admin 10/12/2012 1. Admin 5

6 - truth cannot be judged Used when an investigatio_ 1 1172012 12:_ Admin 10/12/2012 1. Admin 6

Credibility of Information Weight

Each Credibility of Information lookup record has a Weight field that identifies its position
relative to other Credibility of Information values. This allows you to enter your Credibility of
Information levels and their rankings—the higher the value, the higher the Credibility of
Information.

When you add new relationships to Sentinel Visualizer, the Credibility of Information defaults to
the lowest weight.

Sentinel Visualizer uses this value when performing various analyses on a network. For more
information, refer to Calculating Network Values on page 108.

Adding and Editing Items

To add a new Credibility of Information item, click the [Add New Item] button on the toolbar:
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] Credibility of Information: Edit ==

Name:
1 - confirmed by other sources

Weight:

Credibility of Information levels are ranked based onthe
numeric value you enter here.

100 =

R

Description:

Used when it can be stated with certainty that the information originated from two or
more different sources

[ Ok ” Cancel l

Type in a name, select a weight, and optionally type in a description. Click [OK] to save your
changes, or [Cancel] to discard them.

To edit an existing Credibility of Information item, double click the row on the lookup editor
form, or select the row and click the [Edit Item] toolbar button.
Managing Dissemination Lookups

Dissemination is used in entity and relationship records to denote how the information may be
passed on to external users or systems. To manage Dissemination lookups, click the
[Dissemination] link on the left sidebar, or select Lookups, Dissemination from the Tools menu:

._] Leckup Editer: Dissemination EI@
¥ ¥ x @
Add New Item EditItem Deleteltem Save XML Close
Name Description Is Obsolete Created Date Created By ModifiedDate | ModifiedBy | ID
CCDT ) Gl Nuclsorteapors D | I8 | 1/1/S00% 1200 Acmn | 0L0/3010  [Admin | 1005
COMSEC Communications Security [} 10/18/2010 4:52... Admin 1010
CRYFTO CryptographicMaterial ] 10/18/2010 4:52... Admin 1011
FOUO For Official Use Only 0 1/1/2004 12:00:... Admin 10/18/2010...  Admin 1002
NOCONTRACTOR : Distribution to contractorp... =] 112004 12:00:... ' Admin 10/18/2010... :Admin 1005
NOFORN Distribution tonon-US ditiz.. I:‘ 1/1/2004 12:00:... ' Admin 10/18/2010... Admin 1008
ORCON Originator controls dissemi... (=] 112004 12:00:... ' Admin 10/18/2010... :Admin 1001
PROPIN Caution- Proprietary Infor... [} 1/1/2004 12:00:...  Admin 10/18/2010... Admin 1000
REL {with a country code) Distri... (=] 112004 12:00:... ' Admin 10/18/2010... :Admin 1006
RELTO Releasable To I:‘ 1/1/2004 12:00:... ' Admin 10/18/2010... Admin 1007
5CI Sensitive Compartmented L.. (=] 10/18/2010 4:51... Admin 1009
WNINTEL ‘Warning Notice — Intelligen... [} 1/1/2004 12:00:...  Admin 10/18/2010... Admin 1004
Is Obsolete Field

Certain Dissemination Types may be identified as Obsolete. This indicates that the value should
not be used in new entity records, but may exist in existing records for historical reasons. If you
are entering a Dissemination that is considered Obsolete, be sure to check the Is Obsolete
checkbox. Note that the value of the field does prevent the ability to choose the item—it is for
informational purposes only.

Adding and Editing Items

To add a new Dissemination item, click the [Add New Item] button on the toolbar:
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._] Dissemination Type: Edit @
MName:

CNWDI

Description:

Critical Mudlear Weapons Design Information -

[]1s obsalete

[ OK H Cancel ]

Type in a name, and optionally, a description, and verify the correct setting for the Is Obsolete
field. Click [OK] to save your changes, or [Cancel] to discard them.

To edit an existing Dissemination item, double click the row on the lookup editor form, or select
the row and click the [Edit Item] toolbar button.

Managing Entity Status Lookups

Entity Status is used in entity records to denote the entity’s current status. To manage Entity
Status lookups, click the [Entity Status] link on the left sidebar, or select Lookups, Entity Status
from the Tools menu:

._] Lookup Editor: Entity Status El@
¥ ¥ x @

Add New Item EditItem Deleteltem SaveXML Close

Name Weight | Created Date Created By Modified Date Modified By D
L M MM
Alive 112004 12:00:... : Admin 8(19/2004 2:36:.. Admin 1001
Deceased 20 112004 12:00:... : Admin 8(19/2004 2:36:.. Admin 1003
Inactive 1 112004 12:00:... : Admin 8(19/2004 2:36:.. Admin 1004
Incarcerated 50 7112007 12:00...: Admin 8(19/2004 2:36:.. Admin 1005
None 1 112004 12:00:... : Admin 8(19/2004 2:36:.. Admin 1000
Unknown 100 7112007 12:00...: Admin 8(19/2004 2:36:.. Admin 1006

Entity Status Weight

Each Entity Status lookup record has a Weight field that identifies its position in relation to all
other Entity Status values. For example an Entity Status of “alive” would have a higher weight
than “dead.”

Sentinel Visualizer uses this value when performing various analyses on a network. For more
information, refer to Calculating Network Values on page 108.

Adding and Editing Items
To add a new Entity Status item, click the [Add New Item] button on the toolbar:
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) Entity Status: Edit =

Mame:

Active]

Weight:
100

Ak

ok || cancel |

Type in a name and weight and click [OK] to save your changes, or [Cancel] to discard them.
To edit an existing Entity Status item, double click the row on the lookup editor form, or select
the row and click the [Edit Item] toolbar button.

Managing Entity Type Lookups

Entity Type is used in entity records to denote the entity’s type. For example, an entity could be
a person, a phone number, a bank account, etc. To manage Entity Type lookups, click the [Entity
Type] link on the left sidebar, or select Lookups, Entity Type from the Tools menu:

__] Lookup Editor: Entity Type =% ==
® ¥ x a 7]

Add NewItem Editltem Deleteltem Save XML Close

Name lcon | Custom lcon Weight | IsLocation Metadata Category | Created Date Created By Modified Date Modified By D -
i o 1172004 12.00:0...

Arson ¢ 50 ] Other 101122010 5:00:.. Admin 112007 138:1. 1039

Bank Account B 50 ] Financial 11172004 1200:0.. Admin H112007 1:38:1.. Admin 1013
Burglary = 50 ] Other 101122010 501 Admin 101122010 5:02_ Admin 1040 |2
Buyer ] 50 B Merchangise 101122010 457 Admin 112007 1381 1037
Company & 50 )] Employer 11172004 12000 Admin /112007 1:404_ Admin 1023

Doctor ﬂ 50 ] Medical 101272010 4:58: . Admin 711172007 1:38:1 1038

Email Address - 50 =] Perscnal Characte.. 1/1/2004 1200:0.. Admin 112007 1:414.. Admin 1015

Entity ) 50 ] Other 101142010 4:03:.. Admin 1046

Event L 50 O Location 11172004 1200:0.. Admin 112007 1:48:4.. Admin 1012

Fax Number ¥ 50 ] Persanal Characte. 1/1/2004 1200:0_ Admin 1172007 13311 1017
Governmental Organization (] 50 ] Miscellaneous 11172004 12000 Admin /1172007 1:43:0_ Admin 1002
Handset ] 50 B Communications  10/122010 5:05. Admin 112007 1381 1043

High School w 50 )] Miscellaneous 11172004 12000 Admin /112007 1501 Admin 1005
Hespital . 50 ] Medical 101272010 4:48: . Admin 101872010 4:36: . Admin 1033

P Address ~ 50 =] Communications 1011572010 125.. Admin 1047

Item o 50 ] Merchangise 21142006 11:46... Admin 101122010 4:45:.. Admin 1020
Location @ 50 O Location 11172004 1200:0.. Admin 1172007 150:4.. Admin 007
‘ in v

Entity Type Weight

Each Entity Type lookup record has a Weight field that identifies its position in relation to all
other Entity Type values. This allows you the flexibility to enter your Entity Type levels and their
ranking—the higher the value, the higher the importance of that Entity Type in relation to other
types.

Sentinel Visualizer uses this value when performing various analyses on a network. For more
information, refer to Calculating Network Values on page 108.

Entity Type Icon

Each Entity Type lookup record has an associated icon, which is used to visually represent the
type of entity. Sentinel Visualizer includes a variety of icons that can be used to represent
different Entity Types. Note that if you specify a custom icon, the icon for that entry is blank on
the form.

Adding and Editing Items
To add a new Entity Type, click the [Add New Item] button on the toolbar:
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__] Entity Type: Add New [==3e]
Entity type name:

Current icon: Entity type weight: Metadata Category:

50 % | Communications v] [[] Location

Icon Library Icon list view: () Small Icons (@) Large Icons Select Other...
- A ﬁ T
o+ - Z

|
Ajrplaned Arplane101  Airplanel12  Arplane123  Airplane24 Airplane3s Airplane4s

S BB Y &

Airplanes T Airplane 73 Airplanegg Alcohol 10 Anchor11 Animal12 Animal213

> B ¥ @ ®

Animal314 Animal415 Animal516 Animal&17 Animald 18 ATM15 Baseball20

E im iQ
B & ik

< | 1 k

[ o« ][ concel |

Type in a name, select a weight, and pick the icon that best represents the Entity Type. To
choose an icon, click on it in the list and click the [Pick Icon] button. You can also select the
Metadata Category for this type of entity and use the [Select Other] button to choose an icon
that is not in the list.

Click [OK] to save your changes, or [Cancel] to discard them.

To edit an existing Entity Type, double click the row on the lookup editor form, or select the row
and click the [Edit Item] toolbar button.

Managing Relationship Category Lookups

Relationship Category is used in relationship records to denote the category to which a
Relationship Type belongs. Because Sentinel Visualizer supports a rich variety of Relationship
Types, it is helpful to categorize them to make it easier to find and edit relationship records.

To manage Relationship Category lookups, click the [Relationship Category] link on the left
sidebar, or select Lookups, Relationship Category from the Tools menu:

|_] Lockup Editor: Relationship Category EI@
¥ ¥ X G)

Add Mew [tem EditItem Deleteltem SaveXML Close

Name Created Date Created By Modified Date Maodified By 1D

Communicason (101272010 2 mamin o

Crime 10/12/2010 2:41... Admin 1006

Espaiiol 10/13/2010 3:35... Admin 10/13/2010 3:39... Admin 1008

Family 1/1/2004 12:00:... Admin 10/13/2010 10:5.... Admin 1000

Location 1/1/2004 12:00:... : Admin 10132010 10:5...: Admin 1004

Organization 1/1/2004 12:00:... : Admin 10/13/2010 10:5...: Admin 1002

Other 112004 12:00:... Admin 1005

Social 112004 12:00:... : Admin 1001

Transactions 112004 12:00:... Admin 10/13/2010 10:5... Admin 1003

Adding and Editing Items
To add a new Relationship Category, click the [Add New Item] button on the toolbar:
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|_] Relationship Category: Edit @

MName:

0 C3

[ ok || cancel |

Type a name for the Relationship Category, and click [OK] to save your changes, or [Cancel] to
discard them.

To edit an existing Relationship Category, double click the row on the lookup editor form, or
select the row and click the [Edit Item] toolbar button.

Managing Relationship Type Lookups

Relationship Type is used in relationship records to denote the type of relationship. To manage
Relationship Type lookups, click the [Relationship Type] link on the left sidebar, or select
Lookups, Relationship Type from the Tools menu:

|_j Lookup Editor: Relationship Type E@
¥ ¥ x @
Add Mew Item  EditItem Deleteltem  Save XML  Close
Name Category Metadata Categ... | Weight | Created Date Created By Modified Date Modified By D -
11/1/2004 12:00:... | Admin [10/12/2010 1:52... El
Addl Purchase or goes onsal Transactions Merchandise 50 10/25/2010 5:21...: Admin 10/26/2010 12:2.: Admin 1172
AgentAddress/Receiver Other Location 50 10/12/2010 2:50...: Admin 10f12/2010 1:56...: Admin 1122
AgentfAgentAddress Other Location 50 10/12/2010 2:50...: Admin 10f12/2010 1:56...: Admin 1121
Arrested by Crime Other 50 112004 12:00:...  Admin 10f12/2010 1:56...: Admin 1065
Associate Social Personal Charact... | 50 112004 12:00:... | Admin 10f12/2010 1:54...  Admin 1030
Attended Social Other 50 112004 12:00:... : Admin 10f12/2010 1:56...: Admin 1078
Attended a meeting Social Other 50 112004 12:00:... | Admin 10f12/2010 1:56...: Admin 1053
Attended an event Social Other 50 112004 12:00:... : Admin 10f12/2010 1:56...: Admin 1054
Attorney QOrganization Other 50 10/14/2010 3:49... Admin 1158
Aunt/Nephew Family Personal Charact. .. 50 112004 12:00:... | Admin 10f12/2010 1:53...: Admin 1022
Aunt/Niece Family Personal Charact... | 50 10/12/2010 1:54... Admin 10f12/2010 1:56...: Admin 1097
Bornin Location Location 50 112004 12:00:... : Admin 10f12/2010 1:56...: Admin 1061 A5

Relationship Type Weight

Each Relationship Type lookup record has a Weight field that identifies its position in relation to
all other Relationship Type values. For example, a Relationship Type of “Brother” would have a
higher weight than “Acquaintance.”

Sentinel Visualizer uses this value when performing various analyses on a network. For more
information, refer to Calculating Network Values on page 108.

Adding and Editing Items

To add a new Relationship Type, click the [Add New Item] button on the toolbar:

|_] Relationship Type: Edit \EI

Name:
Category: Weight:
[Crime v] 50 3

Metadata Category:
[OthEI’ V]

[ ok || cancl
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Type in a name for the Relationship Type, and select the Category from the drop-down list.
Remember that the list of categories comes from the Relationship Category lookup table—use
that lookup table to add or edit categories. Enter a weight that signifies the Relationship Type’s
importance in relation to all other types. Click [OK] to save your changes, or [Cancel] to discard
them.

To edit an existing Relationship Type, double click the row on the lookup editor form, or select
the row and click the [Edit Item] toolbar button.

Managing Reliability of Source Lookups

Reliability of Source is used in relationship records to denote the reliability of the source of the
information that establishes the relationship. To manage Reliability of Source lookups, click the
[Reliability of Source] link on the left sidebar, or select Lookups, Reliability of Source from the
Tools menu:

._] Lockup Editor: Reliability of Source E@
% ¥ x g W

Add New Item Editltem Deleteltem Save XML Close

Mame Deescription weight Created Date | Created By | Modified Date | Modified By | 1D

A (Completely reliable) Only assigned under the mo... | 100 112004 12-.. | Admin 1000
B (Usually reliable) Indicates a source or agenc.. 80 1172004 12 Admin 1001
C (Fairly reliable) Indicates a source or agenc.. 60 1172004 12 Admin 1002
O (Mot usually relizble) Indicates a source or agenc.. 40 17172004 12... Admin 1003
E (Unreliable) Indicates a source or agenc.. 20 1172004 12Z... Admin 1004
F (Relizbility cannot be ju.. Assigned whenthere isno a.. 1 1172004 12... Admin 1005

Reliability of Source Weight

Each Reliability of Source lookup record has a Weight field that identifies its position in relation
to all other Reliability of Source values. This allows you the flexibility to enter your Reliability of
Source levels, and their ranking—the higher the value, the higher the Reliability of Source.

Sentinel Visualizer uses this value when performing various analyses on a network. For more
information, refer to Calculating Network Values on page 108.

Adding and Editing Items

To add a new Reliability of Source item, click the [Add New Item] button on the toolbar:

__| Reliability of Source: Edit (w25

Name:
A ompletely reliable’

‘Weight:

Reliability of Source levels areranked based onthe numeric
value you enter here,

100 =

-

Description:

Only assigned under the most unusual drocumstances

[ OK H Cancel ]

Type in a name, select a weight, and optionally type in a description. Click [OK] to save your
changes, or [Cancel] to discard them.
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To edit an existing Reliability of Source item, double click the row on the lookup editor form, or
select the row and click the [Edit Item] toolbar button.

Managing Metadata

Sentinel Visualizer supports the concept of Metadata, which allows you to define additional data
fields for entities and relationships. You can use Metadata fields to capture additional entity and
relationship detail data that is not built into Sentinel Visualizer.

Metadata Types and Categories

Metadata Types are the additional “fields” you add to your database. Metadata Categories are
groupings of these types that facilitate the automatic addition of Metadata Types to new
entities and relationships. You can create an unlimited number of Metadata categories and link
them to entity and relationship types.

For example, for Person type entities, you may want metadata such as “eye color” or “favorite
movie,” that are not included in Sentinel Visualizer. You can add these metadata fields so they
are available for all your Person entities.

Managing Metadata Types

To manage Metadata lookups, click the [Metadata] link on the left sidebar, or select Lookups,
Metadata from the Tools menu:

|j Lockup Editor: Metadata EI@
¥ ¥ X G 7|
Add New Itern  EditItemn DeleteItem Save XML Close
@ TableView [] Group area Expand groups Collapse groups
MName Category Lockup | Indexed Created Date | Created By | Medified Date | Medified By D -
Account 1 Financial ] 1172004 12:0... { Admin 10/11/2010 5:. { Admin 1013
Account 2 Financial I} 0 1/1/2004 12:0.. : Admin 101172010 5. : Admin 1014 =
Account 3 Financial [ 11/2004 12:0... - Admin 101172010 5. : Admin 1023
Address 1 Location 1 1/1/2004 12:0.. - Admin 101172010 5. : Admin 1026
Address 2 Location [ 1/1/2004 12:0... : Admin 101172010 5. - Admin 1027
Lgent Address Miscellaneous | ] 101172010 5. : Admin 101272010 1. Admin 1054
Agent City Miscellanecus ] 0 101172010 5. : Admin 101272010 1. : Admin 1055
Agent Country Miscellanecus | 0 101172010 5. Admin 1022010 1. Admin 1057
Agent Name Miscellaneous | 0 101172010 5.... : Admin 101272010 1. : Admin 10653
Agent Phone Miscellaneous o ] 101172010 5. : Admin 101272010 1. : Admin 10658
Agent State/Province Miscellanecus I} 0 101172010 5. : Admin 101272010 1. : Admin 1056
Airline Carrier Transportation I} 1/1/2004 12:0.. : Admin 101172010 5. Admin m7
Airline Flight Number Transportation ) | 1172004 12:0... : Admin 10112010 5.... : Admin 1016
Alias Name Persconal Charac... = 1172004 12:0... : Admin 10112010 5.... : Admin 1006
Amount Merchandise = Il 101172010 5. : Admin 10112010 5. : Admin 10652
Bill Of Lading Transportation | 0 1/1/2004 12:0.. : Admin 101172010 5. : Admin 102z
Brand Merchandise I} 0 101172010 5. : Admin 10112010 5. Admin 1066
Card Value Merchandise O O 10/26/2010 9:... - Admin 1033
City_ Location I il 1/1/2004 12:0... : Admin 10/11/2010 5. - Admin 1028 S
< 1 3

Entity Metadata vs. Relationship Metadata

Entities and relationships each have their own list of Metadata types. Each built-in Metadata
type that is installed with a new Sentinel Visualizer database is identified as being applicable to
either entities or relationships. Similarly, when you create a new Metadata type, you specify
whether it applies to entities or relationships.

If you have a Metadata type that applies to both entities and relationships, create two new
Metadata types—one for entities, and another for relationships.
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Include Metadata in SearchAssist Index

Sentinel Visualizer provides a SearchAssist feature to find entities based on various spellings of
entity names. It does this by indexing the possible name variations when you add or edit the
entity record.

SearchAssist automatically indexes phonetic variations of entity names, and you can optionally
index Metadata items as well. For example, if an entity named “Robert” has a Metadata item for
his alias “Bobby,” you want the SearchAssist to find the entity when you search for “Bobby.” To
do this, check the [Include in SearchAssist index] check box for the Alias Metadata type. This
includes the Metadata value (“Bobby”) and all similar spellings (e.g. “Boby,” “Bobbi,” “Bobbie,”
etc.) in the SearchAssist index.

[ D Metadata: Edit ﬁ‘

Metadata Type name: Lookup List values:
Incude in SearchAssist index LookupValue Color

Mote: Usethis option sparingly. Every
SearchAssist index adds time to the Entity
and Relationship search functions.

Metadata Type values:

2) Allow input of a single value

Allow selection from a list of values

Category:

Financial - Move Up

=]
IT
a

[ 0K l [ Cancel

e -

When you select the “Include in SearchAssist index” option for a Metadata type, you are opting
to include Metadata values with that type in entity searches that use SearchAssist. Note,
however, that each addition to the SearchAssist index adds time to data operations, and
overuse of indexing can significantly slow down the system. In general, only use this option for
Metadata types where name variations are a potential problem.

Single Value Metadata vs. Lookup List Metadata

Metadata types can either be input as a single-value, or selected from a list of applicable values.
For example, a Metadata type of Last Name would be input as a single value. For a single-value
type, the user can enter any string or number value.

On the other hand, a Metadata type of Gender would be limited to male, female, and possibly
unknown. This condition would allow the user to select only from a pre-determined list that you,
as the System Administrator, have previously defined.

When you create a new Metadata type, specify whether it allows the user to input a single
value, or to select from a list of acceptable values.

Adding and Editing Items

To add a new Metadata item, click the [Add New Item] button on the toolbar:
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[ Metadata: Add New (=23

Metadata Type name: Lookup List values:

Indude in SearchAssist index LoakupValue Color

Mote: Usethis option sparingly. Every
SearchAssist index adds timeto the Entity
and Relationship search functions.

Metadata Type values:

@) Allow input of a single value

Allow selection from a list of values

Category:

Communications - Mave Up Maove Down

[ OK ] | Cancel |

¢ Type name: Select a name for the Metadata Type. Although the same Metadata
Type name can exist for entities and relationships, you cannot duplicate a name
within entities, or within relationships.

e Applies to: Choose whether the type applies to entities or relationships.

e Include in SearchAssist index: Select this option to include Metadata values that use
this Metadata type in the SearchAssist index (as explained in Finding Entities with
Search Assist on page 26). Note that this setting only applies to entity Metadata
types. Selecting this option for relationship Metadata types has no effect on
relationship searches.

e Metadata Type values: As previously noted, Metadata types can accept a single
entry, or allow selection from a list. Select the appropriate option for the Metadata
type.

e (Category: Choose the Metadata Category for this type.

e Lookup List Values: If you select "Allow Selection from a list of values" for the
Metadata type, use the Lookup List values section to add and sort the available
values. Click the [Add New] button to add a new item. Use the [Move Up] and
[Move Down] buttons to change the order in which they are displayed to the user.
The color option allows you to specify the color to use when coloring Entities by
metadata in the visualizer, such as Blue for Male, Red for Female, and Grey for
Unknow.

When you are finished, click [OK] to save your changes, or [Cancel] to discard them.

To edit an existing Metadata item, double click the row on the lookup editor form, or select the
row and click the [Edit Item] toolbar button. Note that once you create a Metadata item, you
cannot change the “Applies to” or the “Metadata Type values” options. If these values must be
changed, delete the old Metadata item, and create a new one with the appropriate settings.

Managing Metadata Categories

Metadata Categories are groupings of these types that facilitate the automatic addition of
Metadata Types to new entities and relationships.

For example, for Person type entities, you would want to have Metadata types that relate to a
person, such as “eye color”, or “favorite movie”, so that when you create a new person entity,
these metadata types are automatically added for you.

You can create any number of metadata categories and link them to entity types.
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To manage Metadata Categories, click the [Metadata Category] link on the left sidebar.

D Leckup Editor: Metadata Categories EIIEI
¥ ¥ x @

Add New Item Editltem Deleteltem Save XML Close

Metadata Category Created Date Created By Modified Date Modified By D Created By User | Modified ByUser
0000 0 - I
Employer 6/26/2006 Admin 10/11/2010 Admin 1001 Admin Admin

Financial 10/11/2010 Admin 1008 Admin

Lacation 6/26/2006 Admin 10/11/2010 Admin 1002 Admin Admin

Medical 10/11/2010 Admin 1004 Admin

Merchandise 6{26/2006 Admin 10/11/2010 Admin 1003 Admin Admin
Miscellaneous 10/12/2010 Admin 1010 Admin

Other 6/23/2006 Admin 10/11/2010 Admin 1000 Admin Admin

Personal Characteris... : 10/11/2010 Admin 1005 Admin

Transportation 10/11/2010 Admin 1009 Admin

Adding and Editing Items

To add a new Metadata Category, click the [Add New Item] button on the toolbar, enter the
category name and click [OK]:

]j Metadata Category: Add New

(el

Metadata categaory:

[ ok || cance |

To edit an existing Metadata Category, double click the row on the lookup editor form, or select
the row and click the [Edit Item] toolbar button.

Managing Topics
Topics are categories of information that allow you to categorize entity and relationship

information.

The Manage Topics form allows you to add, edit, and delete topics. To open the Manage Topics
form, click the [Add/Edit Topics] link on the left sidebar, or select Security, Add/Edit Topics from
the Tools menu:

[=2] Lookup Editor: Topics EI@
¥ ¥ X
Add Mew Item Editltem Deleteltem Close
MName Created Date Created By Modified Date Modified By [0
All 4302012 2:17:2.. | Admin 1001
Default B/2/2005 11:42:0.. ' Admin 17171500 12:00:0.. 1000
East 4/302012 2:17:2...  Admin 1002
Marth 4302012 2172 Admin 1003
South 4302012 217:3...  Admin 1004
st 4/302012 2:17:3...  Admin 1005

Adding a New Topic
Click the [Add New Item] toolbar button to open the Manage Topics form:
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8. Manage Topics: Add MNew @

Topic name:

[ ok ][ cance |

Enter the name of your new topic and click the [OK] button. Each topic name must be unique.

Editing Topics

To edit the name of an existing topic, double click on the topic on the Manage Topics form, or
select the topic and click the [Edit Item] toolbar button. Note that name changes in topics are
automatically propagated throughout the system.

Deleting Topics

To delete a topic, select it in the list and click the [Delete] button on the toolbar. You cannot
delete a topic that is in use by any entity or relationship records.

Managing Users

Each user who accesses a Shared Database must have a user account. From the Manage
Database form, select [Users] under Manage Security. User accounts are stored per database.

User Types
Sentinel Visualizer provides two types of users:

e Standard Users: Can access the database using Sentinel Visualizer but cannot make
changes using the Manage Database form.
e Administrative Users: Have all the rights of Standard users, and can also run the
Manage Database form.
You can designate any Sentinel Visualizer user as either type, or change the user type at any
time. To manage the list of users, click the [Manage Users] link on the left sidebar, or select
Security, Add/Edit Users from the Tools menu:

&l Lookup Editor: Users EI@

¥ ¥ X o @
Add Mew User Edit User Delete User Activate / Deactivate Close

Department

Active  Admin | Legin Name  First Mame | Middle Name  Last Name  Motes Created Date | Created By | Modified Date | Medified By | ID
- | Department: (none)
Admin System Administrat.. 10/11/2010... | Admin 101172010 4. | Admin 1000

Adding a New User

To add a new user, click the [Add New User] toolbar button and the Add New Users form
appears:
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8.1 Manage Users: Add MNew @

System identification:

User ID: Login name:
<MNew s | Change Password

Person information:
First name: Department:

Middle name: Notes:

Last name:

Access control

Administrator mode

[ OK ]| Cancel |

e User ID: The User ID field is a unique numeric identifier for the user. This field is
system-maintained and cannot be changed.

e Login Name: A unique login name for the user, typically a combination of the user’s
last and first name. Note that you cannot have more than one user with the same
login name.

e Change Password: Click this button to set the user’s password, and re-type the
password to confirm. Follow your organization’s existing password policy
determining length, complexity, etc., and be sure to note the password in a safe
place. The user will need this password to log in to the Sentinel Visualizer system.

e Personal Information: Enter basic information about the person. These fields are for
informational purposes only—they are not used by the system. Note that First name
and Last name are required, but all other personal information fields are optional.

e Access Control: Check the [Administrator mode] check box to make the user an
administrative user, or leave it unchecked to make the user a standard user.

After entering the user information, click [OK] to save the new user account, or [Cancel] to
return to the Manage Users form without saving changes.
Editing an Existing User

To make changes to an existing user, double click on the user on the Manage Users form, or
select the user and click the [Edit] toolbar button. Make the appropriate changes on the Manage
Users form, then click [OK] to save your changes.

Sentinel Visualizer Chapter 19: Configuring and Maintaining Your Database « 203



8 Lookup Editor: Users

¥ x < @
Add Mew User Edit User Delete User Activate / Deactivate Close
Department
Active | Admin | Login Mame | First Name  Middle Name  LastMame | Notes Created Date | Created By | Modifier
- Depariment: (none)
Admin System Administrat... 5292012 1.. | Admin Bi29/201

Deleting and Deactivating Users

Sentinel Visualizer allows you to delete existing users, but only if that user has not created or
edited any records. Sentinel Visualizer keeps an audit trail of all database records that stores the
ID of the user who created or last edited a record. For this reason, you cannot delete a user who
is associated with any existing records.

To delete a user, select the user in the list and click the [Delete] button on the toolbar. The
system checks to ensure that the user is not linked to any records. If the user is linked to any
record, a notification message appears, and the user is not deleted.

If the user cannot be deleted but should no longer have access to the system, use the Deactivate
feature. This retains the user information in the database, but does not allow that user to access
the system.

Database

Maintenance

You should make periodic backups of any local databases to ensure uninterrupted operation in
the case of hardware or software failures. Follow these steps to make a backup of your local
databases.

1. Stop SQL Express Service:
a. Close the Sentinel Visualizer program.

204 « Chapter 19: Configuring and Maintaining Your Database

Sentinel Visualizer



b. From the Windows Start Menu, select Control Panel, Administrative Tools, Services:

% Services

File Action VYiew Help

G | EREIESE e

4, Services (Local) —.{ Services (Local)

-

SQL Server (SENT4EXPRESS) Name Description Status Start “
S Smart Card Removal Policy Allows the s... Manu

Stop the send e L SNMP Trap Receives tra... Mant

Pause the service i

Bestart the service L Software Protection Enables the ... Autol

S 5. SPP Motification Service Provides 5o0... Manu

o 5 5QL Active Directory Helper Service Enables inte... Disab

Description: . .

Provides storage, processing and “ SQL Server (MSSQLSERVER) Provides sto... Auton

controlled access of data and rapid #450L Server (SENT4EXPRESS) Provides sto... Started

transaction processing. 5 50QL Server (SQLEXPRESS) Provides sto.. Started Auton
L 50QL Server Active Directory Helper Enables inte... Disab
L 5QL Server Agent (MSSQLSERVER) Executes jo... Manu
5 50QL Server Agent (SQLEXPRESS) Executes jo... Disab
54 SQL Server Browser Provides 5Q... Manu
L4 50QL Server Integration Services 10.0 Provides m...  Started Autol—
S SQL Server V55 Writer Provides th...  Started Autol = ‘
£+, 55DP Discovery Discovers n...  Started Mant
L Superfetch Maintains a.. Started Auton
o System Event Notification Service Monitors sy..  Started Auton
L. Tablet PC Input Service Enables Tab... Manu
L Task Scheduler Enables a us... Started Auto
5 TCPR/IP NetBIOS Helper Provides su...  Started Autor _
4'|_' . i — _| Ty

Extended /(Standard/

h

c. Find the SQL Server (SENT4EXPRESS) service, and double-click to open its properties
dialog:

SQL Server (SENT4EXPRESS) Properties (Local Computer) =)

General |Log On | F{ecoveryl Dependencies|

Service name: MSS5QLSSENT4EXPRESS
Display name: SOL Server (SENT4EXPRESS)

Diescription: Provides storage, processing and controlled access  »
data and rapid transaction processing.

B

Path to executable:
"c:\Program Files (<8&)"Microsoft SQL ServerMSSQL. 1WMSSQL Binn'sgls:

Startup type: [ Manual i

Help me confiqure service startup options.

Service status:  Started

Start E Stop | ’ Pause ] Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[ ok ][ cancel Apply

d. Click the Stop button.
2. Make a Backup Copy:

a. Once the service is stopped, copy the .mdf as well as the .Idf files (for example,
FraudSample.mdf and FraudSample_log.Idf) from the SQL EXPRESS data directory
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to a backup location. The data directory is typically C:\Program Files\Microsoft SQL
Server\MSSQLSSENT4\Data
3. Restart the Sentinel Visualizer SQL Express Service

a. InSQL Server (SENT4EXPRESS) service dialog, click the [Start] button re-start the
service.

Moving Sentinel Visualizer Databases to a New Computer

Get the Microsoft SQL Server Management Studio Program

In order to back-up and restore a Microsoft SQL database, you’ll need SQL Server Management

Studio. If you do not have Microsoft SQL Server Management Studio, you can download it for

free from the Microsoft Download site:
http://www.microsoft.com/en-us/download/default.aspx

Search for “Microsoft SQL Server Management Studio Express.” At the time of this manual, the

file was here:

http://www.microsoft.com/en-us/download/details.aspx?id=7001

Backup Database

Follow these steps to backup your database.

1. Open Microsoft SQL Server Management Studio.

2. Connect to the local Sentinel Visualizer instance of SQL Server.

.’v.: Microsoft SOL Server Manag

File  Edit “iew Project  Tools

o
L

_JJ__Neruery |_-|":J woil, oul Ly

Object Explaorer

Conneck - -

| Database Engine. .. |

Analysis Services, .,

Inteqgration Services, .,

2 e g |G

Reporking Services. .,

EL

SOL Server Mobile. ..

The Sentinel Visualizer instance is called (local)\SENT4EXPRESS.Choose to use SQL Server
Authentication. The Login is sa and the password is S3ntinEILOgin:7@FMS. .
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'.’.' Connect to Server

Microsoft iy

SQL Server 2005

"h’M it
Windows Server System

Server name: I'| w |

Authentication: | SGL Server Authentication W |

Logir: |sa V|

Password: |
Remember passward

[ Connect l [ Cancel ] [ Help ] [ Options > > ]

3. Right-click on the database you wish to backup, and choose Tasks, Back Up:

4. Specify the destination for the backup. T screen shot below shows the default backup
location. Please make note of the location (folder) specified on your computer for future

" Microsoft SOL Server Management Studio

File Edit Miew Project  Tools  Stindow

Objeck Explarer

Connect~ &4 = (4] 7

Community

Help

_A_NEWQLIE[":.-' D:i @E&% & EHd & .

= |3 (localsent4express (SOL Server 9,0,3042 - 5a)
= [ Databases
[ Svstem Databases
I Sent45ampleFR

¥
[ Security
[ Server Objects
[ Replication
[ Managernent

Mew Database. ..
Mew Query
Scripk Dakabase as »

Rename
Delete

Refresh
Propetties

Detach...

Shrink,

Back Up...

Restore

Generate Scripks...
Irmport Data...
Export Data...

reference.
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_' Back Up Database - Sent45ampleFBI

Select apage

‘L% Script Hel
2P General 5 sermt - [ Helo
&7 Dptions
Source
D atabaze:
Fecovery model: | |
B ackup type: | Full i |
Backup component:
(%) Datshaze
Backup zet
MName: | SentdS ampleFBI-Full Database Backup |
D ezcription: | |
Backup set will expire:
() Alter: |U E | days
O | |
Server Destination
[locallzentdexpress .
. Back up to: (® Disk
Connection:
2a Add...
%&ﬂ ‘Wiew connection properties
Ready
< >
[ Ok l [ Cancel

Restore Database

Follow these steps to restore the database that was backed-up (per the instructions, above).
1. Open Microsoft SQL Server Management Studio.

2. Connect to the local Sentinel Visualizer instance of SQL Server.

" Microsoft SOL Server Manag

File Edit Wiew Project Tools

_;_New Query |:|"J Eﬁi Ef‘i %
Chbiject Explarer

Connect~| 40 w7

Cakbabase Engine. ..

Analysis Services. .,

Inkeqgration Services. ..

) B Q=

Reporking Services. ..

{EL

0L Server Maobile, .

The Sentinel Visualizer instance is called (local)\. Choose to use SQL Server Authentication. The
Login is sa and the password is S3ntinEILOgin:7 @FMS.
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=¥ Connect to Server

Microsoft 4" Windows Server System
SQL Server 2005

Server name: |'| w |

Authentication: | SGL Server Authentication W |

Logir: |sa L |

Easswnrd: RO |
Remember passward

[ Connect l [ Cancel ] [ Help ] [ Options > > ]

3. Right-click on Databases on select New Database:

" Microsoft SOL Server Management Studio

File Edit Wiew Tools  ‘Window  Community  Help
_;_Neruery DJ E‘BE‘&& Dﬁl A= | & e

Cbject Explorer

Connectr | & w7

= LB {local) {3QL Server 9.0, 1406 - sa)
=3
[ 5w
[dDa  attach...
[J Mo Restore Database. ..
[ Securit  peckore Files and Filegroups..,
[ Server
[ Rreplicz  Refresh
[ Management

Mew Database. ..

4. Type the Database name and click [OK].
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F New Database

o Script - Hel
27 General ;—S P m .
144 Options
1 Filegroups Database name: |
DOwner: <default> | E]
[] Use fulttext indexing
Database files:
Logical Mame | File Type  Filegroup Initial Size [MB] | Autogrowth
SentdSample.. Data FRIMARY 2 i By 1 MB. unestricted growth
SentdSample.. Log Mot &pplicable 1 By 10 percent, unrestricted arowth
 Comnecion
Server
[local)
Connection:
8
1!_5{ Wiew cornection properties
Ready < >
Add FRemove
(o J [ ol ]

5. Right click on newly-created database, and select Tasks, Restore, Database:

& Microsoft SQL Server, Management Studio

File Edit Wiew Tools Window  Community  Help
S vew query | Oy | 5 ) (03 5 i @ [ B (B B B 9
i g

Correct>  &d = [f 7
= | {local) {SQL Server 9.0,1406 - sa)
= [ Databases
[ Syshem Databases
[ Database Snapshoats
IJ Morthwind
% J
[ Security
[ Server:
[ Replicat
[ Manage

Mew Database. ..
MNew Query
Scripk Database as ¢

Detach. ..
3 Motifica ear
S0LSEN  Rename Take Offline
Delete
Refresh Shrink 4
Properties

Mirrar...
Ship Transaction Logs. ..

Summary

A&

.| Sent4Sam

SEHP\Databases)Sen

Mame
[ Database Diagrams
[ Tables
[ Wigws
> Synonyms
[ Programmahility
[ Service Broker
D Storage
a Security

Database. ..
Files and Filegroups. .. ‘

Generate Scripts...
Impoart Data...
Export Data...

Copy Database. ..

6. Make sure that “To database” is set to your new database

device] button under “Source for restore”, and click the ell

name. Then, click the [From

ipsis box D :
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' Restore Database - Sent45ampleFBI
SeleClang ‘S Script h:‘] Help

2 General
2 Dptions

Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: |SBnt4SampIeFB|
| Mot recent possible | E]

To apoint in time:

Source for restore
Specify the source and location of backup sets to restore.

() From databage:

(%) From device: | Q

Select the backup sets to restore:
Restore  Mame | Component | Type | Server  Database | Position | First LSM | Last LSN

Connectio

Server:
[lozal)

Connection:
8

319 “Wigw conhection propertiss

Ready

7. On the Specify Backup form, click the Add button.

== 5pecify Backup E

Specify the backup media and itz location far your restare operation.
Backup media: | File w |
Backup location:
Add
[ Ok ] [ Cancel ] [ Help

8. Select the backup file that you downloaded in Step 1, and click [OK].
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| Locate Backup File - SEHP

Select the file:
=3 C
O $aVGEENVAULTS
1 $Recycle.Bin
3 ATl
1 Boot
1 Documents and Settings
1 FMS
1 inetpubs
1 M50Cache
1 PerflLogs
1 Program Files
[ Program Files [=86]
1 ProgramD ata
1 Recovery
1 RECYCLER
[ Svstem Volume Information
=1 temp

mpleFBl.b

1 Users
L Windows
3 Windows.old

3 D:

OE

Oor
Selected path: |E:\temp |
Files of type: | Eackup Files(" bak;" tm) v |
File name: | Sent4SampleFEl bak |

Cancel

9. Click the “Restore” check box next to the backup set to restore.

B Restore Database - Sent45ampleFBI

4 Generd 28 Seipt ~ [ Help

A4 Dptions

Diestination far restare

Select or type the name of a new or existing database for your restare operation.

SentdSampleFBI v
| |

L]

To databaze:

To a point in time: |Most recent possible

Source for restare

S pecify the source and location of backup sets to restore.

() From databage:

(%) From device: C:\temphSentdS ampleFBl bak

L]

Select the backup sets to restore:

Mame Type  Server

Full  SEHP\SEMT4EXPRES

Restare Companent

entdS ampleFBl-Full Database Backup  Database

Connectio

Server
[local]

Connection:
za

Qj “igw connection properties

Progress

Feady

[ Ok ][ Cancel ]

10. Select Options on the top/left side of the form and click “Overwrite the existing database.”
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B Restore Database - Sent4SampleFBI g@g|

" Gereral ; Script - u Help
E"' Options
Fiestore options

Devenwrite the existing database

] Ereserve the replication settings

[] Prompt befare restaring each backup

[[] Restrict access to the restored database

Fiestore the databasze files az
Original File Mame Festore Ag
| SentdSampleFB ¢ D:\Pragram Files\Microsoft SAL Server\M... E]
Sentd5ampleFBI_log [:AProgram Files\Microsoft SQL Server'... E]
Fecovery state

® Leave the databaze ready to uze by roling back uncommitted transactions. Additional

[SIEWEE trangaction logs cannat be restored [RESTORE WITH RECOVERY)
ol

Connection: O Leave the databasze non-operational, and do not roll back uncommitted transactions. Additional
za tranzaction logs can be restored [RESTORE ‘WITH MORECOVERY]
2 View connection properties

O Leave the database in read-only mode. Undo uncommitted transactions, but save the undo

actions in a standby file so that recovery effects can be reversed [RESTORE WITH STANDEY)
Feady
[ Ok ] [ Cancel ]

11. At the bottom of the form, click [OK]. The database should now appear in your list of
databases.

12. Launch Sentinel Visualizer and connect to the restored database by choosing [Open
Database]. If the database does not appear, then click [Select Other] and then [List
Databases] to locate the desired database.

SQL Server Queries

Queries are useful for viewing and changing data at the database level. Queries can read from
and/or write to the SQL database outside of Sentinel Visualizer. The drawbacks are:

e You have to know how to write queries.

e You must understand Sentinel Visualizer's database.

o If you make mistakes, you can cause irreparable damage to your data.

Backup Your Database

Because you’re working outside of Sentinel Visualizer when you run queries, there are no
safeguards against overwriting important data or “keys” on which Sentinel Visualizer relies.
Therefore, you must be very careful before running queries against your databases. We strongly

recommend that prior to running any queries, you test them against a back-up database and/or
an unimportant database.

You cannot “undo” a query that changes data, once you’ve run it.

To create a “test” database, perform a backup of a known database and restore it to a new
name (see page 206-208 for instructions). As an example, let’s say that you have a database
called “Important_Database.” First, back it up to a file called “Important_Database.BAK.” Then,
restore that BAK file to a new database named “NOT_Important_Database”, then test your
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query against “ NOT_Important_Database” to ensure it performs as expected and doesn’t cause
any damage to the data.

As long as you make a back-up of your database, which you should be doing anyway as Standard
Operating Procedure, you can always restore the database as it was prior to running your
queries.

Create a Query

To create a query, open Microsoft SQL Server Management Studio, log in, and select the

database for your query:

Az Microsoft SQL Server Management Studio —

File Edit View Tools Window Community Help

2 New Query | [y | [ | & e
Ohbject Explorer > @ x
Connect~ | 8 82 ﬂ ;

= I_:d {local)\sentd express (SQL Server 10.0.1600 - FMSINC\D
= [ Databases

[ Systern Databases

| Conference IPO_investors

| | Dept_Store_GiftCard_Fraud

| J Empty_Database_1

|| Empty_Database 2

| | Empty_Database_3

| J Empty_Database_4

| J Gangs_Criminals_Money

|| Government

3

| J| LinkedInEmailDomain

|| LinkedInMameAndCompany

| J MasterDatabase

HEREEEEREBEEHEGRERE

To run a query against a specific table in the database, select the item in the TABLES folder:

| | Government

= | )| Health_Care_Providers
[ Database Diagrams
= 1 Tables

3 Systern Tables

=1 dbo.Audithctivity

=1 dbo.Binaries

=1 dbo.Confighpp

=1 dbo.Configlszer

5

= dbo.EntityBinary

=l dbo.EntityMetadata

=1 dho Fntitebote

O B

Next, either write your own query or copy-and-paste a query’s SQL text into the pane on the
right side of the screen. Adjust the name of the database, the name of the table, the operations,
values and/or field names, as desired, depending upon your goal(s).
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. . T
Lz Microsoft SQL Server Management Studie

File Edit View Query Debug Teoeols Window Community Help
S NewQuery [y [ |5 d S H .

137  Health_Care_Providers | ¥ Execute P vy S;;l-' Ej* Eﬂ z
Object Explorer ~ 1 X 5QLQuerylsql - (.IN
Connect -~ | 2§ =5 ‘E
= [jj (localsentd express (SQL Server 10.0.1600 - FMSINCED‘

- 1 Databases
Click the Execute button to run it.

Sample Queries

Examples of these queries are included in this section:

o Delete All Records from the Database

e Change a Digit or Value within a Field

e Change a Value within a Field Based On Two Other Fields
Change a Value within a Field Based On Another Field
Change Category within a Relationship Type

Change Relationship Type ID Based On Entity ID

Change Topic within a Specific Entity

e Count the Number of Entities and Relationships

e Find a Specific Entity's Record Based on its ID Number

e Find a Relationship By UUID within the Relationship Table
e Simple Data Import

Delete All Records from the Database

This query does not delete defined values in the Manage Database section of Sentinel Visualizer.
In other words, it does not delete the customized Knowledge Database definitions like Entity
Types, Relationship Types, and Metadata Types. It deletes the data records, themselves. This
query is useful if you've defined many Entity Types, Relationship Types, and Metadata Types,
then realize that you entered or imported erroneous data, but want to start over with an
“empty” database to avoid re-entering all of the Entity, Relationship, and Metadata Types that
you defined in “Manage Database.” Running this query deletes all your records in these tables,
but keeps all of the “Manage Database” entries intact.

DELETE FROM RelationshipBinary
DELETE FROM RelationshipMetadata
DELETE FROM RelationshipTopic]|
DELETE FROM Relationship
DELETE FROM EntityBinary
DELETE FROM EntityMetadata
DELETE FROM EntityTopic

DELETE FROM Entity

DELETE FROM Binaries

DELETE FROM MRU

DELETE FROM SavedDiagram
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Change a Digit or Value within a Field

This changes a “5” anywhere in the Entity Metadata field to a “1.” In this example, the User
added new Metadata fields (in Sentinel Visualizer’s Manage Database function) and wanted to
change one digit (5) to a “1.” There are lots and lots of uses (too many to illustrate in this
document) for this type of Query.

UPDATE EntityMetadata
SET MetadataValue = '1'
WHERE MetadataValue like '%5%'

This Query is similar to the one above:

UPDATE Entity
SET MiscValue = '0'
WHERE MiscValue = '90'

Change a Value within a Field Based On Two Other Fields

UPDATE Relationship
SET InherentThreatValue = '100'
WHERE RelationshipId = '1537' and EntityID = '"1122'

Change a Value within a Field Based On Another Field

UPDATE Relationship
SET EntityID = '1122'
WHERE UUID = '49c4d93cdbdl4elfb75cf5ca389bfb03"

Change Category within a Relationship Type

UPDATE LookupRelationshipType
SET RelationshipCategoryID='1008"
WHERE RelationshipCategoryID='1000"

Change Relationship Type ID Based On Entity ID

UPDATE Relationship
SET RelationshipTypeId = '1171'
WHERE EntityId = '1492'

Change Topic within a Specific Entity
UPDATE dbo.EntityTopic
SET topicID='1000"
WHERE EntityID=2457
Count the Number of Entities and Relationships
SELECT count (EntityId) from Entity
SELECT count (RelationshipId) from Relationship

Find a Specific Entity's Record Based on its ID Number

SELECT *
FROM [databasename] . [dbo]. [Entity]
WHERE EntityTypeID = '1035"

Find a Relationship By UUID within the Relationship Table

SELECT *

FROM [databasename]. [dbo]. [Relationship]

WHERE UUID = '49c4d93cdbdl4elfb75cf5ca389%bfb03"
GO
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Simple Data Import

The following query should be used with extreme caution and only by a SQL programmer
experienced with similar tasks. This query imports data directly into the Sentinel Visualizer
database, bypassing the Data Import tool that appears on Sentinel Visualizer’s Start Page.
DECLARE @entityl int;

DECLARE @entity2 int;

DECLARE (@relationship int;

-— Check if Entity 1 exists. If not, create it

SELECT Qentityl = EntityId FROM Entity

WHERE EntityName = '123456790'
IF @entityl IS NULL
BEGIN
INSERT INTO [Entity]
([ClassificationLevelId], [EntityTypelId], [EntityStatusId],
[DisseminationTypeId], [InherentThreatValue], [EntityName],
[PrimaryPicture], [Brief], [StartDate], [EndDate], [UUID],
[CreatedDate], [CreatedByUserId], [ModifiedDate], [ModifiedByUserId],
[Latitude], [Longitude], [CustomStartDateId], [CustomEndDatelId],
[StartTimeNull], [EndTimeNull], [CustomStartYear], [CustomEndYear],
[MiscValue])

VALUES

(20 --<ClassificationLevelId, int,>

;1016 --<EntityTypeld, int,>

,1004 --<EntityStatusId, int,>

,1005 --<DisseminationTypeId, int,>

,50 --<InherentThreatValue, int,>

, '123456790" --<EntityName, nvarchar (450),>

,NULL --<PrimaryPicture, image,>

,''" ——<Brief, ntext,>

,NULL --<StartDate, datetime,>

,NULL --<EndDate, datetime,>

,''" —--<UUID, wvarchar (50),>

,'1/1/2012"'" --<CreatedDate, datetime,>

,1000 --<CreatedByUserId, int,>

,NULL --<ModifiedDate, datetime,>

,NULL --<ModifiedByUserId, int,>

,NULL --<Latitude, float,>

,NULL --<Longitude, float,>

,0 ——-<CustomStartDateId, int,>

, 0 —-—-<CustomEndDateId, int,>

,NULL --<StartTimeNull, bit,>

,NULL --<EndTimeNull, bit,>

,NULL --<CustomStartYear, int,>

,NULL --<CustomEndYear, int,>

,NULL) --<MiscValue, float,>
--store the id of the inserted entity
SELECT @entityl = SCOPE_IDENTITY()

--Add to topic table
INSERT INTO [EntityTopic]

([EntityID], [TopicID], [CreatedDate], [CreatedByUserId],
[ModifiedDate], [ModifiedByUserId])
VALUES

(Qentityl --<EntityID, int,>

,1000 --,<TopicID, int,>

,'1/1/2012'" --,<CreatedDate, datetime,>

,1000 --,<CreatedByUserId, int,>

,NULL --,<ModifiedDate, datetime,>
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,NULL) -- <ModifiedByUserId, int,>
END
PRINT Rentityl
SELECT @entity2 = EntityId FROM Entity

WHERE EntityName = '0987654321'
IF Qentity2 IS NULL
BEGIN
INSERT INTO [Entity]
([ClassificationLevelId], [EntityTypeld], [EntityStatusId],
[DisseminationTypeId], [InherentThreatValue], [EntityName],
[PrimaryPicture], [Brief], [StartDate], [EndDate], [UUID],
[CreatedDate], [CreatedByUserId], [ModifiedDate], [ModifiedByUserId],
[Latitude], [Longitude], [CustomStartDateId], [CustomEndDateId],
[StartTimeNull], [EndTimeNull], [CustomStartYear], [CustomEndYear],
[MiscValue])
VALUES

(20 --<ClassificationLevelId, int,>
;1016 --<EntityTypeId, int,>
,1004 --<EntityStatusId, int,>
,1005 --<DisseminationTypeId, int,>
,50 --<InherentThreatValue, int,>
,'0987654321"'" --<EntityName, nvarchar (450),>
,NULL --<PrimaryPicture, image,>
,'"'" ——<Brief, ntext,>
,NULL, --<StartDate, datetime,>
,NULL, --<EndDate, datetime,>
,''" --<UUID, wvarchar(50),>
,'1/1/2012'" --<CreatedDate, datetime, >
, 1000 --<CreatedByUserId, int,>
,NULL --<ModifiedDate, datetime,>
,NULL, --<ModifiedByUserId, int,>
,NULL, --<Latitude, float,>
,NULL --<Longitude, float,>
,0 —--<CustomStartDateId, int,>
,0 ——-<CustomEndDateId, int,>
,NULL --<StartTimeNull, bit,>
,NULL --<EndTimeNull, bit,>
,NULL --<CustomStartYear, int,>
,NULL --<CustomEndYear, int,>
,NULL) --<MiscValue, float,>
SELECT @entity2 = SCOPE_IDENTITY ()
--Add to topic table
INSERT INTO [EntityTopic]

([EntityID], [TopicID], [CreatedDate], [CreatedByUserId],
[ModifiedDate], [ModifiedByUserId])
VALUES

(Rentity2 --<EntityID, int,>
,1000 --,<TopicID, int,>
,'1/1/2012'" --,<CreatedDate, datetime,>
,1000 --,<CreatedByUserId, int,>
,NULL --,<ModifiedDate, datetime,>
,NULL) -- <ModifiedByUserId, int,>
END
PRINT (@entity2
SELECT @relationship = RelationshipId FROM Relationship

WHERE [EntityId] = @entityl AND [RelatedEntityId] = @entity?2
IF Qrelationship IS NULL
BEGIN
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INSERT INTO [ImportExample].[dbo].[Relationship]

[EntityId], [RelatedEntityId], [RelationshipTypelId],
ClassificationLevellId], [DisseminationTypeId], [StartDate], [EndDate],
ReliabilityOfSourceId], [CredibilityOfInformationId], [Notes], [UUID],

InherentThreatValue], [CustomStartDateId], [CustomEndDateId],
StartTimeNull], [EndTimeNull], [CustomStartYear],

(
[
[
[CreatedDate], [CreatedByUserId], [ModifiedDate], [ModifiedByUserId],
[
[
[

CustomEndYear], [MiscValue])
VALUES

(@Gentityl --[EntityId]

,@entity2 --[RelatedEntityId]
,1043 --[RelationshipTypelId]

,20 --[ClassificationLevelId]

, 1005 --[DisseminationTypeId]
,'1/15/2012'" --[StartDate]

,NULL -- [EndDate]

, 1000 --[ReliabilityOfSourcelId]
;1 ——[CredibilityOfInformationId]

4

'" ——[Notes]

,'" —=[UUID]

,'1/29/2012'" --[CreatedDate]
, 1000 --[CreatedByUserId]
,NULL --[ModifiedDate]

,NULL --[ModifiedByUserId]

, 50 —-=-[InherentThreatValue]
,0 —=[CustomStartDateId]

, 0 —=[CustomEndDateId]

,NULL --[StartTimeNull]

,NULL --[EndTimeNull]
,NULL --[CustomStartYear]
,NULL --[CustomEndYear]
,NULL) --[MiscValue]

SELECT @relationship = SCOPE IDENTITY ()

INSERT INTO [RelationshipTopic]

([RelationshipID], [TopicID], [CreatedDate], [CreatedByUserId],
[ModifiedDate], [ModifiedByUserId])

VALUES

(@relationship --<RelationshipID, int,>
,1000 -- <TopicID, int,>

,'1/1/2012'" --<CreatedDate, datetime,>
,1000 -- <CreatedByUserId, int,>

,NULL -- <ModifiedDate, datetime,>
,NULL) -- <ModifiedByUserId, int,>

END

PR
GO

INT @relationship
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Chapter 20: Multi-User Shared Databases

The Premium and Enterprise Editions of Sentinel Visualizer support multiuser, shared Microsoft
SQL Server databases installed on a database server computer. When creating and using shared
databases, there are several key concepts that differ from single-user Local Databases. This
chapter provides information and strategies for working with Shared Databases.

Microsoft SQL Server Authentication Modes

Microsoft SQL Server provides two authentication modes that govern how it allows and
disallows access to database objects.

Mixed Mode

In this mode, SQL Server allows SQL Server authentication and Windows authentication. SQL
Server authentication means that SQL Server itself manages user name and passwords. This
mode is simple to implement, but is not very secure because of password decryption issues. It is
very likely that your organization does not allow mixed mode because of lack of robust security
in SQL Server Security mode.

Windows Authentication Mode

In this mode, SQL Server only accepts credentials from existing Windows Domain users. Since
this mode relies on the high level of security built into the Windows Server software, it is much
more secure and accepted.

Recommendations
You can create Shared Databases on servers supporting either mode. However, it is
recommended that you use the Windows Authentication mode for security purposes.

Note that detailed information about Microsoft SQL Server security, setup, and configuration
issues is beyond the scope of the Sentinel Visualizer documentation. Please refer to the
appropriate Microsoft-provided documentation for complete information.

Domain Groups and Users

In order to simplify the interaction between Sentinel Visualizer and SQL Server, this guide
explains how to best set up your environment before creating a database.

To do this, set up a new domain group on your network, typically named SentinelVisualizer. This
group must have the correct permissions to physically “see” your SQL Server system. You should
then inventory all of your existing domain users and groups to identify who will use Sentinel
Visualizer. Add each of these users to the SentinelVisualizer domain group.
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When you create your database, identify your new domain group to the system. It then takes
care of granting the correct permissions to the database object for that domain group.

Steps to Grant Access to a Domain Group
1. Create a group in the Active Directory domain.
2. Add users to the group who will access the Sentinel Visualizer database.
3. InSQL Server Management studio :
a. Add alogin to the server for the Active Directory group created in step (1).
i. Create a user in the Sentinel Visualizer database for the new login created in
(3a).
b. Add the user to the SentinelApp role in the Sentinel Visualizer database.
i. Create a user in the master database for the new login created in (3a).
c. Addthe user to the SentinelApp role in the master database.

4. Open the Active Directory management console on your Active Directory domain
controller.

a. Under the Computers folder, right-click on the SQL Server computer and select
Properties.

b. Click on the Security tab.
Click the [Add] button.

d. Type in the Active Directory domain group used to access SQL Server (e.g.,
<domain>\<groupname> and click [OK].

e. Highlight the Active Directory group in the list box on the Security tab, and check the
“Read” and “Write” check boxes under the “Allow” column in the Permissions list,
then click [OK].

This is an overview of the basic steps required to configure a domain group to access SQL Server.
Your particular network and Active Directory environment may require additional steps that are
not covered here. Consult your Network Administrator for help if the above steps do not
completely configure your domain group.

General Planning Checklist

This section provides a general checklist for installing and planning a Shared Database
environment for Sentinel Visualizer.

Designating a System Administrator

Every system that has more than one user, or shares data, should typically have a designated
System Administrator. This person is responsible for installing and configuring the system, as
well as performing general maintenance tasks.

The tasks outlined in this chapter are the purview of a System Administrator, so it is important
to choose a person for this role before continuing. Ideally, your Sentinel Visualizer installation
would have one designated System Administrator, and one backup System Administrator.
These checklists and this guide in its entirety assume that you, the reader, are the designated
System Administrator.
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Install and Configure Microsoft SQL Server

e Identify the server where Microsoft SQL Server 2000 or later resides. Use the system
requirements listed earlier to ensure that the configuration is correct.

e Install Microsoft SQL Server Standard Edition or Enterprise Edition. For security reasons,
turn Mixed Mode Security off and only use Windows Authentication mode.

e Ensure that SQL Server starts correctly, is up and running, and is visible on the network to
users who will access the system.

Plan Database Maintenance Tasks

e Your investment in your data is only protected as well as your organization’s general
database administration and maintenance plan.

e Create a data backup plan. Ensure that your SQL Server system is properly backed up.
Sentinel Visualizer does not provide database administration and backup functions as these
are available directly through Microsoft SQL Server or through a variety of third-party tools.

Create the Sentinel Visualizer Domain Group

As discussed earlier, you need to create a new domain group that acts as the central
authentication token that Sentinel Visualizer software uses to connect to the SQL Server
installation. By convention, this group should be called SentinelVisualizer. Ensure that this
group has the necessary permissions and settings so that it can connect to the server where SQL
Server is running.

Identify Sentinel Visualizer Users

Identify the initial set of Sentinel Visualizer users, including any users performing administrative
roles on the database. You can add additional domain users to the domain group later, but it is
helpful to identify your initial users and administrators up front.

Add Domain Users to the Sentinel Visualizer Domain Group

Once you identify the list of existing domain users, you add them to your Sentinel Visualizer
domain group. Use the standard Windows Server tools to accomplish this task.

Data Access and Multi-User Concurrency

The Premium and Enterprise Editions of Sentinel Visualizer support connections to a Server
Database that allows multiple users to concurrently access and change the data. In order to do
this efficiently, it must manage a variety of conditions to ensure that both access and edit
operations happen in a controlled and coordinated way.

As you work with the software in a multi-user environment, it is helpful to understand how
Sentinel Visualizer manages this process.

How Records are Accessed

The first thing to understand is how Sentinel Visualizer retrieves information. When you use one
of the search functions or request entity or relationships information, the Sentinel Visualizer
software installed on your computer sends your request to the Sentinel Visualizer database
server. The server then determines how to handle the request, checks your user account against
the Access Control Lists, and assembles data to send back to your computer, where it is
displayed on your screen.

At this point, the connection between your computer and the database server is closed—you
are looking at a local copy of the data on your computer as it existed on the shared database
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server when the request was made. This means that no “locking” has occurred. This non-locking
design, as is typical in client/server system designs, ensures a high degree of data availability,
and provides optimal performance, even with a large number of concurrent users.

The important thing to understand is this:

Your computer’s copy of Sentinel Visualizer does not automatically refresh data.

The data you see on your screen is only current as of when you issued the request. If you
perform an Entity Search for “Bob” at noon, the system returns all known “Bob” records. If you
step out for lunch and return an hour later, your screen does not automatically show you the
new “Bob” records that others added while you are away.

Similarly, if you have a “Bob” entity record open, it shows information about Bob that was
current when the Sentinel Visualizer database server retrieved it for you. Afterwards, another
user may have edited that record, changing his name to “Robert.”

If you want to be sure that your view of the data is current, don’t rely on what was on your
screen yesterday, or an hour ago—repeat the operation to retrieve the most current
information from the server.

Multi-User Concurrency

Sentinel Visualizer handles cases where multiple users are attempting conflicting operations. For
example, assume you open the “Bob” entity record and edit it. Your changes take a while.
Before you save, Mary down the hall opens “Bob,” edits it, and saves her changes. Then you try
to save. In this case, Sentinel Visualizer gives you a choice of whether to save your changes and
overwrite Mary's, or to lose your changes and keep Mary's:

Edit Entity: Bob (ID: 1059)

i The data wou are trying ko edit has been modified by anather user since vou retrieved it. Press 'OFK' to overwrite the
other user's changes, or "Cancel' to lose vour changes.

| Ok, |[ Cancel ]

To keep your changes and lose the other user's changes, click the [OK] button. To keep the other
user's changes, and lose yours, click [Cancel].

Similarly, assume that while you are in the process of editing a record, another user deletes the
record, or changes permissions so you no longer have permissions to access it. Consider the case
where you search for “Bob.” His entity record shows in the search results, and you open it to
make changes. In the meantime, Mary deletes the “Bob” record. When you try to save the
entity, you are informed that you cannot save your changes:

Edit Entity: Bob (ID: 1000 [

& This entity no longer exists or cannot be retrieved. It may have been
W' deleted by ancther user.

Click [OK], and if necessary, add a new entity to replace the removed entity.
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weight, 112

three dimensional viewer, 145—48

Three-D viewer. See 3D viewer

TIFF, 161
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timeline view, 141-44
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toolbar, 19, 54
entity search, 24
relationship search, 51
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U
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users, 233
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delete, 213
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video driver, 147
view
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relationship, 51, 53-54
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all paths, 118
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shortest path, 118
visualize tab, 118-20
visualizer, 19, 81

3D viewer. See 3D viewer

ad-hoc entity. See ad-hoc entity

ad-hoc relationship. See ad-hoc
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declutter, 120

delete, 89

export, 103

filter, 90, 120, 122

filter unlinked, 90

find, 94

get links, 82, 89

gradient metrics, 84, See gradient

metrics
layout. See layout
load, 104
multi-monitor, 88
navigator, 95

network metrics. See network metrics
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open, 89

options, 91

output, 90
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print, 102

save, 84, 89, 104
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select object, 94
squelch, 122

time range, 123-24
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toolbar, 81, 89
visual styles, 100
zoom, 90, 94
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web search, 19, 39
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windows tabs, 15
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